PROFESSIONAL SERVICES AGREEMENT |

ELECTRONIC MONITORING SERVICES

CATEGORY 2 - GLOBAL POSITIONING SYSTEM (GPS)

BETWEEN

COOK COUNTY GOVERNMENT
COOK COUNTY ADULT PROBATION
COOK COUNTY JUVENILE PROBATION
SHERIFF

AND
TRACK GROUP, INC.

CONTRACT NO. 1515-15006B
(PURCHASE ORDER NO. 70000095333)

Cook County Professional Serviee Agreement
Revised 3-9-2015




PROFESSIONAL SERVICES AGREEMENT

TABLE OF CONTENTS

TERMS AND CONDITIONS ...coiiiriceieie e sennas ettt e ena s 1
ARTICLE 1) INCORPORATION OF BACKGROUND .....cooviiiivriecieeeereies e, 1
ARTICLE 2) DEFINITIONS ..ottt sttt b et eh e st m s e seraenens 1
a) DEfINIIONS oottt et et be s bbbt e s e ese e sae s seranrnesberaeneerees 1
b) INTEIPIELATION ..ottt et s e e s b e b e et b e s b s e s tensebenneneare s 2
c) Incorporation of EXhibits .......ccceevvverevencrinnnececns bt n e en s n ettt en e 3
ARTICLE 3) DUTIES AND RESPONSIBILITIES OF CONSULTANT ....ccccoevnnen. 3
a) SCOPE OF SEIVICES ...uiiiirieiieiererie ettt ettt st et b e s etetee s e s srsereennesssbaneeseas 3
b} DElIVEIADIES L. iiiiiiiiiei ettt ettt a s et sa e ea et r e st e et eesees 3
c) Standard of Performance...........ccoovorvivine ittt e s 4
d) Personnel L. e b et ettt ees s 4
e) Minority and Women Owned Business Enterprises Commitment................covevevevevrnnen. 5
) Insurance e e LeEe AEe SRS e T hes s em v e s hgos SamerearennysrenervRe e esenneadertsateserae e renes 6
g) InAemNIfICATION .oviiiiiiiic e e s e et et e raene bt anan 8
h) Confidentiality and Ownership of DOCUMENTS ........c.ceeieiiriivieeiieeseceee et 9
1) Patents, Copyrights and LICENSes .......cccvvvvviveeinvenieinniee s JOT TR 9
j) - Examination of Records and AUdIts .......ccooeviiiiieiiiiiiiieiiiecce e e 10
k) Subcontracting or Assignment of Contract or Contract Funds.......eceveeeveeieeeiceneeieinnna, il
ARTICLE 4) TERM OF PERFORMANCE ...ttt 12
a) Term of Performance ............. ST T U O O DOP U P OTPEORU POV TUPUSURRR 12
b) Timeliness of Performance ..........cccooivieiiiniioiiiceitc i 13
c) Agreement EXtension OPtion......ccuiei it er s e s ssbeas s seeres e 13
ARTICLE 5) COMPENSATION ................ e e e et ettt b e e st e s st e e arasenbns 13
a) Basis 0f PAYMENL.......cooiiriiiec ettt ettt ra s e b sa s 13
b) Method Of PAYMENT.......cccoiiieriiee e e e e 13
c) FUNAING et et e 14
d) IN O ADDTOPTIALION . ...t eteeiretie ettt eite et ebee b et etesba et e stb b st essasteresseesesersseennesssssabenrsesensates 14
e) TAXES e et et e et an e neneereeens 15
f) Price REAUCTION ....oioiiiieii ettt b e e menn e st ee e eae et ne b 15
g) CONSUIANE CTEATES. . vvevveveeiieeieriie e ettt e e ereees et sees s eaerrseasssseensebesbesosnsnsnaesssessesaesrens 15
ARTICLE 6) DISPUTES L.ttt sttt st e 15
ARTICLE 7) COOPERATION WITH INSPECTOR GENERAL AND COMPLIANCE

WITH ALL LAWS o et vae e s nn e st ra st 16
ARTICLE 8) SPECIAL CONDITIONS ..ot 16
a) Warranties and Representations.......cccccueviieseeeeeceese s ceeresssevesssssnss e e sssssssserensrenas 16
b) BIRICS ettt et s anans 17
c) Joint and Several Liability .........coirimiiic e 17
d) BUSINESS DOCUMEIIES ..vvviiesie e it ie e e et s e saaesae s tets e s reeseseesssesnssentesaeeesssaesemane 18
e) CONTHCES OF TIETESt.....ve ettt ettt s b eas s s e e s st st st s e reeraens 18
iy} Non-Liability of Public Officials .......cooioiiiiiiieieieiec e 19
ARTICLE %) EVENTS OF DEFAULT, REMEDIES, TERMINATION, SUSPENSION
AND RIGHT TO OFFSET ...ttt ettt eve s ssaet e s s s assesenens e 19

Cook County Professional Service Agreement
Revised 3-9-2015




a) Events of Default Defined ................... 19

b) ReMEIES oottt ittt et b ane b 20
c) Early TermINatiOn ......coiicveieies ettt et s b st sbarae s baane s b b bns 22
d) SUSPEISION 1 .eiieveeiiiernre et e et e ettt ettt et et sa b aae et r b et bt e e et esespraenaeens 22
e) Right 10 OFFSEt...coiiiiiieeseeee et s et e 23
f) DEIAYS e e e e et et et et e e bbb e e ebesntns 23
g) Prepaid FEEs ....ovvccivivviicecirrieneres e sessee s ettt e ese e ene 23
ARTICLE 10) GENERAL CONDITIONS ... eineeesiseeeeeeeesnesesaseencains 24
a) ENtiTe AGIEEINENT ... ccuiiiriiiertr ettt ettt bt et beetsseb e ets et ereareessenesretenntrtenesnans 24
b) COUNTETPAITS .1 vttt sttt ce e s e e e e e sbas e r e s s e s s asassesasesanasanens 25
c) Contract AMENAMENLS ........cceeuiieererriererreiereseesereeceaeeessesssaesseesesenteseeessesnsensssessesesssssns 25
d) Governing Law and JUriSAiction ........coceeeeiniieseeerrer st s e eseaie e 25
e) SEVETADILLY oottt a et ettt e et e etaere st rneeeten 26
1) ASSIZIIS ittt a e e aa e s e et er e e R s s eresaesarre et errire s saens 26
g) COOPCIALION ..o e et er e ts e eesre b e et e e st aaessentsenesatasnssesnnensanaes 26
h) WEIVET oo ieiceriecresere e s ereseer et sae s b e s e e et et e b s e en e ere e e eabeb et et as s s eaeneeasentans 26
i) Independent Consultant .............ccoovurvvvenrnrreecnenn. eeete b eenteatare st e ra bt e e et e et s e aee st e aneeneen e bns 27
i) Governmental Joint Purchasing Agreement .........cccovervrvreveeiveeesrers s essnesenne 27
k) Comparable Government PrOCUIBIMENL. ..........ecvuviiiiiiereirinereereressessseeesressseesasseseesesesnsenas 27
ARTICLE 11) NOTICES. ettt ea e 28
ARTICLE 12) AUTHORITY ittt ae ettt e st st 29
List of Exhibits

Exhibit 1 Scope of Services
Exhibit 2 Schedule of Compensation

Exhibit 3 Minority and Women Owned Business Enterprise Commitment
Exhibit 4 Evidence of Insurance

Exhibit 5 Board Authorization

Exhibit 6 CIIS Security Policy

Exhibit 7 Cook County Information Technology Specnal Conditions (ITSCs)
Exhibit 8 Identification of Subcontractors/Suppliers/Subconsultant Form
Exhibit 9 Economic Disclosure Statement

Cook County Professional Service Agreement
Revised 3-3-2015




Contract 1515-15006B
Electronic Monitoring Services
Category 2 - GPS

AGREEMENT

This Agreement is made and entered into by and between the County of Cook, a public body
corporate of the State of Illinois, on behalf of Office of the Chief Procurement Officer hereinafter
referred to as “County” and Track Group, Inc., doing business as a Corporation of the State of
Ilinois hereinafter referred to as “Consultant”, pursuant to authorization by the Cook County

Board of Commissioners on January 24, 2019, as evidenced by Board Authorization letter attached
hereto as EXHIBIT “5”.

BACKGROUND

The County of Cook issued a Request for Proposals “RFP” for Electronic Monitoring Services.
Proposals were evaluated in accordance with the evaluation criteria published in the RFP. The
Consultant was selected based on the proposal submitted and evaluated by the County representatives.

Consultant represents that it has the professional experience and expertise to provide the
necessary services and further warrants that it is ready, willing and able to perform in accordance

with the terms and conditiohs as set forth in this Agreement.

NOW, THEREFORE, the County and Consultant agree as follows:

TERMS AND CONDITIONS

ARTICLE 1) INCORPORATION OF BACKGROUND

The Background information set forth above is incorporated by reference as if fully set forth here.

ARTICLE 2) DEFINITIONS
a) Definitions

The following words and phrases have the followmg meanings for purposes of thlS
Agreement:

"Additional Services" means those services which are within the general scope of Services
of this Agreement, but beyond the description of services required under Article 3, and all
services reasonably necessary to complete the Additional Services to the standards of
performance required by this Agreement. Any Additional Services requested by the Using
Agency require the approval of the Chief Procurement Officer in a written amendment to
this Agreement before Consultant is obligated to perform those Additional Services and
before the County becomes obligated to pay for those Additional Services.
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"Agreement" mcans this Professional Services Agreement, including all exhibits attached

to it and incorporated in it by reference, and all amendments modifications or revisions
made in accordance with its terms.

"Chief Procurement Officer" means the Chief Procurement Officer for the County of
Cook and any representative duly authorized in writing to act on his behalf.

"Services" means, collectively, the services, duties and responsibilities described in Article
3 of this Agreement and any and all work necessary to complete them or carry them out
fully and to the standard of performance required in this Agreement.

"Subcontractor” or “Subconsultant” means any person or entity with whom Consultant
contracts to provide any part of the Services, of any tier, suppliers and materials providers,
whether or not in privity with Consultant.

"Using Agency" shall mean the department of agency within Cook County including
elected officials.

Interpretation

1) The term "include" (in all its forms) means 1nclude without limitation" unless
- the context clearly states otherwise.

ii) All references in this Agreement to Articles, Sections or Exhibits, unless

otherwise expressed or indicated are to the Articles, Sections or Exhibits of this
Agreement. -

iii) Words importing persons include firms, associations, partnerships, trusts,

corporations and other legal entities, including public bodies, as well as natural
persons.

iv) Any headings preceding the text of the Articles and Sections of this Agreement,
© and any tables of contents or marginal notes appended to it are solely for
convenience or reference and do not constitute a part of this Agreement, nor do they
affect the meaning, construction or effect of this Agreement.

v) Words importing the singular include the plural and vice versa. Words of the
masculine gender include the correlative words of the feminine and neuter genders.

vi) All references to a number of days mean calendar days, unless expressly indicated
otherwise.
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Incorporation of Exhibits

The following attached Exhibits are made a part of this Agreement:

Exhibit 1 Scope of Services

Exhibit 2 Schedule of Compensation

Exhibit 3 Minority and Women Owned Business Enterprise Commitment
Exhibit 4 Evidence of Insurance

Exhibit 5 Board Authorization

Exhibit 6 CJIS Security Policy

Exhibit 7 Cook County Information Technology Special Conditions (ITSCs)
Exhibit 8 Identification of Subcontractors/Suppliers/Subconsultant Form
Exhibit 9 Economic Disclosure Statement

ARTICLE 3) DUTIES AND RESPONSIBILITIES OF CONSULTANT

a)

b)

Scope of Services

This description of Services is intended to be general in nature and is neither a complete
description of Consultant's Services nor a limitation on the Services that Consultant is to
provide under this Agreement. Consultant must provide the Services in accordance with
the standards of performance set forth in Section 3¢c. The Services that Consultant must
provide include, but are not limited to, those described in Exhibit 1, Scope of Services and

Time Limits for Performance, which is attached to this Agreement and incorporated by
reference as if fully set forth here.

Deliverables

In carrying out its Serviceé, Consultant must prepare or provide to the County various
Deliverables. "Deliverables" include work product, such as written reviews,
recommendations, reports and analyses, produced by Consultant for the County.

The County may reject Deliverables that do not include relevant information or data, or do
not include all documents or other materials specified in this Agreement or reasonably
necessary for the purpose for which the County made this Agreement or for which the
County intends to use the Deliverables. If the County determines that Consultant has failed
to comply with the foregoing standards, it has 30 days from the discovery to notify
Consultant of its failure. If Consultant does not correct the failure, if it is possible to do so,
within 30 days after receipt of notice from the County specifying the failure, then the

County, by written notice, may treat the failure as a default of this Agreement under Article
0.

Partial or incomplete Deliverables may be accepted for review only when required for a
specific and well-defined purpose and when consented to in advance by the County. Such
Deliverables will not be considered as satisfying the requirements of this Agreement and
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partial or incomplete Deliverables in no way relieve Consultant of its commitments under
this Agreement.

Standard of Performance

Consultant must perform all Services required of it under this Agreement with that degree
of skill, care and diligence normally shown by a consultant performing services of a scope
and purpose and magnitude comparable with the nature of the Services to be provided
under this Agreement. Consultant acknowledges that it is entrusted with or has access to
valuable and confidential information and records of the County and with respect to that
information, Consultant agrees to be held to the standard of care of a fiduciary.

Consultant must assure that all Services that require the exercise of professional skills or
judgment are accomplished by professionals qualified and competent in the applicable
discipline and appropriately licensed, if required by law. Consultant must provide copies
of any such licenses. Consultant remains responsible for the professional and technical
accuracy of all Services or Deliverables furnished, whether by Consultant or its
Subconsultants or others on its behalf. All Deliverables must be prepared in a form and
content satisfactory to the Using Agency and delivered in a timely manner consistent with
the requirements of this Agreemen‘[

If Consultant fails to comply with the foregoing standards, Consultant must perform again,
at its own expense, all Services required to be re-performed as a direct or indirect result of
that failure. Any review, approval, acceptance or payment for any of the Services by the
County does not relieve Consultant of its responsibility for the professional skill and care
and technical accuracy of its Services and Deliverables. This provision in no way limits
the County’s rights against Consultant either under this Agreement, at law or in equity.

Personnel
i) Adequate Staffing

Consultant must, upon receiving a fully executed copy of this Agreement, assign and
maintain during the term of this Agreement and any extension of it an adequate staff of
competent personnel that is fully equipped, licensed as appropriate, available as needed,
qualified and assigned exclusively to perform the Services. Consultant must include
among its staff the Key Personnel and positions as identified below. The level of staffing
may be revised from time to time by notice in writing from Consultant to the County and
with written consent of the County, which consent the County will not withhold
unreasonably. If the County fails to object to the revision within 14 days after receiving the
notice, then the revision will be considered accepted by the County.
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ii) Key Personnel

Consultant must not reassign or replace Key Personnel without the written consent of the
County, which consent the County will not unreasonably withhold. "Key Personnel”
means those job titles and the persons assigned to those positions in accordance with the
provisions of this Section 3.d (ii). The Using Agency may at any time in writing notify
Consultant that the County will no longer accept performance of Services under this
Agreement by one or more Key Personnel listed. Upon that notice Consultant must
immediately suspend the services of the key person or persons and must replace him or

them in accordance with the terms of this Agreement. A list of Key Personnel is found in
Exhibit 1, Scope of Services.

1)  Salaries and Wages

- Consultant and Subconsultants must pay all salaries and wages due all employees

performing Services under this Agreement unconditionally and at least once a month
without deduction or rebate on any account, except only for those payroll deductions that
are mandatory by law or are permitted under applicable law and regulations. If in the
performance of this Agreement Consultant underpays any such salaries or wages, the
Comptroller for the County may withhold, out of payments due to Consultant, an amount
sufficient to pay to employees underpaid the difference between the salaries or wages
required to be paid under this Agreement and the salaries or wages actually paid these
employees for the total number of hours worked. The amounts withheld may be disbursed
by the Comptroller for and on account of Consultant to the respective employees to whom
they are due. The parties acknowledge that this Section 3.d (iii) is solely for the benefit of
the County and that it does not grant any third party beneficiary rights.

Minority and Women Owned Business Enterprises Commitment

In the performance of this Agreement, including the procurement and lease of materials or
equipment, Consultant must abide by the minority and women's business enterprise
commitment requirements of the Cook County Ordinance, (Article IV, Section 34-267
through 272) except to the extent waived by the Compliance Director, which are set forth
in Exhibit 3. Consultant's completed MBE/WBE Utilization Plan evidencing its
compliance with this requirement are a part of this Agreement, in Form 1 of the MBE/WBE
Utilization Plan, upon acceptance by the Compliance Director. Consultant must utilize
minority and women's business enterprises at the greater of the amounts committed to by

the Consultant for this Agreement in accordance with Form 1 of the MBE/WBE Utilization
Plan.
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Insurance

Prior to the effective date of this Contract, the Contractor, at its cost, shall secure and
maintain at all times, unless specified otherwise, until completion of the term of this
Contract the insurance specified below.

Nothing contained in these insurance requirements is to be construed as limiting the

extent of the Contractor's responsibility for payment of damages resultlng from its
operations under this Contract.

Contractor shall require all Subcontractors to provide the insurance required in this’
Agreement, or Contractor may provide the coverages for Subcontractors. All
Subcontractors are subject to the same insurance requirements as Contractor except
paragraph (d) Excess Liability or as specified otherwise.

The Cook County Department of Risk Management maintains the right to modify, delete,
alter or change these requirements.

Coverages

(a) Workers Compensation Insurance

Workers' Compensation shall be in accordance with the laws of the State
of Tllinois or any other applicable jurisdiction.

The Workers Compensation policy shall also include the following
provisions:

(1)  Employers' Liability coverage with a limit of
$500,000 each Accident
$500,000 each Employee
$500,000 Policy Limit for Disease

(b) Commercial General Liability Insurance

The Commercial General Liability shall be on an occurrence form basis
(1SO Form CG 0001 or equivalent) to cover bodily injury, personal injury

and property damage. Coverage shall have no exclusions or limitations for
sexual molestation and abuse.

~ Each Occutrence $ 1,000,000
‘General Aggregate - $2,000,000
Completed Operations Aggregate $ 2,000,000

The General Liability policy shall include the following coverages:

(a) All premises and operations;
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(b)  Contractual Liability;
(c) Products/Completed Operations;
(d)  Severability of interest/separation of insureds clause

Commercial Automobile Liability Insurance

When any vehicles are used in the performance of this contract, Contractor
shall secure Automobile Liability Insurance for bodily injury and property
damage arising from the Ownership, maintenance or use of owned, hired and
non-owned vehicles with a limit no less than $1,000,000 per accident.

Umbrella/Excess Liability

Such policy shall be excess over the Commercial General Liability,

- Automobile Liability, and Employer’s Liability with limits not less than the

following amounts:

Each Occurrence: $1,000,000

Professional Liability

Contractor shall secure Professional Liability insurance covering any and all
claims arising out of the performance or nonperformance of professional
services for the County under this Agreement. This professional liability
insurance shall remain in force for the life of the Contractor’s obligations
under this Agreement, and shall have a limit of liability of not less than
$2,000,000 per claim. If any such policy is written on a claims-made form,
the retroactive date shall be prior to the effective date of this contract. Claims
made form coverage, or extended reporting following the expiration or
termination of this contract, shall be maintained by the Contractor for a
minimum of three years following the expiration or early termination of this
contract and the Contractor shall annually provide the County with proof of
renewal. Subcontractors performing professional services for the

- Contractor must maintain limits of not less than $1,000,000 with the same

terms in this section.

Additional requirements

(@)

Additional Insured

The required insurance policies, with the exception of the Workers Compensation
and Professional Liability, shall name Cook County, its officials, employees and
agents as additional insureds. The Commercial General Liability policy shall be on a
primary and non-contributory basis. Any insurance or self-insurance maintained by
Cook County shall be excess of the Contractor’s insurance and shall not
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(b)

(c)

(d)
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contribute with it. The full policy limits and scope of protection shall apply to
Cook County as an additional insured even if they exceed the requirements
specified above.

Qualification of Insurers

All insurance companies providing coverage shall be licensed or approved by the
Department of Insurance, State of Illinois, and shall have a financial rating no
lower than (A-) VII as listed in A.M. Best's Key Rating Guide, current edition or
interim report. Companies with ratings lower than (A-) VII will be acceptable
only upon consent of the Cook County Department of Risk Management. The
insurance limits required herein may be satisfied by a combination of primary,
umbrella and/or excess liability insurance policies.

Insurance Notices

Contractor shall provide the Office of the Chief Procurement Officer with sixty (60)
days advance written notice in the event any required insurance will be cancelled,
materially reduced or non-renewed. Contractor shall securc replacement coverage
to comply with the stated insurance requirements and provide new certificates of
insurance to the Office of the Chief Procurement Officer.

Prior to the date on which Contractor commences performance of its part of the
work, Contractor shall furnish to the Office of the Chief Procurement Officer
certificates of insurance maintained by Contractor. The receipt of any certificate
of insurance does not constitute agreement by the County that the insurance
requirements have been fully met or that the insurance policies indicated on the
certificate of insurance are in compliance with insurance required above.

In no event shall any failure of the County to receive certificates of insurance
required hereof or to demand receipt of such Certificates of Insurance be
construed as a waiver of Contractor's obligations to obtain insurance pursuant to
these insurance requirements.

Waiver of Subrogation Endorsements

All insurance policies must contain a Waiver of Subrogation Endorsement in favor
of Cook County.

Indemnification

The Consultant covenants and agrees to indemnify and save harmless the County and its

commissioners, officials, employees, agents and representatives, and their respective heirs,
successors and assigns, from and against any and all costs, expenses, attorney's fees, losses,
damages and liabilities incurred or suffered directly or indirectly from or attributable to
any claims arising out of or incident to the performance or nonperformance of the Contract
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by the Consultant, or the acts or omissions of the officers, agents, employees, Consultants,
subconsultants, licensees or invitees of the Consultant. The Consultant expressly
understands and agrees that any Performance Bond or insurance protection required of the
Consultant, or otherwise provided by the Consultant, shall in no way limit the responsibility
to indemnify the County as hereinabove provided.

Confidentiality and Ownership of Documents

Consultant acknowledges and agrees that information regarding this Contract is confidential
and shall not be disclosed, directly, indirectly or by implication, or be used by Consultant in
any way, whether during the term of this Contract or at any time thereafter, except solely as
required in the course of Consultant's performance hereunder. Consultant shall comply with
the applicable privacy laws and regulations affecting County and will not disclose any of
County’s records, materials, or other data to any third party. Consultant shall not have the
right to compile and distribute statistical analyses and reports utilizing data derived from
information or data obtained from County without the prior written approval of County. In

the event such approval is given, any such reports published and distributed by Consultant
shall be furnished to County without charge.

All documents, data, studies, reports, work product or product created as a result of the

- performance of the Contract (the “Documents™) shall be included in the Deliverables and

shall be the property of the County of Cook. It shall be a breach of this Contract for the
Consultant to reproduce or use any documents, data, studies, reports, work product or product
obtained from the County of Cook or any Documents created hereby, whether such
reproduction or use 1s for Consultant’s own purposes or for those of any third party. During
the performance of the Contract Consultant shall be responsible of any loss or damage to the
Documents while they are in Consultant’s possession, and any such loss or damage shall be

restored at the expense of the Consultant. The County and its designees shall be afforded full
access to the Documents and the work at all times.

Patents, Copyrights and Licenses

If applicable, Consultant shall furnish the Chief Procurement Officer with all licenses
required for the County to utilize any software, including firmware or middieware, provided
by Consultant as part of the Deliverables. Such licenses shall be clearly marked with a
reference to the number of this County Contract. Consultant shall also furnish a copy of such
licenses to the Chief Procurement Officer. Unless otherwise stated in these Contract

documents, such licenses shall be perpetual and shall not limit the number of persons who
may utilize the software on behalf of the County.

Consultant agrees to hold harmless and indemnify the County, its officers, agents, employees
and affiliates from and defend, as permitted by Illinois law, at its own expense (including
reasonable attorneys', accountants' and consultants' fees), any suit or proceeding brought
against County based upon a claim that the ownership and/or use of equipment, hardware
and software or any part thereof provided to the County or utilized in performing Consultant's
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services constitutes an infringement of any patent, copyright or license or any other property
right.

In the event the use of any equipment, hardware or software or any part thereof is enjoined,
Consultant with all reasonable speed and due diligence shall provide or otherwise secure for
County, at the Consultant's election, one of the following: the right to continue use of the
equipment, hardware or software; an equivalent system having the Specifications as provided
in this Contract; or Consultant shall modify the system or its component parts so that they
become non-infringing while performing in a substantially similar manner to the original
system, meeting the requirements of this Contract.

Examination of Records and Audits

The Consultant agrees that the Cook County Auditor or any of its duly authorized
representatives shall, until expiration of three (3) years after the final payment under the
Contract, have access and the right to examine any books, documents, papers, canceled
checks, bank statements, purveyor's and other invoices, and records of the Consultant related
to the Contract, or to Consultant's compliance with any term, condition or provision thereof.
The Consultant shall be responsible for establishing and maintaining records sufficient to
document the costs associated with performance under the terms of this Contract.

The Consultant further agrees that it shall include in all of its subcontracts hereunder a
provision to the effect that the Subcontractor agrees that the Cook County Auditor or any of
its duly authorized representatives shall, until expiration of three (3) years after final payment
under the subcontract, have access and the right to examine any books, documents, papers,
canceled checks, bank statements, purveyor's and other invoices and records of such
Subcontractor involving transactions relating to the subcontract, or to such Subcontractor
compliance with any term, condition or provision thereunder or under the Contract.

In the event the Consultant receives payment under the Contract, reimbursement for which
is later disallowed by the County, the Consultant shall promptly refund the disallowed
amount to the County on request, or at the County's option, the County may credit the amount

disallowed from the next payment due or to become due to the Consultant under any contract
with the County.

To the extent this Contract pertains to Deliverables which may be reimbursable under the
Medicaid or Medicare Programs, Consultant shall retain and make available upon request,
for a period of four (4) vears after furnishing services pursuant to this Agreement, the

~ contract, books, documents and records which are necessary to certify the nature and extent

of the costs of such services if requested by the Secretary of Health and Human Services

or the Comptroller General of the United States or any of their duly authorized
representatives.

10




K)

Contract 1515-15006B
Electronic Monitoring Services
Category 2 - GPS
If Consultant carries out any of its duties under the Agreement through a subcontract with
a related organization invelving a value of cost of $10,000.00 or more over a 12 month
period, Consultant will cause such subcontract to contain a clause to the effect that, until
the expiration of four years after the furnishing of any service pursuant to said subcontract,
the related organization will make available upon request of the Secretary of Health and
Human Services or the Comptroller General of the United States or any of their duly
authorized representatives, copies of said subcontract and any books, documents, records
and other data of said related organization that are necessary to certify the nature and extent
of such costs. This paragraph relating to the retention and production of documents is
included because of possible application of Section 1861(v)(1)(I) of the Social Security
Act to this Agreement; if this Section should be found to be inapplicable, then this
paragraph shall be deemed inoperative and without force and effect.

Subcontracting or Assignment of Contract or Contract Funds

Once awarded, this Contract shall not be subcontracted or assigned, in whole or in part,
without the advance written approval of the Chief Procurement Officer, which approval shall
be granted or withheld at the sole discretion of the Chief Procurement Officer. In no case,
however, shall such approval relieve the Consultant from its obligations or change the terms
of the Contract. The Consultant shall not transfer or assign any Contract funds or any interest
therein due or to become due without the advance written approval of the Chief Procurement
Officer. The unauthorized subcontracting or assignment of the Contract, in whole or in part,
or the unauthorized transfer or assignment of any Contract funds, either in whole or in part,

or any interest therein, which shall be due or are to become due the Consultant shall have no
effect on the County and are null and void.

Prior to the commencement of the Contract, the Consultant shall identify in writing to the
Chief Procurement Officer the names of any and all Subcontractors it intends to use in the
performance of the Contract by completing the Identification of Subcontractor/Supplier/
Subconsultant Form (“ISF”). The Chief Procurement Officer shall have the right to
disapprove any Subcontractor. All Subcontractors shall be subject to the terms of this
Contract. Consultant shall incorporate into all subcontracts all of the provisions of the

Contract which affect such subcontract. Copies of subcontracts shall be provided to the Chief
Procurement Officer upon request.

The Consultant must disclose the name and business address of each Subcontractor, attorney,
lobbyist, accountant, consultant and any other person or entity whom the Consultant has
retained or expects to retain in connection with the Matter, as well as the nature of the
relationship, and the total amount of the fees paid or estimated to be paid. The Consultant is
not required to disclose employees who are paid or estimated to be paid. The Consultant is
not required to disclose employees who are paid solely through the Consultant’s regular
payroll. “Lobbyist” means any person or entity who undertakes to influence any legislation
or administrative action on behalf of any person or entity other than: (1) a not-for-profit
entity, on an unpaid basis, or (2), himself.
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“Lobbyist” also means any person or entity any part of whose duties as an employee of

another includes undertaking to influence any legislative or administrative action. If the

Consultant is uncertain whether a disclosure is required under this Section, the Consultant
must either ask the County, whether disclosure is required or make the disclosure.

The County reserves the right to prohibit any person from entering any County facility for
any reason. All Consultants and Subcontractor of the Consultant shall be accountable to the
Chief Procurement Officer or his designee while on any County property and shall abide by

all rules and regulations imposed by the County.

Professional Social Services

In accordance with 34-146, of the Cook . County Procurement Code, all Consultants or
providers providing services under a Professional Social Service Contracts or Professional
Social Services Agreements, shall submit an annual performance report to the Using Agency,
i.e., the agency for whom the Consultant or provider is providing the professional social
services, that includes but is not limited to relevant statistics, an empirical analysis where
applicable, and a written narrative describing the goals and objectives of the contract or
agreement and programmatic outcomes. The annual performance report shall be provided
and reported to the Cook County Board of Commissioners by the applicable Using Agency
within forty-five days of receipt. Failure of the Consultant or provider to provide an annual
performance report will be considered a breach of contract or agreement by the Consultant
or provider, and may result in termination of the Contract or agreement.

For purposes of this Section, a Professional Social Service Contract or Professional Social
Service Agreement shall mean any contract or agreement with a social service provider,
including other governmental agencies, nonprofit organizations, or for profit business
enterprises engaged in the field of and providing social services, juvenile justice, mental
health treatment, alternative sentencing, offender rehabilitation, recidivism reduction, foster
care, substance abuse treatment, domestic violence services, community transitioning
services, intervention, or such other similar services which provide mental, social or physical
treatment and services to individuals. Said Professional Social Service Contracts or

Professional Social Service Agreements do not include CCHHS managed care contracts that
CCHHS may enter into with health care providers.

ARTICLE 4) TERM OF PERFORMANCE

a)

Term of Performance
This Agreement takes effect when approved by the Cook County Board and its term shall

begin on January 28, 2019 ("Effective Date") and continue until January 27, 2022 or
until this Agreement is terminated in accordance with its terms, whichever occurs first.
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Timeliness of Performance

i) Consultant must provide the Services and Deliverables within the term and within
the time limits required under this Agreement, pursuant to the provisions of Section
4.a and Exhibit 1. Further, Consultant acknowledges that TIME IS OF THE
ESSENCE and that the failure of Consultant to comply with the time limits
described in this Section 4.b may result in economic or other losses to the County.

i) Neither Consultant nor Consultant’s agents, employees nor Subcontractors are
entitled to any damages from the County, nor is any party entitled to be reimbursed
by the County, for damages, charges or other losses or expenses incurred by
Consultant by reason of delays or hindrances in the performance of the Services,
whether or not caused by the County.

Agreement Extension Option

The Chief Procurement Officer may at any time before this Agreement expires elect to
renew this Agreement for up to two (2) additional one-year periods under the same terms
and conditions as this original Agreement, except as provided otherwise in this Agreement,
by notice in writing to Consultant. After notification by the Chief Procurement Officer,

this Agreement must be modified to reflect the time extension in accordance with the
provisions of Section 10.c.

ARTICLE 5) COMPENSATION

a)

b)

Basis of Paymeﬁt

The County will pay Consultant according to the Schedule of Compensation in the attached
Exhibit 2 for the successful completion of services.

Method of Payment

All invoices submitted by the Consultant shall be in accordance with the cost provisions
contained in the Agreement and shall contain a detailed description of the Deliverables,
including the quantity of the Deliverables, for which payment is requested. All invoices
for services shall include itemized entries indicating the date er time period in which the
services were provided, the amount of time spent performing the services, and a detailed
description of the services provided during the period of the invoice. All invoices shall
reflect the amounts invoiced by and the amounts paid to the Consultant as of the date of
the invoice. Invoices for new charges shall not include “past due” amounts, if any, which
amounts must be set forth on a separate invoice. Consultant shall not be entitled to invoice
the County for any late fees or other penalties.

In accordance with Section 34-177 of the Cook County Procurement Code, the County shall
have a right to set off and subtract from any invoice(s) or Contract price, a sum equal to any
fines and penalties, including interest, for any tax or fee delinquency and any debt or
obligation owed by the Consultant to the County.
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The Consultant acknowledges its duty to ensure the accuracy of all invoices submitted to the
County for payment. By submitting the invoices, the Consultant certifies that all itemized
entries set forth in the invoices are true and correct. The Consultant acknowledges that by
submitting the invoices, it certifies that it has delivered the Deliverables, i.e., the goods,

supplies, services or equipment set forth in the Agreement to the Using Agency, or that it has

properly performed the services set forth in the Agreement. The invoice must also reflect
the dates and amount of time expended in the provision of services under the Agreement.
The Consultant acknowledges that any inaccurate statements or negligent or intentional
misrepresentations in the invoices shall result in the County exercising all remedies available
to it in law and equity including, but not limited to, a delay in payment or non-payment to

the Consultant, and reporting the matter to the Cook County Office of the Independent
Inspector General.

When a Consultant receives any payment from the County for any supplies, equipment,
goods, or services, it has provided to the County pursuant to its Agreement, the Consultant
must make payment to its Subcontractors within 15 days after receipt of payment from the
County, provided that such Subcontractor has satisfactorily provided the supplies,
equipment, goods or services in accordance with the Contract and provided the Consultant
with all of the documents and information required of the Consultant. The Consultant may
delay or postpone payment to a Subcontractor when the Subcontractor’s supplies,
equipment, goods, or services do not comply with the requirements of the Contract, the

Consultant is acting in good faith, and not in retaliation for a Subcontractor exercising legal
or contractual rights.

Funding

The source of funds for payments under this Agreement is identified in Exhibit 2, Schedule
of Compensation. Payments under this Agreement must not exceed the dollar amount
shown in Exhibit 2 without a written amendment in accordance with Section 10.c.

Non-Appropriation

If no funds or insufficient funds are appropriated and budgeted in any fiscal period of the
County for payments to be made under this Agreement, then the County will notify
Consultant in writing of that occurrence, and this Agreement will terminate on the earlier
of the last day of the fiscal period for which sufficient appropriation was made or whenever
the funds appropriated for payment under this Agreement are exhausted. Payments for
Services completed to the date of notification will be made to Consultant. No payments
will be made or due to Consultant and under this Agreement beyond those amounts
appropriated and budgeted by the County to fund payments under this Agreement.
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€) Taxes

Federal Excise Tax does not apply to materials purchased by the County by virtue of
Exemption Certificate No. 36-75-0038K. Illinois Retailers’ Occupation Tax, Use Tax and
Municipal Retailers' Occupation Tax do not apply to deliverables, materials or services
purchased by the County by virtue of statute. The price or prices quoted herein shall include
any and all other federal and/or state, direct and/or indirect taxes which apply to this Contract.
The County's State of Illinois Sales Tax Exemption Identification No. is E-9998-2013-07.

f) Price Reduction

If at any time after the contract award, Consultant makes a general price reduction in the
price of any of the Deliverables, the equivalent price reduction based on similar quantities
and/or considerations shall apply to this Contract for the duration of the Contract period. For
purposes of this Section 5.f, Price Reduction, a general price reduction shall include
reductions in the effective price charged by Consultant by reason of rebates, financial
incentives, discounts, value points or other benefits with respect to the purchase of the
Deliverables. Such price reductions shall be effective at the same time and in the same

manner as the reduction Consultant makes in the price of the Deliverables to its prospective
customers generally.

g) Consultant Credits

To the extent the Consultant gives credits toward future purchases of goods or services,
financial incentives, discounts, value points or other benefits based on the purchase of the
materials or services provided for under this Contract, such credits belong to the County and

not any specific Using Agency. Consultant shall reflect any such credits on its invoices and
in the amounts it invoices the County.

ARTICLE 6) DISPUTES

Any dispute arising under the Contract between the County and Consultant shall be decided by the
Chief Procurement Officer. The complaining party shall submit a written statement detailing the
dispute and specifying the specific relevant Contract provision(s) to the Chief Procurement Officer.
Upon request of the Chief Procurement Officer, the party complained against shall respond to the
complaint in writing within five days of such request. The Chief Procurement Officer will reduce
her decision to writing and mail or otherwise furnish a copy thereof to the Consultant. The decision
of the Chief Procurement Officer will be final and binding. Dispute resolution as provided herein
shall be a condition precedent to any other action at law or in equity. However, unless a notice 1s
issued by the Chief Procurement Officer indicating that additional time is required to review a
dispute, the parties may exercise their contractual remedies, if any, if no decision is made within
sixty (60) days following notification to the Chief Procurement Officer of a dispute. No inference
shall be drawn from the absence of a decision by the Chief Procurement Officer.
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Notwithstanding a dispute, Consultant shall continue to discharge all its obligations, duties and

responsibilities set forth in the Contract during any dispute resolution proceeding unless otherwise
agreed to by the County in writing.

ARTICLE 7) COOPERATION WITH INSPECTOR GENERAL AND COMPLIANCE
- WITH ALL LAWS

The Consultant, Subcontractor, licensees, grantees or persons or businesses who have a County
contract, grant, license, or certification of eligibility for County contracts shall abide by all of the
applicable provisions of the Office of the Independent Inspector General Ordinance (Section 2-281

et. seq. of the Cook County Code of Ordinances). Failure to cooperate as required may result in
monetary and/or other penalties. '

The Consultant shall observe and comply with the laws, ordinances, regulations and codes of the
Federal, State, County and other local government agencies which may in any manner affect the
performance of the Contract including, but not limited to, those County Ordinances set forth in the
Certifications aitached hereto and incorporated herein. Assurance of compliance with this

tequirement by the Consultant’s employees, agents or Subconiractor shall be the responsibility of
the Consultant.

The Consultant shall secure and pay for all federal, state and local licenses, permits and fees required
hereunder.

ARTICLE 8) SPECIAL CONDITIONS
a) Warranties and Representations
In connection with signing and carrying out this Agreement, Consultant:

1) warrants that Consultant is appropriately licensed under Illinois law to perform
the Services required under this Agreement and will perform no Services for which
a professional license is required by Jaw and for which Consultant is not
appropriately licensed;

1) warrants it is financially solvent; it and each of its employees, agents and
Subcontractors of any tier are competent to perform the Services required under
this Agreement; and Consultant is legally authorized to execute and perform or

cause to be performed this Agreement under the terms and conditions stated in this
Agreement;

iii)  warrants that it will not knowingly use the services of any ineligible consultant or

Subcontractor for any purpose in the performance of its Services under this
Agreement;
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iv) warrants that Consultant and its Subcontractors are not in default at the time this
Agreement is signed, and has not been considered by the Chief Procurement Officer
to have, within 5 years immediately preceding the date of this Agreement, been
found to be in default on any contract awarded by the County;

V) represents that it has carefully examined and analyzed the provisions and
requirements of this Agreement; it understands the nature of the Services required;
from its own analysis it has satisfied itself as to the nature of all things needed for
the performance of this Agreement; this Agreement is feasible of performance in
accordance with all of its provisions and requirements, and Consultant warrants it
can and will perform, or cause to be performed, the Services in strict accordance
with the provisions and requirements of this Agreement;

vi)  represents that Consultant and, to the best of its knowledge, its Subcontractors are

not in violation of the provisions of the Tlinois Criminal Code, 720 ILCS 5/33E as
amended; and

vii)  acknowledges that any certification, affidavit or acknowledgment made under oath
" in connection with this Agreement is made under penalty of petjury and, if false, is
also cause for termination under Sections 9.a and 9.c. :

Ethics

i) Tn addition to the foregoing warranties and representations, Consultant warrants:

(1)  no officer, agent or employee of the County is employed by Consultant or
has a financial interest directly or indirectly in this Agreement or the

compensation to be paid under this Agreement except as may be permitted
in writing by the Board of Ethics.

(2)  no payment, gratuity or offer of employment will be made in connection
with this Agreement by or on behalf of any Subcontractors to the prime
Consultant or higher tier Subcontractors or anyone associated with them, as
an inducement for the award of a subcontract or order.

Joint and Several Liability

If Consultant, or its successors or assigns, if any, is comprised of more than one individual
or other legal entity (or a combination of them), then under this Agreement, each and
without limitation every obligation or undertaking in this Agreement 10 be fulfilled or

performed by Consultant is the joint and several obligation or undertaking of each such
individual or other legal entity.
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Business Documents

At the request of the County, Consultant must provide copies of its latest articles of

incorporation, by-laws and resolutions, or partnership or joint venture agreement, as
applicable.

Contflicts of Interest

i)

iii)

No member of the governing body of the County or other unit of government and

no other officer, employee or agent of the County or other unit of government who
exercises any functions or responsibilities in connection with the Services to which
this Agreement pertains is permitted to have any personal interest, direct or indirect,
in this Agreement. No member of or delegate to the Congress of the United States
or the Illinois General Assembly and no Commissioner of the Cook County Board

or County employee is allowed to be admitted to any share or part of this Agreement
or to any financial benefit to arise from it.

Consultant covenants that it, and to the best of its knowledge, its Subcontractors if
any (collectively, "Consulting Parties"), presently have no direct or indirect
interest and will not acquire any interest, direct or indirect, in any project or contract

that would conflict in any manner or degree with the performance of its Services
under this Agreement.

Upon the request of the County, Consultant must disclose to the County its past
client list and the names of any clients with whom it has an ongoing relationship.
Consultant is not permitted to perform any Services for the County on applications
or other documents submitted to the County by any of Consultant’s past or present
clients. If Consultant becomes aware of a conflict, it must immediately stop work
on the assignment causing the conflict and notify the County.

Without limiting the foregoing, if the Consulting Parties assist the County in

determining the advisability or feasibility of a project or in recommending,
researching, preparing, drafting or issuing a request for proposals or bid
specifications for a project, the Consulting Parties must not participate, directly or
indirectly, as a prime, Subcontractor or joint venturer in that project or in the
preparation of a proposal or bid for that project during the term of this Agreement -
or afterwards. The Consulting Parties may, however, assist the County in reviewing
the proposals or bids for the project if none of the Consulting Parties bave a

relationship with the persons or entities that submitted the proposals or bids for that
project. '
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The Consultant further covenants that, in the performance of this Agreement, no
person having any conflicting interest will be assigned to perform any Services or
have access to any confidential information, as defined in Section 3.h of this
Agreement. If the County, by the Chief Procurement Officer in his reasonable
judgment, determines that any of Consultant's Services for others conflict with the
Services Consultant is to render for the County under this Agreement, Consultant

must terminate such other services immediately upon request of the County.

Furthermore, if any federal funds are to be used to compensate or reimburse
Consuitant under this Agreement, Consultant represents that it is and will remain
in compliance with federal restrictions on lobbying set forth in Section 319 of the
Department of the Interior and Related Agencies Appropriations Act for Fiscal year
1990, 31 U.S.C. § 1352, and related rules and regulations set forth at 54 Fed. Reg.
52,309 ff. (1989), as amended. If federal funds are to be used, Consultant must
execute a Certification Regarding Lobbying, which will be attached as an exhibit
and incorporated by reference as if fully set forth here.

f) Non-Liability of Public Officials

Consultant and any assignee or Subcontractor of Consultant must not charge any official,
employee or agent of the County personally with any liability or expenses of defense or hold any
official, employee or agent of the County personally liable to them under any term or provision of
this Agreement or because of the County's execution, attempted execution or any breach of this

Agreement.

ARTICLE 9) EVENTS OF DEFAULT, REMEDIES, TERMINATION, SUSPENSION

AND RIGHT TO OFFSET

a) Events of Default Defined

The following constitute events of default:

i)

i)

Any material misrepresentation, whether negligent or willful and whether in the
inducement or in the performance, made by Consultant to the County.

Consultant's material failure to perform any of its obligations under this
Agreement including the following:

(a)  Failure due to a reason or circumstances within Consultant's reasonable
control to perform the Services with sufficient personnel and equipment or
with sufficient material to ensure the performance of the Services;
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(b)  Failure to perform the Services in a manner reasonably satisfactory to the
Chief Procurement Officer or inability to perform the Services satisfactorily

as a result of insolvency, filing for bankruptcy or assignment for the benefit
" of creditors; :

(c) Failure to promptly re-perform within a reasonable time Services that were
rejected as erroneous or unsatisfactory;

(d)  Discontinuance of the Services for reasons within Consultant's reasonable
control; and

(e) Failure to comply with any other material ferm of this Agreement,
including the provisions concerning insurance and nondiscrimination.

Any change in ownership or control of Consultant without the prior written
approval of the Chief Procurement Officer, which approval the Chief Procurement
Officer will not unreasonably withhold.

Consultant's default under any other agreement it may presently have or may enter
into with the County during the life of this Agreement. Consultant acknowledges
and agrees that in the event of a default under this Agreement the County may also
declare a default under any such other Agreements.

Failure to comply with Article 7 in the performance of the Agreement.
Consultant’s repeated or continued violations of County ordinances unrelated to

performance under the Agreement that in the opinion of the Chief Procurement
Officer indicate a willful or reckless disregard for County laws and regulations.

Remedies

The occurrence of any event of default permits the County, at the County’s sole option, to
declare Consultant in default. The Chief Procurement Officer may in his sole discretion
give Consultant an opportunity to cure the default within a certain period of time, which
period of time must not exceed 30 days, unless extended by the Chief Procurement Officer.
Whether to declare Consultant in default is within the sole discretion of the Chief
Procurement Officer and neither that decision nor the factual basis for it is subject to review
or challenge under the Disputes provision of this Agreement.
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The Chief Procurement Officer will give Consultant written notice of the default, either in
the form of a cure notice ("Cure Notice"), or, if no opportunity to cure will be granted, a
default notice ("Default Notice"). If the Chief Procurement Officer gives a Default
Notice, he will also indicate any present infent he may have to terminate this Agreement,
and the decision to terminate (but not the decision not to terminate) is final and effective
upon giving the notice. The Chief Procurement Officer may give a Default Notice if
Consultant fails to affect a cure within the cure period given in a Cure Notice. When a
Default Notice with intent to terminate is given as provided in this Section 9.b and Article
11, Consultant must discontinue any Services, unless otherwise directed in the notice, and
deliver all materials accumulated in the performance of this Agreement, whether completed

or in the process, to the County. After giving a Default Notice, the County may invoke
any or all of the following remedies:

i) The right to take over and complete the Services, or any part of them, at
Consultant’s expense and as agent for Consultant, either directly or through others,
and bill Consultant for the cost of the Services, and Consultant must pay the
difference between the total amount of this bill and the amount the County would
have paid Consultant under the terms and conditions of this Agreement for the

Services that were assumed by the County as agent for the Consultant under this
Section 9.b;

i) The right to terminate this Agreement as to any or all of the Services yet to be
performed effective at a time specified by the County;

iii)  The right of specific performance, an injunction or any other appropriate equitable
remedy;

iv) The right to money damages;

V) The right to withhold all or any part of Consultant's compensation under this
Agreement;

Vi) The right to consider Consultant non-responsible in future contracts to be awarded
by the County.

If the Chief Procurement Officer considers it to be in the County’s best interests, he may
elect not to declare default or to terminate this Agreement. The parties acknowledge that
this provision is solely for the benefit of the County and that if the County permits
Consultant to continue to provide the Services despite one or more events of default,
Consultant is in no way relieved of any of its responsibilities, duties or obligations under
this Agreement, nor does the County waive or relinquish any of its rights.

The remedies under the terms of this Agreement are not intended to be exclusive of any
other remedies provided, but each and every such remedy is cumulative and is in addition
to any other remedies, existing now or later, at law, in equity or by statute. No delay or
omission to exercise any right or power accruing upon any event of default impairs any
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such right or power, nor is it a waiver of any event of default nor acquiescence in it, and

every such right and power may be exercised from time to time and as often as the County
considers expedient.

Early Termination

In addition to termination under Sections 9.a and 9.b of this Agreement, the County may
terminate this Agreement, or all or any portion of the Services to be performed under it, at
any time by a notice in writing from the County to Consultant. The County will give notice
to Consultant in accordance with the provisions of Article 11. The effective date of
termination will be the date the notice is received by Consultant or the date stated in the
notice, whichever is later. If the County elects to terminate this Agreement in full, all
Services to be provided under it must cease and all materials that may have been
accumulated in performing this Agreement, whether completed or in the process, must be
delivered to the County effective 10 days after the date the notice is considered received as

provided under Article 11 of this Agreement (if no date is given) or upon the effective date
stated in the notice.

After the notice is received, Consultant must restrict its acﬁvities, and those of its

. Subcontractors, to winding down any reports, analyses, or other activities previously

begun. No costs incurred after the effective date of the termination are allowed. Payment

- for any Services actually and satisfactorily performed before the effective date of the

termination is on the same basis as set forth in Article 5, but if any compensation is
described or provided for on the basis of a period longer than 10 days, then the
compensation must be prorated accordingly. No amount of compensation, however, is
permitted for anticipated profits on unperformed Services. The County and Consultant
must attempt to agree on the amount of compensation to be paid to Consultant, but if not
agreed on, the dispute must be settled in accordance with Article 6 of this Agreement. The

payment so made to Consultant is in full settlement for all Services satisfactorily performed
under this Agreement.

Consultant must include in its contracts with Subcontractors an early termination provision
in form and substance equivalent to this early termination provision to prevent claims
against the County arising from termination of subcontracts after the early terminatior.
Consultant will not be entitled to make any early termination claims against the County

resulting from any Subcontractor’s claims against Consultant or the County to the extent
inconsistent with this provision.

If the County's election to terminate this Agreement for default under Sections 9.a and 9.b
is determined in a court of competent jurisdiction to have been wrongful, then in that case

the termination is to be considered to be an early termination under this Section 9.c.

Suspension

The County may at any time request that Consultant suspend its Services, or any part of
them, by giving 15 days prior written notice to Consultant or upon informal oral, or even
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no notice, in the event of emergency. No costs incurred after the effective date of such

suspension are allowed. Consultant must promptly resume its performance of the Services

under the same terms and conditions as stated in this Agreement upon written notice by the
Chief Procurement Officer and such equitable extension of time as may be mutually agreed
upon by the Chief Procurement Officer and Consultant when necessary for continuation or
completion of Services. Any additional costs or expenses actually incurred by Consultant
as a result of recommencing the Services must be treated in accordance with the
compensation provisions under Article 5 of this Agreement.

No suspension of this Agreement is permitted in the aggregate to exceed a period of 45
days within any one year of this Agreement. If the total number of days of suspension
exceeds 45 days, Consultant by written notice may treat the suspension as an early
termination of this Agreement under Section 9.c.

Right to Offset

In connection with performance under this Agreement, the County may offset any excess
costs incurred:

i) if the County terminates this Agreement for default or any other reason resulting
from Consultant’s performance or non-performance;

ii) if the County exercises any of its remedies under Section 9.b of this Agreement;
or

iiiy  ifthe County has any crediis due or has made any overpayments under this
Agreement.

The County may offset these excess costs by use of any payment due for Services
completed before the County terminated this Agreement or before the County exercised
any remedies. If the amount offset is insufficient to cover those excess costs, Consultant is
liable for and must promptly remit to the County the balance upon wriiten demand for it.

This right to offset is in addition to and not a limitation of any other remedies available to
the County.

f) Delays

Consultant agrees that no charges or claims for damages shail be made by Consultant for any

delays or hindrances from any cause whatsoever during the progress of any portion of this
Contract.

£) Prepaid Fees

In the event this Contract is terminated by either party, for cause or otherwise, and the County
has prepaid for any Deliverables, Consultant shall refund to the County, on a prorated basis
to the effective date of termination, all amounts prepaid for Deliverables not actually
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provided as of the effective date of the termination. The refund shall be made within fourteen
(14) days of the effective date of termination.

ARTICLE 10) GENERAL CONDITIONS

a)

Entire Agreement

)

i)

General

This Agreement, and the exhibits attached to it and incorporated in it, constitute the
entire agreement between the parties and no other warranties, inducements,
considerations, promises or interpretations are implied or impressed upon this
Agreement that are not expressly addressed in this Agreement.

No Collateral Agreements

Consultant acknowledges that, except only for those representations, statements or
promises expressly contained in this Agreement and any exhibits attached to it and
incorporated by reference in it, no representation, statement or promise, oral or in
writing, of any kind whatsoever, by the County, its officials, agents or employees,
has induced Consultant to enter into this Agreement or has been relied upon by
Consultant, including any with reference to:

(a) the meaning, correctness, suitability or completeness of any provisions or
requirements of this Agreement;

(b) the nature of the Services to be performed;

() the nature, quantity, quality or volume of any materials, equipment, labor
and other facilities needed for the performance of this Agreement;

(d) the general conditions which may in any way affect this Agreement or its
performance;

(e) the compensation provisions of this Agreement; or

43 any other matters, whether similar to or different from those referred to in
(a) through (e) immediately above, affecting or having any connection with
this Agreement, its negotiation, any discussions of its performance or those
employed or connected or concerned with it.

No Omissions

Consultant acknowledges that Consultant was given an opportunity to review all
documents forming this Agreement before signing this Agreement in order that it
might request inclusion in this Agreement of any statement, representation, promise
or provision that it desired or on that it wished to place reliance. Consultant did so
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review those documents, and either every such statement, representation, promise

or provision has been included in this Agreement or else, if omitted, Consultant

relinquishes the benefit of any such omitted statement, representation, promise or

provision and is willing to perform this Agreement in its entirety without claiming
reliance on it or making any other claim on account of its omission.

Counterparts

This Agreement is comprised of several identical counterparts, each to be fully signed by
the parties and each to be considered an original having identical legal effect.

Contract Amendments

The parties may during the term of the Contract make amendments to the Contract but only

as provided in this section. Such amendments shall only be made by mutual agreement in
writing. '

In the case of Contracts not approved by the Board, the Chief Procurement Officer may
amend a contract provided that any such amendment does not extend the Contract by more
than one (1) year, and further provided that the total cost of all such amendments does not
increase the total amount of the Contract beyond $150,000. Such action may only be made
with the advance written approval of the Chief Procurement Officer. If the amendment

extends the Contract beyond one (1) year or increases the total award amount beyond
$150,000, then Board approval will be required.

No Using Agency or employee thereof has authority to make any amendments to this
Contract. Any amendments to this Contract made without the express written approval of
the Chief Procurement Officer is void and unenforceable.

Consultant is hereby notified that, except for amendments which are made in accordance
with this Sectionl0.c. Contract Amendments, no Using Agency or employee thercof has
authority to make any amendment to this Contract.

Governing Law and Jurisdiction

This Contract shall be governed by and construed under the laws of the State of Illinois. The
Consultant irrevocably agrees that, subject to the County's sole and absolute election to the
contrary, any action or proceeding in any way, manner or respect arising out of the Contract,
or arising from any dispute or controversy arising in connection with or related to the
Contract, shall be litigated only in courts within the Circuit Court of Cook County, State of

- Illinois, and the Consultant consents and submits to the jurisdiction thereof. In accordance

with these provisions, Consultant waives any right it may have to transfer or change the
venue of any litigation brought against it by the County pursuant to this Contract.
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Severability

If any provision of this Agreement is held or considered to be or is in fact invalid, illegal,
inoperative or unenforceable as applied in any particular case in any jurisdiction or in all
cases because it conflicts with any other provision or provisions of this Agreement or of
any constitution, statute, ordinance, rule of law or public policy, or for any other reason,
those circumstances do not have the effect of rendering the provision in question invalid,
illegal, inoperative or unenforceable in any other case or circumstances, or of rendering
any other provision or provisions in this Agreement invalid, illegal, inoperative or
unenforceable to any extent whatsoever. The invalidity, illegality, inoperativeness or
unenforceability of any one or more phrases, sentences, clauses or sections in this
Agreement does not affect the remaining portions of this Agreement or any part of it.

Assigns

All of the terms and conditions of this Agreement are binding upon and inure to the benefit
of the parties and their respective legal representatives, successors and assigns.

Cooperation

Consultant must at all times cooperate fully with the County and act in the County's best
interests. If this Agreement is terminated for any reason, or if it is to expire on its own
terms, Consultant must make every effort to assure an orderly transition to another provider
of the Services, if any, orderly demobilization of its own operations in connection with the
Services, uninterrupted provision of Services during any transition period and must

otherwise comply with the reasonable requests and requirements of the Using Agency in
connection with the termination or expiration.

Waiver

Nothing in this Agreement authorizes the waiver of a requirement or condition contrary to

law or ordinance or that would result in or promote the violation of any federal, state or
local law or ordinance,

Whenever under this Agreement the County by a proper authority waives Consultant's
performance in any respect or waives a requirement or condition to either the County's or
Consultant's performance, the waiver so granted, whether express or implied, only applies
to the particular instance and is not a waiver forever or for subsequent instances of the
performance, requirement or condition. No such waiver is a modification of this
Agreement regardless of the number of times the County may have waived the

performance, requirement or condition. Such waivers must be provided to Consultant in
writing.
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Independent Consultant

This Agreement is not intended to and will not constitute, create, give rise to, or otherwise
recognize a joint venture, partnership, corporation or other formal business association or
organization of any kind between Consultant and the County. The rights and the
obligations of the parties are only those expressly set forth in this Agreement. Consultant
must perform under this Agreement as an independent Consultant and not as a
representative, employee, agent, or partner of the County.

This Agreement is between the County and an independent Consultant and, if Consultant
is an individual, nothing provided for under this Agreement constitutes or implies an
employer-employee relationship such that:

i) The County will not be liable under or by reason of this Agreement for the payment
of any compensation award or damages in connection with the Consultant
performing the Services required under this Agreement.

i) Consultant is not entitled to membership in the County Pension Fund, Group
Medical Insurance Program, Group Dental Program, Group Vision Care, Group
Life Tnsurance Program, Deferred Income Program, vacation, sick leave, extended
sick leave, or any other benefits ordinarily provided to individuals employed and
paid through the regular payrolls of the County.

iv)  The County is not required to deduct or withhold any taxes, FICA or other
deductions from any compensation provided to the Consuliant.

Governmental Joint Purchasing Agreement

Pursuant to Section 4 of the Illinois Governmental Joint Purchasing Act (30 ILCS 525) and
the Joint Purchase Agreement approved by the Cook County Board of Commissioners

(April 9, 1965), other units of government may purchase goods or services under this
contract,

In the event that other agencies participate in a joint procurement, the County reserves the
right to renegotiate the price to accommodate the larger volume.

Comparable Government Procurement

As permitted by the County of Cook, other government entities, if authorized by law, may
wish to purchase the goods, supplies, services or equipment under the same terms and
conditions contained in this Contract (i.e., comparable government procurement). Each
entity wishing to reference this Contract must have prior authorization from the County of
Cook and the Consultant. If such participation is authorized, all purchase orders will be
issued directly from and shipped directly to the entity requiring the goods, supplies,
equipment or services supplies/services. The County shall not be held responsible for any
orders placed, deliveries made or payment for the goods, supplies, equipment or services
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supplies/services ordered by these entities. Each entity reserves the right to determine the
amount of goods, supplies, equipment or services it wishes to purchase under this Contract.

Force Majeure

Neither Consultant nor County shall be liable for failing to fulfill any obligation under this
Contract if such failure is caused by an event beyond such party's reasonable control and
which is not caused by such party's fault or negligence. Such events shall be limited to acts
of God, acts of war, fires, lightning, floods, epidemics, or riots.

ARTICLE 11) NOTICES

All notices required pursuant to this Contract shall be in writing and addressed to the parties
at their respective addresses set forth below. All such notices shall be deemed duly given if
hand delivered or if deposited in the United States mail, postage prepaid, registered or

certified, return receipt requested. Notice as provided herein does not waive service of
SUmMMmONS Of Process.

If to the County: Cook County Adult Probation
69 W. Washington Street, Suite 1940
Chicago, Illinois 60602
Attention: Department Director

Cook County Juvenile Probation and Court Services Depariment
1100 South Hamlin Avenue

Chicago, [llinois 60612

Attention: Department Director

Cook County Sheriff

50 W. Washington Street
Chicago, lllinois 60602
Attention: Department Director

and

Cook County Chief Procurement Officer

118 North Clark Street, Room 1018

Chicago, Illinois 60602

(Include County Contract Number on all notices)
If to Consultant: Track Group, Inc.

200 E. 5% Avenue, Unit 100
Naperville, IL 60563
Attention: Matthew Swando
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Changes in these addresses must be in writing and delivered in accordance with the
provisions of this Artiele 11. Notices delivered by mail are considered received three days
after mailing in accordance with this Article 11. Notices delivered personally are
considered effective upon receipt. Refusal to accept delivery has the same effect as receipt.

ARTICLE 12) AUTHORITY

Execution of this Agreement by Consultant is authorized by a resolution of its Board of Directors,
if a corporation, or similar governing document, and the signature(s) of each person signing on
behalf of Consultant have been made with complete and full authority to commit Consultant to all
terms and conditions of this Agreement, including éach and every representation, certification and

warranty contained in it, including the representations, certifications and warranties collectively
incorporated by reference in it.
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Statement of Work

1. INTRODUCTION

This Statement of Work {“SOW")} is intended to document the scope, roles, responsibilities, terms and
conditions, tasks and timeframe for Global Positioning System (GPS) equipment and services for an
electronic monitoring system designed to monitor individuals’ compliance with home detention and
curfew orders and to monitor stay away orders for those charged with/or convicted of domestic violence
related offenses at Cook County, Illinois (the “County”). Breaches will result in immediate notification to
law enforcement, the victim and the supervising agency. Track Group {hereinafter referred to as “Vendor”
or “Track Group”) will provide an GPS electronic monitoring program for the Cook County Sheriff’s Office
(“Sheriff’s Office”), the Juvenile Probation Department (“Juvenile Probation”), and the Circuit Court of
Coock County Adult Probation Department {“Adult Probation”).

The Sheriff’'s Office, Juvenile Probation, and Adult Probation are distinct entities with distinct electronic
monitoring programs, as described herein. Accordingly, Vendor shall tailor unique alert notification

protocols, billing, and statistical reports for each program. The scope of services for all departments
includes, but is not limited to the following:

1. Providing complete electronic monitoring services that includes receiving and processing all
alerts. '

Providing maintenance and consumables for leased Cook County equipment.

Maintaining all data from Cook County equipment at the Proposer’s facility.

Developing and interfacing a dispatching and permissions process with Cook County.

Creating and maintaining a web-based case management application.

v W

1.1 Using Agency - Cook County Sheriff’s Office

The Sheriff’s Office operates the Cook County Jail, one of the largest single-site county facilities in the
United States. Primarily holding pre-trial detainees, CCSO processes approximately 100,000 detainees
annually and averages a daily population within Cook County Jail of approximately 7,600, with a
custodial population averaging 9,600 daily that includes electronic monitoring.

The Sheriff's Office has maintained an electronic monitoring program since 1989, currently populated by
individuals court-ordered to its programs as a condition of pre-trial bond, as a sentence, or as part of
post-release reintegration. Currently, the Sheriff's Office utilizes RF units that are approximately ninety-
nine percent {99%) cellular units. The Sheriff's Office reserves the right under this contract to “activate,”

expand, and/or limit use of GPS monitoring services at its sole discretion and in accordance with the
terms contained herein.

1.2 Using Agency — Juvenile Probation

The Juvenile Probation and Court Services Department Circuit Court of Cock County implemented an
Electronic Monitoring Program in June of 1996. The Electronic Monitoring Program initially utilized
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landline units and over time, the department transitioned to cellular technology. in January 2010, the
Cook County Juvenile Probation and Court Services Department upgraded the electronic monitoring
technology transitioning 100 % of the devices to global positioning satellite (GPS} devices.

Minors in pre-adjudication stage of proceedings with a finding of probable cause and urgent and
immediate necessity and minors in post adjudication stage in jeopardy of secure detention may be placed
in their homes under an order of home confinement with electronic monitoring. Minors qualifying for this
alternative include youth found to be in urgent and immediate necessity of secure detention due to a new
offense, violations of probation, or as a consequence for being apprehended on a Juvenile Arrest Warrant.
The program is limited to 45 days in lieu of secure detention.

The Juvenile Probation and Court Services Department services up to 300 clients at any given time.
1.3 Using Agency - Adult Probation

Operating under the Office of the Chief Judge, the Adult Probation Department administers a wide range
of programs covering both standard and specialized probation supervision and pretrial and presentence
services. The majority of Adult Probation’s resources are dedicated to supervising criminal offenders
sentenced to probation, which is a sentencing option that requires individuals to comply with specific
conditions while residing in the community. Probation officers assist individuals in complying with their
‘sentences through guidance, surveillance, and referrals to service providers for treatment, education, and

employment services. Officers notify the court when probationers/participants fail to comply with
conditions of their sentence.

Each year Adult Probation receives over 12,500 new probation cases and has an average daily caseload of
approximately 24,000 probationers/participants. About 86% of Adult Probation’s caseload is composed
of felons and 14% of misdemeanants. Eighty-seven percent of probationers/participants are assigned to
standard caseload supervision, while 13% are supervised in specialized programs designed for specific
offender populations. These programs include the Adult Sex Offender Program, the Mental Health Unit
and Mental Health Courts, Intensive Probation Supervision, the Gang Intervention Unit, the Intensive Drug
Program, Cook County’s Drug Treatment and Veterans’ Courts, and Domestic Violence Supervision.
Through its Pretrial Services Division, Adult Probation supervises defendants released on bond and
conducts pre-bail interviews to assist the courts in making decisions about bond/pretrial supervision.

Adult Probation’s Home Confinement Unit monitors both pretrial defendants and
probationers/participants ordered to GPS monitoring for domestic violence related offenses. Adult
Probation currently has approximately 325 defendants/ probationers /participants being supervised

through GPS technology and approximately 100 victims with a mobile device participating in the GPS
program.

2. SERVICES

This Section describes the services for this Agreement that shall apply to all Using Departments. Vendor

is responsible for meeting all requirements, specifications, terms, and conditions listed in this section
unless explicitly stated otherwise herein.
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Track Group shall provide and maintain equipment necessary for the provision of the services described
herein. All Track Group equipment provided under this Agreement shall be leased to the County for the
Agreement term. Any Track Group equipment in County’s possession, custody or control shall be used in
accordance with the manufacturing specifications and recommendations. The scope of services provided
by Track Group and its subcontractors for all departments includes, but is not limited to, the following:
participant monitoring equipment; monitoring center services; field technicians to install, irouble shoot,
and clean equipment; manage inventory; provide on-going maintenance; training services; and all reports
required by the County with regards to the GPS Monitoring Program.

Track Group shall operate its participant monitoring center twenty-four (24) hours per day, seven (7) days
per week, 365 days per year. Track Group shall provide the County with sufficient electronic monitoring
equipment (plus a shelf inventory equivalent to 30% of the total number of units that are in use) and all
consumables in order for each Using Department to operate its program, with consideration to the fact
that participant populations fluctuate. Neither the County nor any Using Department makes any
guarantee as to the number of individuals that may be monitored or the length of time each participant

may be monitored. Track Group shall provide services regardless of the actual number of participants or
length of time for each participant.

Each Using Department will notify Track Group of the need to perform equipment installations and
removals. Once Track Group staff are notified through the agreed upon transmittals that an offender has
completed the program or should be removed from the program, the offender will be deactivated from
the system and a retrieval order will be initiated. Once the notification has been received to remove the
client from the program, the equipment {inventory) assigned to that offender will be removed from the
Agency inventory upon system deactivation and shall not count against the Agency’s shelf allowance
pending retrieval or drop-off. _Track Group shall be solely responsible for the cost of all lost, damaged, or
stolen equipment and the replacements.

County will use the necessary paperwork and transmittals that are required to ensure Track Group has
the appropriate information in order to properly monitor a participant. This includes, but is not limited
to, providing complete participant information forms to the Track Group's office when requesting that a
participant be enrolled on electronic monitoring. Both ADP staff and Track Group have the ability 1o
enroll/schedule/active/monitor an offender or victim via the monitoring software platform. Track Group
will complete any and all requested enroliments into the system within two (2} hours of receipt of a
request for enroliment via the proper transmittals, and all pertinent client information.

County will provide Track Group with the permanent schedule to be in effect for the participant while
monitored by Consultant. '

Track Group will provide alert notifications to local law enforcement, the victim and the supervising
agency according to agreed-upon departmental protocols established by each individual agency and via
live operator voice communication and automated text messages/emails. Track Group will agree to
provide any data or reports necessary to assist with the enforcement of violations.

Track Group shall not include County’s name in listings of its customers, without the express written
permission of County.
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Track Group shall provide a web based system that has the ability to interface with Using Departments’
case management system{s).

2.1 Active GPS General System Requirements

Track Group’s GPS monitoring system shall comply with the following minimum requirements, in
addition to the specifications set forth within this Statement of Work.

A,

24/7/365 Participant Tracking System. Track Group’s GPS monitoring system includes the
following equipment, software and services, as shown in the technical specifications documents .
included in Exhibit 1 to the Statement of Work

Equipment:

_ e  Shadow™ - One-piece GPS device
ReliAlert™XC3 — One-piece GPS device with 2/3-way live voice communication
Victim App — Smartphone apglication for victim
When requested, Track Group will provide a smartphone preloaded with the
Victim App at the rates set forth in the Schedule of Compensation
Relidlert™XC3 Standard Strap {in all sizes needed)
SecureCuff™ {Optional) — Strap w/encased steel band for ReliAlert™XC3
RF Beacon™ (Optional) — Utilized in conjunction with Shadow™ or ReliAlert™XC3
Consumabies — included per Schedule of Compensation

o e e

. o & @

Software:
e TrackerPAL™ Operating Platform — Monitoring software platform
e TrackerPAL™ Mobile Application — Mobile application of TrackerPAL™
s Data Analytics {Optional) — Analytics application providing statistical analysis
procedures, data and text mining, and predictive modeling

Services:

s Monitoring Center Services - Live 24/7/365 monitoring of all alarms, alert
responses according to Agency protocols that include immediate text and/or
email, live phone call notification to local law enforcement {as directed by
Agency}, the victim and supervising Agency staff, in addition to customer and
technical support.

e Customer Support Services — Account management and customers support
services team for account and technical support.

Real-Time Alerts & Immediate Notification. Track Group’s GPS system includes two (2) single-

_ unit, GPS devices {ReliAlert™XC3 and Shadow™) that communicate directly with the TrackerPAL™

monitoring system via 3G cellular channels from available cellular networks. The device captures
and transmits participant location and event information every minute to the TrackerPAL™
system — alarms are transmitted when they occur. Notification is made according to Agency
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protocols that include immediate text and/or email, live phone call notification to local law
enforcement {as directed by Agency}, the victim, and supervising Agency staff.

GPS Units. Track Group will initially provide the County with approximately 825 GPS devices for
the expected transition of active GPS devices/participants; as well as the required 30% inventory
allowance and all consumables. Track Group is fully capable of providing additional devices,
should any or all Using Department’s program growth require it.

Provision of Additional Units. Track Group will provide each Department the required 30% shelf
stock {based on active devices} and all consumables at no cost until activated on a participant. If
additional units are requested by a Department, Track Group’s local equipment fulfillment center
enables delivery of units within 24 hours, including weekends and holidays. All shipping/delivery
costs are the sole responsibility of Track Group.

Immediate Electronic Alert Notifications. Shadow™ and ReliAlert™XC3 GPS devices, along with
the TrackerPAL™ monitoring system, recognize violations and immediately generate automated
alert notifications via text and email to designated County personnel and victims based upon pre-
established notification protocols created by each agency. Live phone call notification to local law
enforcement, the victim and the supervising agency can be made by the Monitoring Center upon
violation notification within the monitoring system alarm gueue — notification is also based upon
pre-established notification protocols.

Communication with Participant. ReliAlert™XC3 has on-board two/three-way live voice
communication technology so that the Track Group Monitoring Center can contact the participant
directly in response to violations and in accordance with protocols established by the supervising
officer. Authorized County personnel can contact the Track Group Monitoring Center and request
a call-bridge to the device to speak directly to the participant at any time. The Monitoring Center
operator remains on the call to provide assistance (three-way call).

ReliAlert™XC3 also allows the participant to place a call (via a button on top of the device} directly
to the Track Group Monitoring Center in cases of emergency. All calls te and from the

ReliAlert™XC3 device are automatically digitally recorded, time stamped, and archived so that
audio files can be provided on request.

Immediate GPS Alert Information Notification. Alert notification protocols can be established by
County authorized personnel, within the TrackerPAL™ software interface, by alarm type.
Notification methods include text message, email and live phone call and are either automatically
initiated by the TrackerPAL™ system or handled by the Track Group Monitoring Center upon
receipt of an alert and with pre-established agency protocols Victim notification is also included

in the violation notification protocols and includes text message, email or live phone call by the
Monitoring Center,

Central Host System Location and Responsibility. TrackerPAL™ resides on an IBM secured and
redundant system. The IBM System is SSAE 16, 1SO 27001, SOC2 and Safe Harbor Compliant and
the Infrastructure covers redundant networking, power and infrastructure. Systems are
monitored by IBM Managed Services 24 hours, seven days a week; augmenting by Track Group’s
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IT team In ensuring that the physical environment is both stable and secure. The location is
hardened against physical intrusion, and server room access is limited to certified employees. All

controls {inside and outside the data center) are vetted by third-party auditors. Track Group is
fully responsible for the TrackerPAL™ system.

I. GPS Equipment Accuracy within 50 Feet. The GPS receivers in ReliAlert™XC3 and Shadow™
devices feature extremely low power requirements, increased sensitivity, accurate GPS
acquisition capabilities and advanced jamming suppression mechanisms to ensure maximum GPS
performance even in hostile environments and enables accuracy to within 50 feet in a normal
operating environment. Each location point is depicted in the software as either a “high
confidence” point (accurate to within approximately 30-40 feet), or a “medium confidence” point
(accurate to within approximately 100-130-40 feet.

J. Supplemental or enhanced tracking system when GPS is unavailable or diminished. Both
Shadow™ and ReliAlert™XC3 include secondary locationing technology. Once a device recognizes

a loss of the GPS signal, it automatically provides cellular triangulation as a secondary means of
tracking. '

2.2 Active Global Positioning Equipment

Track Group’s products and services are fiexible and can be customized as necessary for Cook County
Sheriff’s Office, Adult Probation Department and Juvenile Probation Department. Track Group shall
provide the most recent commercially utilized technology that meets all current industry standards of
detention facilities and probation departments to effectively and efficiently monitor participants, at no
additional cost to the County. Track Group shall obtain approval from each and all Using Department(s)

prior to implementing any significant changes in the equipment and/or software utilized for monitoring
participants.

2.2.1 Active GPS Alerts

Track Group’s system will generate an immediate alert specifically identified by type (e.g., exclusion zone
alert, inclusion zone alert, tamper alert, low-battery alert, no communication/no location alert, and etc.},
with an alert timeframe that may be customizable by the County. Shadow™ and ReliAlert™XC3 devices,
in conjunction with the TrackerPAL™ monitoring system, recognize and generate an immediate alert upon
violation. These alerts are specifically identified by type and reflected in the TrackerPAL™ software; as
well as in the alert notification sent to County personnel, the victim and local law enforcement, based
upon agency-defined notification protocols.

2.2.2 Active GPS Device/Hardware Equipment

A. Verbal communication with participants 24/7/365. ReliAlert™XC3 includes on-board two/three-
way live voice communication technology so that Track Group Monitoring Center operators or
authorized County personnel can speak to the participant directly 24/7/365. The device also

allows the participant to place a call {via a button on top of the device) directly to the Monitoring
Center in cases of emergency.
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Additionally, Track Group will provide the County with an allowance of six {6) cell phones to be
used by program participants {offenders); any cell phones for program participant use beyond the
allowed six {6} cell phones will be charged the rate as designated in the Daily Use Per Unit Cost in
the Schedule of Compensation. Track Group will provide an unlimited number of cell phones, as

requested by the County, pre-loaded with the Victim Application to program victims per the
Schedule of Compensation.

Federal Communications Commission (FCC) compliant and registered. Track Group’s GPS

devices comply with the applicable Federal Communications Commission (FCC) regulations and
are registered:

Shadow™ (FCCH# TPO-MUV2).
ReliAlert™XC3 (FCC# TPO-OTD36)
Beacon™ (FCC# TPO-B0O3)

GPS receiver communicates with U.S. Government Global Positioning System. Shadow™ and

ReliAlert™XC3 technology includes GPS receivers that are capable of receiving information from
the U.S. Government Global Positioning System.

Unit operation when in proximity to other GPS/RF receivers or electronic devices. Shadow™
and ReliAlert™XC3 functionality, communication and locationing technology is not affected by

being in the proximity of other GPS/RF receivers and electronic devices; and therefore operates
normally in these environments.

Unit collection and transmission of location data as frequently as every minute. The standard
collection and transmission rate for Shadow™ and ReliAlert™XC3 is every minute. Less frequent
collection and transmission rates can be implemented if required.

Unit internal clock with date and time stamp of all recorded events. Shadow™ and
ReliAlert™XC3 have on-board, internal clocks and all recorded events are date and time stamped.

Unit recording and storing capabilities of location data (minimum of 48 hours). Shadow™ is
capable of recording and storing 30 days of location, event, violation and device data in the event
of a communication disruption; ReliAlert™XC3 is capable of recording and storing 18 days.

The devices consistently search for a cellular connection and once re-established, transmit all
stored data automatically to the TrackerPAL™ system and Track Group Monitoring Center.
Additionally, if the battery becomes depleted and the device shuts down, all un-transmitted data

messages are maintained and then transmitted once the device is restarted and cellular
communication is established.

. GPS device initial signa! acquisition time (no more than five minutes). Both Shadow™ and
Relialert™XC3 are able to comply with this requirement.
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Unit safety features; units shall not pose safety hazard. Shadow™ and ReliAlert™XC3 are FCC-
certified not to cause bodily harm by emissions of RF energy. SAR (Specific Absorption Rate)
certification requirements ensure that an FCC-approved cellular device operating in near
proximity to the human body does not generated energy emissions of levels that could represent
health concerns. Design of both devices external chargers and device charging interfaces have
been explicitly tested to confirm electrical safety even if electrical contacts are shorted. This
includes safety validation for external charger, external electrical contacts and also inclusive of

any potential for an internal electrical short such as if shell was compromised in a way that would
allow water into the device.

Device tamper resistance. Shadow™ has embedded fiber optics in the center of its strap that, if
compromised in any way, immediately generates a “Strap Tamper” alert which is sent to the
TrackerPAL™ system and Track Group Monitoring Center. Additionally, technology within the
device will generate a “Case Tamper” alarm if the device shell is opened.

ReliAlert™XC3’s standard strap has dual, braided stainless-stee! cables encased in the outer edges.
The embedded dual steel cables provide rigidity; prevents the wearer from heating up and
stretching the plastic to remove it without severing the strap and makes it cut-resistant. A fiber-
optic strand is embedded in the center of the strap that, if compromised in any way, immediately
generates an alert which is sent to the TrackerPAL™ system and Track Group Monitering Center,

Additionally, technology within the device will generate a “Case Tamper” alarm if the device shell
is opened.

ReliAlert™XC3's optional high-security strap - SecureCuff™ can be used for medium and high-risk
participants, in lieu of the ReliAlert™XC3’s standard strap. It has an encased, hardened steel 1”

band that provide extreme cut-resistance and includes the same fiber-optic technology as the
standard strap for tampering notification.

Device component functionality in normal environmental and atmospheric conditions. Both
Shadow™ and ReliAlert™XC3 are waterproof (40 feet and 20 feet respectively) and capable of
functioning in temperatures ranging from -4° Fahrenheit to +143° Fahrenheit.

Device components shock and vibration endurance capabilities. Both Shadow™ and
ReliAlert™XC3 have been designed and tested to withstand beyond “normal wear and tear”
endurance including passing shock-tests and drop-tests.

. Moisture and water-resistant device components. Both Shadow™ and ReliAlert™XC3 are
waterproof (40 feet and 20 feet respectively) and allow the participant to engage in normal
activities such as bathing, showering, swimming and sweating.

. Unit’s internal diagnostics and ability to relay information. Shadow™ provides information to
detect tampering and spoofing. Additionally, the device includes status bits with all event
messages to indicate things like GPS Error, RF Radio error, etc. ReliAlert™XC3 has extensive self-
diagnostics to automatically identify and report cellular network service anomalies and device
error conditions. It automatically generates statistical data and transmits to server when device
encounters issues such as impaired strap optical performance or over-temperature conditions.
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Such issues are reported prior to reaching a service impacting level. - For conditions not
necessitating immediate action, Track Group Monitoring Center reviews Quality-Of-Service
reports weekly to identify devices which reflect possible signs of requiring repair or field
intervention (e.g. replacement of strap).

Unit receiver signal unique to assigned individual. Each Shadow™ and ReliAlert™XC3 has a
unique serial number and unique IMEI number, so when a device is assigned to a participant (upon

enroliment) within the TrackerPAL™ system, the data reported from the device is linked to the
that participant.

Bracelet component hypoallergenic qualities. The Shadow™ strap is made up of Hypoallergenic
Polyurethane and the rubber over-molding that covers the shell is made of DowCorning
thermoplastic elastomer. The ReliAlert™XC3 device is made up of hypoallergenic materials,

including Hypoallergenic Polyurethane in the strap (commonly used in medical apphcatlons), and
Dupont ST 801 in the back-shell.

GPS device batteries recharge ability. Shadow™ includes a charging cord that can be plugged
into a standard AC outlet and connected into the bottom of the device. ReliAlert™XC3 includes

a charging cord that can be plugged into a standard AC outlet and connected to the front of the
device.

' Device battery-operated components’ minimum battery life (minimum one year before
requiring replacement). The battery shelf life of both the Shadow™ and ReliAlert™XC3 is greater
than two (2) years and the battery-operating life of both is approximately 1.2 years.

GPS device receives and transmits location data while being charged. Shadow™ and
ReliAlert™XC3 are capable of receiving and transmitting location data, events and alarms while
the device is being charged (and powered up); as long as there is a cellular communication

connection. There is no change to the standard capturing and reporting of data (every minute)
when in a “charging” state.

Active GPS device time to full charge (should be within 2 hours). Both ReliAlert™XC3 and
Shadow™ can be fully charged within two (2) hours.

. Active GPS receiver will emit low battery warning. Shadow™ provides up to 48 hours of battery
operation and ReliAlert™XC3 provides 55+ hours of operation’ before shutdown. “Low battery”
status is communicated to the participant via vibration and the LED atop each device begins
flashing “red.” This “low battery” event is transmitted to the TrackerPAL™ software and is
viewable by authorized County personnel. When either reachesa “Battery Critical” state, an alert
is generated and transmitted to the TrackerPAL™ software and pre-established violation
notifications are followed by the system and/or the Track Group Monitoring Center. If charging
activities do not occur, eventually a “Battery Critical Escalated” alert is generated and transmitted
to the TrackerPAL™ software; at which point, pre-established violation notification protocols are
followed by the system and/or Track Group Monitoring Center. Vibration and LED visual
notifications continue to be provided to the Participant until charging is initiated and sustained.
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Active GPS receiver will retain stored data when the battery is depleted. Shadow™ and
ReliAlert™XC3 automatically maintain all un-transmitted data if the battery becomes depleted
and the device shuts down. When the device is restarted and cellular communication is
established, all stored data is transmitted to the TrackerPAL™ system.

. Active GPS receiver hattery operation time {on a single charge} at the maximum levels of

location point collection and transmission. Shadow™ provides up to 48 hours of battery
operation at one-minute point collection and transmission on a single battery charge;
ReliAlert™XC3 provides 55+ hours and one-minute point collection and transmission.

Unit low-battery life warning and time frame, Track Group's alert provides approximately 90-
days' notice prior to battery life end.

Device components physically attach to the participant, sizing structure, portability, and ease
of use when engaged in physical activities, including manual labor. Both Shadow™ and
ReliAlert™XC3 are installed on the participant’s ankle via sized straps and strap connection pins
{(Shadow™) and security screws (ReliAlert™XC3). Both devices are ergonomically designed to fit
comfortably on the participant’s ankle and will not unduly restrict normal or work activities.

Fulfillment of additional units and associate time frame. Track Group will provide each
Department the required 30% shelf stock (on active devices) and all consumables at no cost until
activated on a participant. If additional units are requested by a Department, Track Group's local
equipment fulfillment center enables delivery of units within 24 hours, including holidays and
weekends. All shipping costs are the sole responsibility of Track Group.

. GPS system provides Sheriff's Office, Adult Probation and Juvenile Probation immediate alert

notifications. Alert notification protocols can be established by County authorized personnel,
within the TrackerPAL™ software interface, by alarm type. Notification methods include text
message, email and live phone call and are either automatically initiated by the TrackerPAL™
system or handled by the Track Group Monitoring Center upon receipt of an alert.  Victim
notification is also included in the violation notification protocols and includes text message, email
or live phone call by the Track Group Monitoring Center.

Active GPS equipment’s location detection accuracy. The GPS performance specifications of
Shadow™ and ReliAlert™XC3 is accurate to within 50 ft. more than 95% of the time in typical field
operations, however, performance may vary based upon the environment.

GPS equipment will utilize a supplemental or an enhanced tracking system when GPS is
unavailable or diminished. Technology within both the Shadow™ and ReliAlert™XC3 ensure that
once either device recognizes a loss of the GPS signal, it automatically provides cellular

triangulation as a secondary means of tracking — within two (2) minutes for ReliAlert™XC3 and
within 10 minutes for Shadow™.

2.2.3 Active GPS Software
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A. Central host and software system’s accessibility to the Department for a minimum of two
hundred (200) simultaneous users. The TrackerPAL™ software system is web-based and
accessible by authorized County personnel (with an authorized username and password) at any
time via a computer with high-speed internet. This system is robust and scalable and can easily

accommodate an additional 200+ simultaneous users, per agency, with no loss of functionality or
performance.

B. System will track and display all participant information including but not limited to required
 demographics (including stored participant photo and vehicle information}, assigned
supervision officer{s); assigned device(s); zones. Within TrackerPAL™, authorized County users
can input and view varying degrees of information on the participant (including all required fields);

as well the participants photo, vehicle information, assigned device(s) and assigned officer.

TrackerPAL™ allows authorized County users to create a “protocel set” which involves selecting
those alerts that require notification steps; then selecting the method(s) and recipient(s) for the
notification. Notifications may either be done automatically by the TrackerPAL™ system (required

email and text messages) or via the Track Group Monitoring Center (live phone calls, device audio
and vibration commands). '

All geo-zones for a specific participant are viewable and editable within TrackerPAL™. Geo-zones

can be created in the shape of a circle/oval, square/rectangle or polygon and can be sized and/or
moved as needed.

TrackerPAL™ utilizes Google Maps™ mapping technology to provide current and historical
tracking of a participant. Tracking points and data are in numerical, sequential order and allow
for incremental point by point viewing. Queries can be customized via the selected timeframe.
Tracking and inclusion/exclusion zones, shown on the mapping interface, can be printed. Track
Group Monitoring Center Staff will utilize the location point of the alert/violation to determine
which local law enforcement entity to contact for specific alerts (see below) for the domestic
violence cases based upon predetermined protocols from the county agency, and a complete list
of appropriate contact numbers for each law enforcement agency. Track Group Monitoring
Center staff will place a live phone call to the appropriate law enforcement for the following alerts:

¢ A stationary exclusion zone violation

e A mobile exclusion zone violation

¢ A device tamper alert when the Victim cannot be reached or the Victims states
that they feel they are in danger.

e QOther alerts/events according to predefined Agency protocols.

Agency personnel will provide a complete list of all Cook County law enforcement agencies and
the appropriate contact numbers for the Track Group Monitoring Center to use for these
events/alerts. Track Group Monitoring Center staff will contact the appropriate Cook County law
enforcement agency per the agency defined protocols and make every reasonable effort to

contact the appropriate law enforcement agencies outside of Cook County for alerts/events that
occur outside of the County.
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Software system will display the physical location of the Actively GPS-monitored participant on
a user-friendly interactive map containing recognizable state, county, municipality, and street
names. TrackerPAL™ uses Google Maps™ for all mapping activities. Authorized County users can
view points of interest icons, tracking information on the map in standard, satellite, hybrid

(satellite view with street name overlay), or street view; as well as assigned inclusion/exclusion
zones within the mapping area.

All location information transmitted from Shadow™ and ReliAlert™XC3 devices are in
longitude/latitude format when received by the TrackerPAL™ software system. The location
points plotted on the map in the TrackerPAL™ are based solely on the latitude/longitude
coordinates. To obtain the street address shown in the event table, a reverse geocoding feature
is automatically engaged to calculate an approximate address.

For every location, event or alarm transmission, Shadow™ and ReliAlert™XC3 provide the
following additional device information: event/alarm type, date and time, approximate address,
device battery strength, cellular signal strength, number of GPS satellites engaged, alarm status,
and the direction and approximate speed of travel. This information is viewable within the
mapping screen in an information box. Tracking points plotted on the map reflect the level of
confidence in the GPS accuracy — Circle {High), Square {Medium).

Software system’s ability to establish and edit exclusion zones, inclusion zones, mobile zones,
travel zones, and jurisdictional zones and, buffer zones. Inclusion and exclusion zones can be
- created in the shape of a circle/oval, square/rectangle, or polygon and can be manipulated and
sized to ensure an accurate location; then designated as an inclusion zone or an exclusion zone.
Schedules {days/times) can then be created based upon when participants are required to be
within the zone (inclusion zone) or outside the zone (exclusion zone}. Created zones and

schedules can be easily edited at.any time by authorized users. The size and shape of the zones
are customizable per participant.

Buffer zones can be created and users have the ability to select the "width" of the buffer zone
surrounding the geo-zone. By using the polygon-shaped geo-zone, users can create travel zones
(inclusion) for the participant. Jurisdictional zones can also be created by utilizing the polygon-

shaped geo-zone to ensure areas like the city, county or state can be defined and applied as an
inclusion zone.

Track Group’s Victim smartphone application creates a mobile geo-zone around a victim and
works in conjunction with the participants GPS tracking device {Shadow™ or ReliAlert™XC3), to
provide an early warning notification to the victim when they are in proximity to the participant.

Additionally, users can create a customizable sized circular buffer zone around the mobile geo-
one. '

Software system’s ability to configure multiple schedules for a single participant (e.g., weekday
and weekend schedules). Once a geo-zone is created, users can create a schedule for that zones

that involves different days and different hours in a day. Additionally, multiple schedules can be
created and saved for any zone for a single participant.
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Software system’s ability to establish zones for individual GPS-monitored participants and for
groups of GPS-monitored participants. If logged in as an “officer” in the TrackerPAL™ system,
users can access any zone created in the officer’s “zone library.” These zones can be added to
any participant’s zone library for assignment and activation. If logged in as an “admin” in
TrackerPAL™, users can access any zone created by any officer or admin in the system, and then
assign them to any participant.

Also, the County can create “public” geo-zones and assign them to a category {for example
“Schools”). During participant enroliment that category of zone is assigned the participant. In
the future if a new zone is added to that category then the new zone automatically applies to all
participants that are linked to that category. '

. Software system’s ability to create polygon shaped zones for GPS-monitored participants.
Within TrackerPAL™ geo-zones can be easily created into a polygon-shape by selecting the
polygonicon. Once the shape is plotted onto the map, users can manipulate the shape by clicking
and dragging any of the five (5) points of the polygon to create the required shape.

. Software system ability to configure alert protocals that are unique to each participant and to
configure alert protocols for certain groups of participants. Within TrackerPAL™, authorized
County users can create a “protocol set” which involves selecting those alarms that require
notification steps; then selecting the method(s) and recipient(s) for the notification. Notifications
may either be done automatically by the TrackerPAL™ system (required email and text messages)
or via the Track Group Monitoring Center (live phone calls, device audio and vibration commands)
to either the victim, local law enforcement or the supervising agency Once protocols have been

established for the appropriate alarms, users save the protocol set making it available to assign
to a participant.

Software system’s ability to display the status and history of the required alerts. All events and
alerts are listed (and highlighted) in the Events Grid within the TrackerMap section of the
software. Additionally, tracking points that include an alert are represented on the map by a
“flashing siren” in lieu of the standard tracking point icon. Users can also “filter” the Events Grid
to only reflect alerts within the specified time period so that they can quickly be reviewed.
Additionally, users can quickly run an Alarms Detail report that provides details of all alerts
associated with one participant or all participants for a period of time. This status and historical
display applies to all County required alerts. '

Software system ability to view and manage the Department equipment inventory. Authorized
“County users are able to view all GPS devices assigned to the County within TrackerPAL™. This
device list includes the following: serial #, equipment type, inventory location, assignment status.

Software system’s ability to interface with third-party applications and related equipment,
including any applicable Jail Management System such as the Sheriff’s Jail Management System
(“CCOMS”), to provide real-time data synchronization for monitoring and reporting. Track
Group's software system will provide RESTful web services APl which can be used by a third party
system to push into our system and pull data from it. It is also possible to create a module that
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will push data entered into our system to a third party system provided the third party system
exposes a web service interface or database connection.

L. Software system’s ability to print maps of GPS-monitored participant’s location points that
indicate the accurate date, time and direction of travel. Authorized users are able to run, save
and print a report that includes a map of the tracking timeline selected, as well as a list of the
tracking points with the following information: Event Name (GPS Trace, Alarm, Event), GeoRule
(if applicable), approximate location, and event date/time. All GPS location information is
designated as either being either a “High” or “Medium” confidence location.

M. Software system’s ability to track and display relevant information about the victim where
applicable. Track Group’s Victim smartphone application creates a mobile geo-zone around a
victim and works in conjunction with the participants’ GPS tracking device (Shadow™ or
ReliAlert™XC3), providing an early warning notification to the victim when they are in proximity
to the participant. Within TrackerPAL™, authorized County users view the current and historical
tracking of participants. If there is a victim involved with a participant, and the survivor has opted
to download and utilize Track Group’s smartphone application, County users can also view the
tracking of the victim in the mapping interface. Victim tracking points are white while the
associated participants tracking points are red. When requested, Track Group will provide a
smartphone preloaded with the Victim App, at the rates set forth in Schedule of Compensation.

2.2.4 Equipment Compliance

Track Group’s GPS devices comply with the applicable Federal Communications Commission (FCC)
regulations and are registered:

Shadow™ (FCC# TPO-MUV2).
Relialert™XC3 (FCC# TPO-OTD36)
Beacon™ {FCC# TPO-B03)

2.3 GPS Monitoring Software

1) Monitoring software system shall track and display participant information including but
not limited to the following: required demographics including stored participant photo
and vehicle information), assigned supervision officer(s); assigned device(s); and zones

Within TrackerPAL™, authorized County users and/or Track Group Monitoring Center
personnet can input and view varying degrees of information on the participant (including all
required County fields); as well the participants photo, assigned device(s); assigned
supervision officer and zones.

Participant tracking points and data are in numerical, sequential order and allow for

incremental point by point viewing. Historical queries can be customized via the selected
timeframe.
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Monitoring software system will display the address assigned to the unit on a user-

friendly interactive map containing recognizable state, county, municipality, and street
names.

The TrackerPAL™ software uses Google Maps™ for all mapping activities. Authorized users
can view points of interest icons, tracking information on the map in standard, satellite,
hybrid (satellite view with street name overlay), or street view; as well as assigned
inclusion/exclusion zones within the mapping area.

All location information transmitted from ReliAlert™XC3 and Shadow™ devices are in
longitude/latitude format when received by the TrackerPAL™ software system. The location
points plotted on the map in the TrackerMap tab are based solely on the latitude/longitude
coordinates. To obtain the street address shown in the event table, a reverse geocoding
feature is engaged to calculate an approximate address.

Monitoring software system will configure multiple schedules for a single participant (e.g.,
weekday and weekend schedules).

Once a geo-zone is created, users can create a schedule for that zone involving different
days and different hours ina day. Additionally, multiple schedules can be created and
saved for any zone for a single participant.

Monitoring software system will display the status and history of alerts.

For every location, event or alarm transmission, Shadow™ and ReliAlert™XC3 provide the
following additional device information: event/alarm type, date and time, approximate
address, device battery strength, cellular signal strength, number of GPS satellites engaged,
alarm status, and the direction and approximate speed of travel. This information is
viewable within TrackerPAL™ by authorized County users.

All events and alarms are also listed (and highlighted) in the Events Grid within the
TrackerMap section of the software. Additionally, tracking points that include an alert are
represented on the map by a “flashing siren” in lieu of the standard tracking point icon.
Users can also “filter” the Events Grid to only reflect alarms within the specified time period
so that they can quickly be reviewed.

Users can quickly run an Alarms Detail report that provides details of all alarms associated
with one participant or all participants for a period of time.

Monitoring software system will allow the County to view and manage the Department
equipment inventory.

In the inventory section of the software, authorized County users are able to view all GPS
devices assigned to the County. This device list that includes the following: serial #,
equipment type, inventory location, assignment status. Track Group will provide a 30%
shelf inventory (of active devices) Orders for additional devices will be filled within 24 hours
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of request, including weekends and holidays. All delivery/shipping costs are the sole
responsibility of Track Group

Monitoring software system participant specific reports, inventory reports, and
management reports, including participant specific location for GPS monitoring.

The TrackerPAL ™ monitoring software provides multiple "demand" reports available to
authorized users 24/7 and include: Activation Report, Inventory Report, Alarm Details
Report, Assigned Track Group Report, Back-up Contacts Report, Participant
Demographics Report, Daily Alarm Overview Report, Participant Schedules Report,
Deactivation Report, Enrollment Report, Monitoring History Report, Most Recent

Alarms History Report, Participant Alarm Summary Report. Examples of these reports are
included in Exhibit XX. These reports can be exported/downloaded into the following
formats: Excel, PDF, Tiff, XML, CSV, and Web Archive.

inventory reports will include, at a minimum and separated by type of device, the total
amount of units on the participating Department’s premises ready for use, total available to

the participating Departments in Track Group’s off-site inventory, and total amount of active
units currently being used by participants.

Management reports shall include, at a minimum, how many units are still in the field
subject to retrieval, how many units are still in the field presumed lost or damaged, how
many units Track Group is scheduled to pick up and the schedule for retrieval. These reports
will be capable of being generated by the participating, authorized Department staff at any
time, but at least daily. The system will have the ability to query, sort, and search by any

field and generate any reports requested by the Sheriff's Office, Adult Probation, or Juveniie
Probation.

Non-standard reports will include: Average Length of Stay; Contact Report;
Contacts per Watch Report; Count Report; Court Movement Report; Monitored
Report; Violations Report; Movement Report; New Arrests Report; New Entries by
Day Report; New Release Reject Report; No Hits Report; Participant Report;
Participant Charge Report; Participant End Report; Participant End Count Report;
Pregnant Report; Program End Report; SR County by Deposition; SIR Number Look
Up Report; Violation Count Report; and Work School Hit Report.

Monitoring software system will send participant alerts, violations and equipment
malfunctions to the appropriate County department via a dedicated computer dispatch
system that will individually track and record information regarding the handling and
processing of each incident.

Shadow™ and ReliAlert™XC3, along with the TrackerPAL™ monitoring system, are capable of
recognizing violations and immediately generating automated alert notifications via text and
email to designated County personnel and victims based upon pre-established notification
protocols. Phone call notification can be made by the Track Group Monitoring Center upon
violation notification within the monitoring system alarm queue to local law enforcement,
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the using agency and victims— notification is also based upon pre-established notification
protocols.

The TrackerPAL™ software interface allows authorized County users to establish violation
notification protocols by alarm and then create “protocol sets” that can be applied to any
participant. Notification methods include text message, email and live phane call.
Notificaticn protocols that only require an email or text message, are automated and
immediately sent out once the TrackerPAL™ recognizes the violation or receives the alert
from either GPS device.

8) Monitoring software system’s case-management component capable of tracking each
individual participant’s progress while on the program including violations, officer
contacts, drug tests, and general observations.

Track Group’s monitoring software system is TrackerPAL™. If necessary and requested by
the County, the software can integrate with Track Group’s case management software or
the County’s case management system.

2.4 GPS Monitoring Center Service Requirements

)

b)

Monitoring Center will conduct alert analysis and resolution using Department defined
protocols.

Track Group’s Monitoring Center maintains a comprehensive Knowledgebase, providing
information on Department policies, step by step alert handling procedures approved by the
Department, and call handling procedures. Changes or additions to the database are routinely
completed with collaboration between the Account Manager, Operations, Training, and the
appropriate Department personnel.

This scripting is used in conjunction with the web-based solution developed for each client to
ensure all outbound calling steps, text/email notifications and alert follow-up procedures are
followed by the Monitoring Center staff. Track Group currently uses live monitoring staff to
escalate as well as proprietary online dispatching system developed on the web based solution
software for each Department. The online dispatching system, previously described, provides
the County with a reliable accountability tool to track and respond to all escalated alerts from
the Track Group Monitoring Center.

Proposer shall provide all data entry services associated with participant enroliments,
schedules, activity data, and alert response/notification. Proposers shall propose their plan to
provide 24-hours a day staff to enter into a database new participants, participants’
violations, schedules and all actions taken by the Sheriff’s Office, Juvenile Probation and Adult
Probation and Proposer’s staff. '

Track Group’s Monitoring Center will provide 24/7 staff available to meet and exceed all data
entry requirements for each Department as they currently do. This includes all enrollments,
schedules, activity data, alert response/notification and additional needs as they arise.
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information can be communicated to the data entry desk via fax, email or phone. Dedicated

email addresses can be assigned as needed for each Department. Steps taken to communicate
and document data are as follows:

Department emails/faxes/phones in request
Correctional Specialist performs data entry

A confirmation email for email requests is sent

Faxed information is entered and noted in the system

Eali i o

Monitoring Center will provide/maintain and answer a separate toll-free communications
network for Sheriff’s Office, Juvenile Probation, and Aduit Probation personnel.

Track Group’s Monitoring Center will provide and maintain multiple toll free numbers in order
to accommodate separate lines for each Department (Sheriff’s Office, Adult Probation and

Juvenile Probation). Additional lines will be added and designated as required to meet the needs
of the County.

Proposer shall describe how it will offer toll-free access to live technical support personnel,

who shall be available 24 hours per day, seven days per week and any integrated voice

recognition system it administers to reduce staff time.

Track Group’s Monitoring Center is staffed 24/7, 365 days a year providing technical support,
including troubleshooting, event interpretation and application questions, through the toll free
number provided at no additional cost to the County. Any guestions/concerns that the operator
cannot resolve will be escalated to the Supervisor on Duty who is available on every shift. If the
issue cannot be resolved within 24 hours, Track Group will provide a written, detailed plan of
action to address the issue, including an explanation as to why resolution within 24 hours is not
possible. This plan of action will be provided to the Sheriff’s Office, juvenile Probation and Adult
Probation Departments within two {2} hours.

On-site technical support, when required.

Track Group’s corporate headquarters is based in the Chicago-Area and has experienced
technicians out of this location to ensure that on-site technical support can be provided to the
County, same-day, if a problem arises that cannot be corrected by telephone or email. The
technician provided will be highly-trained, experienced and familiar with the scope and
procedures of this County contract.

Liaison for the Sheriff’s Office, Juvenile Probation Department and for Adult Probation to
meet monthly or as needed to discuss contract performance.

Track Group's liaison for the Sheriff’s Office, Juvenile Probation Department and for Adult
Probation will be the Director of Account Management. This individual is based out of Track

Group’s Chicago-Area based office and will be available to meet monthly or as needed to discuss
contract performance.
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Plan to maintain and repair/replace all equipment leased from Proposer, including repairing

equipment in participants’ residences, for the duration of the contract at no additional cost to
the County.

Track Group’s technicians providing equipment retrievals will also be providing equipment
repair and replacement services for the County; in the participants’ residence if necessary. If
repair efforts do not resolve the issue, the technician will immediately replace the affected
device with one from inventory and will return the deficient device to Track Group’s fulfillment

~ center for assessment and repair. Additionally, the technician will place an order to have a

replacement device shipped to replenish inventory levels.

In the event of a system outage or service interruption that renders the devices and/or system
unable to properly monitor program participants, notify victims or process alerts and events
Track Group’s monitoring center staff will begin its outage notification procedures. Agency staff
and County personnel will be immediately notified of a system outage via text and/or email
message within 15 minutes after the Track Group Monitoring Center is aware of an outage.
Additionally, Track Group Monitoring Center staff will place live operator phone calls to
designated Agency/County staff to inform of the issue. Program Victims will be immediately
natified of a system outage via text and/or email message within 15 minutes after the Track
Group Monitoring Center is aware of an outage. Track Group Monitoring Center staff will place
live operator phone calls to all impacted victims within a timely manner utilizing all available
Track Group Monitoring Center staff to inform them of the system outage. Track Group

Monitoring Center staff will then notify Agency/County personnel and all impacted victims once
the system outage is cleared or restored.

Track Group agrees to be responsible for all equipment shipping and receiving costs. Once Track
Group staff are notified through the agreed upon transmittals that an offender has completed
the program or should be removed from the program, the offender will be deactivated from the
system and a retrieval order will be initiated. Once the notification has been received to remove
the client from the program, the equipment (inventory) assigned to that offender will be
removed from the Agency inventory upon system deactivation and shall not count against the
Agency’s shelf allowance pending retrieval or drop-off.

Plan for fulfilling the County's request for additional devices within twenty-four (24) hours
(including weekends and holidays).

Track Group will provide each Department the required 30% shelf stock (on active devices) at no
cost until activated on a participant, so that inventory is readily available if needed. If additional
units are requested by a Department, Track Group’s local fulfillment center and enables delivery

of units within 24 hours. Track Group is responsible for all equipment shipping and receiving
Costs,

Inventory allowance (a minimum of an additional 30%) for Department of the total number of
units that are in use, without any fee.
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Track Group will provide the County with a 30% inventory allowance for the Sheriff’s Office,
Juvenile Probation and Adult probation, based upon the total number of active units. Devices
that fall under the inventory allowance percentage are not billed until activated on a participant.

Providing testimony, at no additional cost, regarding the performance and methodologies of
Track Group's equipment and services

Track Group will immediately notify the County on receipt of any subpoena involving or
affecting the GPS Monitoring Equipment and Services contract and will work with judicial

officers and judiciary entities to provide pertinent information and instruction in the manner
and use of its equipment and services.

Additionally, and upon request by the Sheriff's Office, Juvenile Probation, Adult Probation
and/or court, Track Group will provide an individual to meet any testimony requirements.

Plan to instruct participants on the use and care of the equipment.

Track Group will provide all necessary training/user guides for the proposed equipment,
applications and systems in written and video format for the proposed equipment and systems.

These guides include instructions for both offlcers and participants on the use and care of the
equipment.

Plan to provide its employees who will provide services under this contract written policies

and procedures in order to ensure compliance with the requirements in this Request for
Proposals.

Track Group will conduct mandatory staff meetings to present the full scope of the County
contract to include the contracts written policies and procedures required to be followed for full
contract compliance. Ongoing training and meetings will also be held on a frequent basis to
ensure that all policies and procedures are continually reviewed with all staff. Track Group will

also continue presenting all County policies, procedures and approved protocols during our
extensive training sessions.

Manage retrieval of all monitoring equipment from Participants following notification from
the County of program completion.

Track Group and the County Departments will agree to an equipment retrieval notification
process; as well as the timeframe expectations for retrieval upon notification. Track Group’s
team of technicians will be trained on this process and will be responsible for GPS equipment
retrieval, 24/7/365, for the County. Whether the agreed upon natification of a participant
program completion is a phone call or email to the designated Track Group department, Track
Group will immediately log the retrieval request information into the system database and the
request information is dispatched to the team of mobile technicians. Once the technician
receives the retrieval request, the request is added to his/her schedule. Upon equipment
retrieval, the technician logs receipt of the equipment and maintains ownership until delivered

20




o)

Contract 1515-15006B
Electronic Monitoring Services
Category 2 GPS

back to the appropriate Department location. Every effort is made to retrieve the equipment in
a timely timeframe agreed to help minimize against equipment loss. -

Track Group billing for the County will cease at 12:00am CST on the day that the County notifies
Track Group of a participant’s program completion. Once Track Group staff are notified through
the agreed upon transmittals that an offender has completed the program or should be
removed from the program, the offender will be deactivated for the system and a retrieval
order will be initiated. Once the notification has been received to remove the client from the
program, the equipment (inventory) assigned to that offender will be removed from the Agency

inventory upon system deactivation and shall not count against the Agency’s shelf allowance
pending retrieval or drop-off.

Track Group shall accept all phone calls from participants, compile all required paperwork
including court orders, work schedules, paystubs, appointment letters and immediately
forward any and ali movement permission requests or emergencies to Sheriff's DOffice
personnel via their dedicated computer system.

Track Group’s Monitaring Center offers a fully staffed 24/7, 365 day operation to be able to
assist the Sheriff's office with all of its needs. This additional level of case management and
monitoring service shall also be available to Adult Probation should Adult Probation elect to
utilize the additional service. The Track Group Monitoring Center utilizes an online web based
solution that assists in documentation of all inbound and outbound calls, data entry requests,
and permission requests. All emergencies or serious incidents will be documented and escalated
via phone call to the Sheriff Dispatch office immediately. In addition, all information gathered by
the Track Group Monitoring Center via phone call, fax or email is immediately uploaded to the
web based solution and will be available for viewing/retrieval by the Sheriff's office. The Track
Group Monitoring Center is also able to customize and expand the storing and sharing of data
for the Sheriff's office as requested. This additional level of Case Management and Monitoring

Service is available to both the Sheriff’s Office program and the Adult Probation Program per the
Schedule of Compensation.

Protect against failure of central host system and software,

Track Group’s Disaster Recovery Plan is in place to ensure that there is no or limited interruption
of the Department's program, and in the event of a catastrophe, all information is safely stored
and recovered. At the most basic level, Track Group utilizes the following features to ensure
continuity of operations under adverse conditions on a day-to-day hasis:

e Redundant Server Architecture. All of Track Group's monitoring computer systems
employ multipte redundancies. Track Group's server architecture cantinuously copies
all data from the primary server to a separate redundant server so both servers contain
the same data at the same time. If a component of our architecture fails, a redundant
component will automatically come online. Track Group's dual-server architecture
provides a layer of isolation if repairs are needed or if localized outages occur.
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e Uninterrupted Power Supplies {UPS). The primary computer rcom is supported by a
dual-UPS system. Each server is equipped with two power supplies and receives backup
power from both UPS systems. This design minimizes the downtime associated with a
single UPS failure. The UPS and generators are maintained and tested on a regular basis
to ensure proper functionality.

Site Description

Primary Data Center

The primary Track Group Data Center is located in Dallas, TX. The facility is a one story building
with concrete and raised floors. The data center cage is approximately 300 Sq. ft., contains
primary and secondary power to all racks, entire facility uninterruptible power supply {UPS)
protection backed by multiple power generation systems using diesel and turbine powered

generators. Data center utilizes BGP backed Internet connections to ensure access to Internet
facing applications.

Backup Data Center and Primary Monitoring Center.

The backup Track Group Data Center is located Aurora, IL. The facility is a single story building
with concrete floors and a raised computer room floor. Office contains primary operations
workstations, backup mission critical servers and UPSs. The backup data center is collocated
with a full contact operations center composed of approximately 100 stations.

Backup Monitoring Center

The backup Monitoring Center for Track Group is in Anderson, IN. The facility is single story
building with dual UP$ systems that feed power to the computer room and all Monitoring
Center PCs. Facility is backed up by redundant diesel generators and can run on a single

generator. There are two diverse data entrances with 50 of separation. The facility contains
approximately 100 workstations.

Prevention

Generator; Generators are located at the primary and backup sites to power the entire data
centers. The Dallas generators run on diesel and other fuels and can run indefinitely as long as
fuel is replenished. The Aurora, IL backup generator operates from natural gas and can run
indefinitely. All generators are under maintenance contracts and they are load tested annually.

Auto-transfer switches are configured to start the generator within ten seconds of a power
failure.

Uninterruptible Power Supplies (UPS): UPS units are configured between our generators and all
mission critical computer systems (servers, switches, and routers). All mission critical systems
are powered through dedicated circuits. The UPS systems hold power long enough for the
generators to power up and take the load.

Disk and Tape Backup Systems: The Data Center performs differential backups to disk on mission
critical systems daily with full backups on Sundays. Information to be archived for long term
storage is sent to tape. Tapes are not reused and are stored offsite. The Track Group Data
Center will use a similar disk backup solution as well as tape, which are picked up every Monday
via courier, same schedule as the primary data center. The disk backup data is replicated
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between sites for easy retrieval at any of the 3 locations; Dallas, TX, Aurora, CO and Anderson,
IN.

Cobling/Switches: All cabling is rated at CATS and CATS, allowing for fast speeds that cut down
on interference. Primary data center uses Dell layer 3 switches and backup centers utilize Cisco,

3-layer switches, Virtual Local Area Networks {VLANS) are configured to provide more efficient
traffic flow.

Router/Firewall: All three locations utilize Sophos UTM firewalls with Full Guard licensing that
perform deep packet inspection and web filtering. All are setup in a high available protocol (HA}
configuration so that if one should fail, the other will immediately pick up and route traffic
between the Internet, demilitarized zone (DMV) and internal networks, All three locations are
connected via a VPN-backed MPLS network.

Internet Connection: The Internet connection at the primary data center utilizes public internet
protocol {IP) addresses on a BGP-backed Internet connection. This provides access to public
facing applications through multiple Internet providers. Track Group's Internet access is
provided by a fiber last mile connection through Century Link, and the Anderson Call Center

uses both Levei3 and CenturyLink Internet connections that are controlled via the unified threat
monitor (UTM) firewalls.

Servers/Operating System: Unless redundancy is already employed, such as in a server web
farm, all critical servers have duai redundant, hot swap power supplies and RAID-5 redundant
hard drive systems. We have made efforts to use the same hardware {primarily Dell) when
possible to provide for parts swapping ina disaster situation. Our servers run primarily on
Windows 2008 and 201212 operating systems in a multi-domain environment. The IT
department leverages the system centers operations manager (SCaM) application for primary
server monitoring as well as custom scripts that check for possible upcoming and immediate
problems that require attention.

Antivirus: We utilize the Sophos Antivirus application at all facilities. Local installations can be
pushed from a local server at each location. Virus detection files are updated automatically
multiple times a day. Regular virus scans are scheduled to run nightly. Automatic email virus
detection is employed. Servers are in a continuous scanning mode for optimal protection.

Desktops: Track Group primarily uses equipment from Dell and the equipment is locked down
via a Microsoft Active Directory domain. Minimal access is a security requirement for ali three
facitities and is enforced through the AD domain controllers.

All PCs run the Sophos AV clients.

Premise Security: Access to the primary data center is tightly controlied through the use of
personalized proximity cards to enter the building, and a personalized door code to get into the
data center itself. A cage code and a card reader on the data center stage are also required for
entry. Any access to the primary data center cage is reported on an ongoing basis to a team of
managers and network security persennel. Personalized proximity card access is required at all
locations to enter the facilities and computer room access.
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Telecom: The Track Group interactive voice response (IVR) systems are redundant between the
Dallas, TX and Aurora, IL data centers. Each IVR is fully licensed and can receive and process calls
simultaneously. If a change is made to an VR at the

Track Group location, the changes are updated automatically to the IVR at the other data
center. The Avaya systems support all three locations, and interact with a common set of core
functions but are able to fully standalone and process calls in the event of a disaster. Avaya
phone systems is supported by 24x7 4 hour response maintenance contracts. IVR calls, which
require a customer to speak with an agent, can be worked out of any of the call centers.

2.5 GPS Information System Requirements

General

a)

b)

c)

Central host system and software system and its accessibility to the Sheriff’s Office, Juvenile
Probation and Adult Probation via the Internet through a standard web-browser interface.

TrackerPAL™ is accessed via a standard web interface, with-an authorized username and
password. This system is robust and scalable and can easily accommodate an additional2300+
simultaneous users, per agency, with no loss of functionality or performance.

Web-based monitoring host and server/monitoring system and all necessary components that
will actively monitor, check, and verify that participants remain in their residence during
specific time periods and shall report unauthorized absences, late returns, equipment
malfunctions or any and all alerts that may be construed as program violations.

TrackerPAL™ is a secure, web-based application that receives, records, and stores all data
transmitted from Shadow™ and ReliAlert™XC3 devices. Inclusion and exclusion zones, with
schedules, can be created and edited in the system; and then activated on the appropriate
participants’ device. The system, in conjunction with the GPS devices, actively “monitors and
verifies” if the participant is following the appropriate schedule as it relates to each geo-zone
and an alert is generated if geo-zone parameters are not followed. The GPS devices and
systems also provide alert notification for issues like battery power, tampering, loss of
communication, loss of GPS, etc.

TrackerPAL™ also provides users with the ability to input/view/edit participant demographic
information, officer assignment, images uploads, viewing of current and historical tracking
information, creating geo-zones/schedules, running reports

All messages and information entered and/or recorded in this host server shall be

permanently recorded and easily accessed by authorized personnel of Track Group, Adult
Probation, Juvenile Probation and Sheriff’s Office persannel.
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TrackerPAL™ is a secure, web-based application that receives, records, and stores all data
transmitted from Shadow™ and ReliAlert™XC3 devices. All information received from Track
Group's electronic monitoring products are permanently recorded within the system.
Additionally, information entered by authorized County users regarding the participant,
schedules, zones, etc. are also permanently recorded. The secure, robust system is accessible
by authorized personnel from Track Group, Adult Probation, Juvenile Probation and the Sheriff’s

Office, 24/7/365 from any computér with a high-speed Internet connection with no additional
hardware or software needed.

System’s capability to provide accurate real-time counts of active participants as well as
accessible archived data for past program participants.

The Home page of TrackerPAL™ allows users to view a current listing of all participants within
the program and their status: a “green’ status is an assigned and active pa rticipant; a “yeliow”
status is an assigned and inactive participant; and a “red” status is an inactive participant.

Within the Inventory section of TrackerPAL™, users can view the current status of all devices
and the associated participant {if applicable) — a “green’ status is an assigned and active device;
a “yellow” status is an assigned and inactive device; a “red” status is an unassigned device and a
“black” status is a device that is in RMA. Additionally, users can run an Agency Device Inventory
report provides the total number of devices that are “active,” “inactive” and in “RMA.”

Once a device is activated, all participant information, including persona! information, tracking
points, alarms, etc. is stored in TrackerPAL™ and can be accessed 24/7 by authorized County
personnel. Information is readily available via the software on all active participants; as well as
inactive participants, for 18 months. If a participant has been inactive for more than 18 months,
information is archived to storage for an additional 5 % years or until the contract terms dictate.
Archived information on a participant can be requested and it will be provided within 48 hours.

Mobile data terminal units {Toughbooks) or tablets to be provided to the Sheriff’s Office,
Juvenile Probation and Adult Probation.

Track Group agrees to provide the following additional equipment to the County:

¢ 20 mobile data terminals — Sheriff's Office
¢ 25 tablets — Juvenile Probation
e 20 tablets — Adult Probation
Track Group will provide wireless service for Adult and Juvenile Probation Departments’ mobile

terminal units or tablets. The Sheriff Department will be responsible for wireless service on
their equipment. ‘
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Offsite remote access to the host system capabilities allowing fer viewing, editing, reports,
and queries.

The secure, web-based TrackerPAL™ software interface is accessible by authorized County
personnel at any time via a computer with high-speed internet access and receives, records, and
stores all data transmitted from ReliAlert™XC3 and Shadow™ devices. Depending upon the

assigned user role, authorized County users can log in and view, edit, generate reports and run
historical tracking queries.

Format the monitoring system will send participant alerts, violations and equipment
malfunctions to the Sheriff’s Office, Juvenile Probation and Adult Probation.

Violation notifications sent by the TrackerPAL™ system have the same message format:

Track Group Alarm Notification
Participant: Grant Demo

Alarm: Inclusion Zone Violation
Date/Time: 10/25/2016 at 1:40 PM.
Zone: HOME

Officer: Grant Law

Additionally, the Track Group monitoring platform will also process compliance notifications

indicating an alert/event has been resolved for those alarms/events that possess the compliance
notification feature.

Monitoring system’s case management capabilities for tracking each individual participant’s

progress while on the program including violations, officer contacts, drug tests, and general
observations.

Track Group’s monitoring software system is TrackerPAL™. If necessary and requested by the
County, this software can integrate with Track Group’ case management software or the
County’'s case management system.

The Sheriff’s Office facilitates and maintains booking, release, movement, classification, and
all related records for each detainee in its custody by way of the Sheriff's Jail Management
System (hereinafter “CCOMS”). Aduilt Probation and luvenile Probation intend to create
similar management information systems in the future. The Sheriff and all Participating
Agencies therefore require real-time data synchronization with CCOMS or related systems for
monitoring and reporting in order to reduce data entry and eliminate errors.

Track Group’s software system will provide RESTful web services AP which can be used by a
third party system to push into our system and pull data from it. It is also possible to create a
module that will push data entered into the system to a third party system provided the third
party system exposes a web service interface or database connection.
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j} Confirm and identify that the monitoring system and software will successfully interface with,
CCOMS and related systems, including Adult Probation’s and Juvenile Probation’s future
management information system(s). This interface shall include real-time data
synchronization and the ability to exchange data for the Participating Agency’s access and use.

Track Group's software system will provide RESTful web services APl which can be used by a
third party system to push into the system and pull data from it. It is also possible to create a
module that will push data entered into our system to a third party system provided the third
party system exposes a web service interface or database connection.

2.6 Data Security and Compliance

Security structure and process used by the solution to provide access conirol to the application and all
related data from a web interface. Solution’s information reliability and security standards. Software
and database security features. In particular, the County requires user-defined privileges,
authentication, network and database security modules, and information sharing security (e.g.,
encryption, user-defined privileges, legal considerations (including those related to probation records

and HIPAA), auditing concerns, mechanisms for tracking access and updates, and interface
interactions).

2.6.1 Security Structure and Process

Track Group’s security structure and process includes:

User Security

e Authentication: User data on our database is logically segregated by account based access

rules. User accounts have unigue usernames and passwords that must be entered each time
a user logs on. ‘

Passwords: User application passwords have minimum complexity requirements. Passwords
are individually salted and hashed.

o Single Sign-On: For our Team Collaboration accounts, Track Group supports SAML
2.0 integration, which allows you to control access to the system across your organization
and define authentication policies for increased security.

s Data Encryption: Certain sensitive user data, such as participant details and account
passwords, are stored in encrypted format.

¢ Data Portability: Track Group enables you to export your data from our system in a variety
of formats so that you can back it up, or use it with other applications.

s Privacy: We have a comprehensive privacy policy that provides a very transparent view of

how we handle your data, including how we use your data, who we share it with, and how
long we retain it.

* Data Residency: All Track Group user data is stored on servers located in the
United States.

Physical Security
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All Track Group information systems and infrastructure are hosted in world-class data centers. These
data centers include all the necessary physical security controls you would expect in a data center
these days {e.g., 24x7 monitoring, cameras, visitor logs, entry requirements). Track Group has

dedicated cages to separate our equipment from other tenants. In addition, these data centers are
SOC 2 accredited.

Availability

Connectivity: Fully redundant P network connections with multiple independent
connections to a range of Tier 1 Internet access providers.

power: Servers have redundant internal and external power supplies. Data centers have
backup power supplies, and are able to draw power from the multiple substations on the
grid, several diesel generators, and backup batteries.

Uptime: Continuous uptime monitoring, with immediate escalation to Track Group and
Agency staff for any downtime.

Failover: Database is replicated in real-time and can failover in less than an

Hour.

Backup Frequency: Backups occur daily at multiple geographically disparate sites.

Network Security

Testing: System functionality and design changes are verified in an isolated test "sandbox"
environment and subject to functional and security testing prior to deployment to active
production systems.

Firewalis: Firewalls restrict access to all ports except 80 {http} and 443 (https).

Access Control: Secure VPN, 2FA {two-factor authentication), and role-based access is
enforced for systems management by authorized engineering staff. '
Logging and Auditing: Central logging systems capture and archive all internal systems
access including any failed authentication attempts.

Encryption in Transit: By default, our system has Transport Layer Security (TLS} enabled to
encrypt respondent traffic. All other communications with the system are sent over TLS
connections, which protects communications by using both server authentication and data
encryption. This ensures that user data in transit is safe, secure, and available only to
intended recipients. Our application endpoints are TLS only and score an "A" rating on 55L
Labs' tests. We also employ Forward Secrecy and only support strong ciphers for added
privacy and security.

Vulnerability Management

Patching: Latest security patches are applied to all operating systems, applications, and
network infrastructure to mitigate exposure to vulnerabilities.

Third Party Scans: Environments are continuously scanned using best of breed security
tools. These tools are configured to perform application and network vuinerahility
assessments, which test for patch status and basic misconfigurations of systems and sites.
Penetration Testing: External organizations perform penetration tests at least annually.
Bug Bounty: Track Group runs a private bug bounty program to ensure our applications are
continuously reviewed for vulnerabilities.
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Organizational & Administrative Security

Information Security Policies: Track Group maintains internal information security policies,
including incident response plans, and regularly review and update them.

Employee Screening: Track Group performs background screening on all employees, to the
extent possible within local laws.

Training: We provide security and technology use training for employees and agencies.
Service Providers: We screen our service providers and bind them under contract to
appropriate confidentiality and security obligations if they deal with any user data.

Access: Access controls to sensitive data in our databases, systems, and envirenments are
set on a need-to-know / least privilege necessary basis.

Audit logging: We maintain and monitor audit logs on our services and systems.

Software Development Practices

Stack: We code in Python and run on Sal Server, Windows, and Ubuntu.

Coding Practices: Qur engineers use best practices and industry-standard secure coding
guidelines, which align with the OWASP Top 10,

Deployment: We deploy code dozens of times during the week, giving us the ability to react

_ quickly in the event a bug or vulnerability is discovered with in our code.

Compliance and Certifications

PCi: Track Group is currently PCI 3.1 compliant.

HIPAA: Track Group offers enhanced security features that support HIPAA requirements.
See below.

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a United States
law that regulates the collection and handling of "protected health information”

{PHI). Certain organizations called "covered entities" and their business associates are
required to comply with HIPAA. '

For Track Group, being "HIPAA-compliant" means that we offer a service that enables
covered entities to collect and manage PHI through monitoring in a manner compliant with
HIPAA. As part of offering this service, Track Group ensures that it operates in a way that is
consistent and compatible with those laws and Track Group's role as a business associate to
a covered entity user.

‘Procedures {e.g., background checks, hiring practices, etc.) for ensuring Track Group employees are
properly authorized for access to confidential and sensitive participant information. Practices for
training Monitoring Center employees and for ensuring they are properly-qualified to handle

confidential and sensitive infarmation. Track Group shall ensure that the confidentiality of

participants’ records is maintained and shall not disclose any such information to any third party
without written authorization of the County. Data generated as a result of monitoring shall not be

used in any way by Track Group without consent of the Department.

All employee applications are thoroughly evaluated by our Human Resources Director and assessed

based upon-the experience and skill set of an individua! against the job positions’ functional
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requirements and education. All employee candidates, at Track Group, must have a high school
diploma or a GED and their reasons for leaving previous jobs are also taken into consideration.

Once an individual has been identified as a candidate they must pass a state and federal background
check (that includes criminal history for up to seven years); a 5-panel drug-test; along with verification of
eligibility to work in the U.S. before being offered the position. Once the results of all checks and tests
are received and approved, the individual is hired. New hire training is customized based upon the job
position and can include both “classroom” and “hands-on’ training depending on the responsibilities.

Track Group policies govern the confidentiality of customer information and data. in addition to the

. policies and procedures regarding records release, employees must sign a confidentiality agreement
before being hired. Within Track Group’s policies and pracedures, unauthorized disclosure of
information is prohibited and will not occur without written request by authorized County personnel.
Track Group will immediately notify County upon receipt of any subpoena involving or affecting this
contract. Original documentation will not be released unless required by court subpoena; otherwise,
photocopies will be provided. Data generated as a result of monitoring shall not be used in any way by
the Proposer without consent of the Department.

Ability to create user groups with varying access privileges (e.g., read/write and read only).

The TrackerPAL™ software has three User Roles to allow agencies to limit user functionality:
e Agency Admin — has access to all agency/participant information and full functionality within the
. TrackerPAL™ system; as well as the ability to edit agency information and add agency users to

the system.

s Officer — has access to their officer and participant information only, with full functionality
within the TrackerPAL™ system under this constraint.

e Admin Assistant - has “view-only” functionality for all agency-participant information within the
following interface tabs: Home, Participant Info, My Info and Reports.

Each participant’s data shall be accessible to the Participating Agency for a minimum of 18 months
before it is archived or stored offline, from the end of the service.

TrackerPAL™ is a secure, web-based application that receives, records, and stores all data transmitted
from the ReliAlert™XC3 and Shadow™ devices. This information is readily available via the software on
all active participants as well as inactive participants for 18 months. If a participant has been inactive for
more than 18 months, the participants information is archived to storage for an additional 5 % years or
until stated by the contract terms. Archived information on a participant can be requested and it will
be provided within 48 hours. At the end of the contract peried; Track Group will provide the County all
event/history/archived data related to the contracted GPS monitoring products and services.

Archived copies of each participant’s data shall be retained for a minimum of 5 years. Upon expiration

of the retention period and/or termination of the Agreement, the awardee must facilitate transfer of
all participant data and related records created in performance of the Agreement.

30




Contract 1515-15006B
Electronic Monitoring Services
Category 2 GPS

Track Group will securely maintain archived copies of the County’s participant data for a minimum of
five (5) years and upon expiration of the retention period and/or Contract termination, will facilitate a
transfer of all participant data and related records generated in the Contract performance to the
Participating Agency in an easily stored and interpreted format.

Location of the central host system, the repository of all monitering data, which shall not be located in
a County’s facility and shall he the responsibility of Track Group.

Track Group’s TrackerPAL™ application resides on an 1BM secured and redundant system in Dallas, TX.
The IBM System is SSAE 16, IS0 27001, SOC2 and Safe Harbor Compliant and the Infrastructure covers
redundant networking, power and Infrastructure. These systems are monitored by IBM Managed

Services 24 hours, seven days a week; augmenting Track Group’s IT team in ensuring that the physical
environment is both stable and secure. The location is hardened against physical intrusion, and server

room access is limited to certified employees. All of controls (inside and outside the data center) are
vetted by third-party auditors.

Access to the TrackerPAL™ monitoring interface can be determined by authorized County officials.
Those officials assigned an “Admin” user role in TrackerPAL™ are the only ones within the County that
can add other authorized users to access the County’s participant information within TrackerPAL™.

2.6.2 Data Security Controls

Overview of the System’s software, hardware, and ather controls supporting the System’s data
security.

Track Group’s security structure and process includes:

User Security

e Authentication: User data on our database is logically segregated by account based access

rules. User accounts have unique usernames and passwords that must be entered each time

a user logs on.

Passwords: User application passwords have minimum complexity requirements. Passwords

are individually salted and hashed.

s Single Sign-On: For our Team Collaboration accounts, Track Group supports SAML
2.0 integration, which allows you to controi access to the systern across your organization
and define authentication policies for increased security.

e Data Encryption: Certain sensitive user data, such as participant details and account
passwords, are stored in encrypted format.

s Datg Portability: Track Group enahles you to export your data from our system in a variety
of formats so that you.can back it up, or use it with other applications.

e Privacy: We have a comprehensive privacy policy that provides a very transparent view of

how we handle your data, including how we use your data, who we share it with, and how
long we retain it,
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e Data Residency: All Track Group user data is stored on servers located in the
United States.

Physical Security

All Track Group information systems and infrastructure are hosted in world-class data centers. These
data centers include all the necessary physical security controls you would expect in a data center
these days (e.g., 24x7 monitoring, cameras, visitor logs, entry requirements). Track Group has

dedicated cages to separate our equipment from other tenants. In addition, these data centers are
SOC 2 accredited.

Availability .

e Connectivity: Fully redundant IP network connections with multiple independent
connections to a range of Tier 1 Internet access providers,

s Power: Servers have redundant internal and external power supplies. Data centers have
backup power supplies, and are able to draw power from the multiple substations on the
grid, several diesel generators, and backup batteries.

» Uptime: Continuous uptime monitoring, with immediate escalation to Track Group and
Agency staff for any downtime. '

e Failover: The database is replicated in real-time and can failover in less than an
Hour.

s Backup Frequency: Backups occur daily at multiple geographically disparate sites.
Network Security

e Testing: System functionality and design changes are verified in an isolated test "sandbox"
environment and subject to functional and security testing prior to deployment to active
production systems.

e Firewalls: Firewalls restrict access to all ports except 80 (http) and 443 (https).

s Access Control: Secure VPN, 2FA (two-factor authentication}, and role-based access is
enforced for systems management by authorized engineering staff.

e logging and Auditing: Central logging systems capture and archive all internal systems
access including any failed authentication attempts.

e Encryption in Transit: By default, the system has Transport Layer Security {TLS) enabied to -
encrypt respondent traffic. All other communications with the system are sent over TLS
connections, which protects communications by using both server authentication and data
encryption. This ensures that user data in transit is safe, secure, and available only to
intended recipients. The application endpoints are TLS only and score an "A" rating on SSL

Labs' tests. We also employ Forward Secrecy and only support strong ciphers for added
privacy and security.

Vulnerability Management

s Patching: Latest security patches are applied to all operating systems, applications, and
network infrastructure to mitigate exposure to vulnerabhilities.

» Third Party Scans: The environments are continuously scanned using best of breed security
tools. These tools are configlired to perform application and network vulnerability
assessments, which test for patch status and basic misconfigurations of systems and sites.

¢ Penetrgtion Testing: External organizations perform penetration tests at least annually.
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e Bug Bounty: Track Group runs a private bug bounty program to ensure our applications are
continuously reviewed for vulnerabilities.

Organizational & Administrative Security
o Information Security Policies: Internal information security policies, including incident
response plans are maintained, and regularly reviewed and updated.

e Employee Screening: Background screenings are performed on all employees, to the extent
possible within local laws.

= Training: Security and téchnology use training is provided for employees and agencies.
e Service Providers: Service providers are screened and bound under contract to appropriate
confidentiality and security obligations if they deal with any user data.

e Access: Access controls to sensitive data in our databases, systems, and environments are
set on a need-to-know / least privilege necessary basis.

o Audit logging: Audit logs on our services and systems are maintained and monitored.

Software Development Practices
e Stack: Coding is in Python and run on Sal Server, Windows, and Ubuntu.
e Coding Practices: Track Group engineers use best practices and industry-standard secure
coding guidelines, which align with the OWASP Top 10.
» Deployment: Track Group deploys code dozens of times during the week, giving us the
ability to react guickly in the event a bug or vulnerability is discovered with in our code.

2.6.3 Compliance and Certifications

s PCh Track Group is currently PCl 3.1 compliant.

e HIPAA: Track Group offers enhanced security features that support HIPAA requirements.
See below,

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is a United States
law that regulates the collection and handling of "protected health information”

(PHI). Certain organizations called "covered entities" and their business associates are
required to comply with HIPAA.

For Track Group, being "HIPAA-compliant” means that we offer a service that enables
covered entities to collect and manage PHI through monitoring in @ manner compliant with

HIPAA. As part of offering this service, Track Group ensures that it operates in a way that is

consistent and compatible with those laws and Track Group's role as a business associate to
a covered entity user.

Track Group confirms that all instances of Track Group software serving the US market are
hosted in the US.

2.6.4 Incident Response Requirements

Approach to meeting data security incident response requirements:
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Track Group’s Incident Response Plan (IRP) provides instructions for responding to a number of potential
scenarios, including data breaches, denial of service/distributed denial of service attacks, firewall
breaches, virus or malware outbreaks or insider threats as well as procedures for documentation. This
plan enables Track Group to respond quickly and effectively. Our IRP plan covers several phases:
Preparation, Identification, Containment, Eradication, Recovery and Lessons Learned and identifies the
names, contact information and responsibilities of the response team.

a. Maintenance of the Proposers’ Incident Response P