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AGREEMENT

This Agreement is made and entered into by and between the County of Cook, a public body
corporate of the State of Illinois, on behalf of Office of the Chief Procurement Officer hereinafter
referred to as “County’” and Origami Risk, LLC, doing business as a(an) Corporation of the State
of Illinois hereinafter referred to as “Consultant”, pursuant to authorization by the Cook County
Board of Commissioners on July 29, 2015, as evidenced by Board Authorization letter or Board
Agenda attached hereto as EXHIBIT “8”.

BACKGROUND

The County of Cook issued a Request for Proposals “RFP” for Risk Management Information
System. Proposals were evaluated in accordance with the evaluation criteria published in the RFP.
The Consultant was selected based on the proposal submitted and evaluated by the County
representatives.

Consultant represents that it has the professional experience and expertise fo provide the
necessary services and further warrants that it is ready, willing and able to perform in
accordance with the terms and conditions as set forth in this Agreement.

NOW, THEREFORE, the County and Consultant agree as follows:

- TERMS AND CONDITIONS

ARTICLE 1) INCORPORATION OF BACKGROUND

The Background information set forth above is incorporated by reference as if fully set forth
here.

ARTICLE 2) DEFINITIONS
a) Definitions

The following words and phrases have the following meanings for purposes of this
Agreement:

"Additional Services" means those services which are within the general scope of
Services of this Agreement, but beyond the description of services required under Article
3, and all services reasonably necessary to complete the Additional Services to the
standards of pperformance required by this Agreement. Any Additional Services
requested by the Using Agency require the approval of the Chief Procurement Officer in
a written amendment to this Agreement before Consultant is obligated to perform those
Additional Services and before the County becomes obligated to pay for those Additional
Services.




b)

"Agreement"
attached to it
revisions mad

means this Professional Services Agreement, including all exhibits
nd incorporated in it by reference, and all amendments, modifications or
in accordance with its terms.

"Chief Procu
Cook and any

ement Officer" means the Chief Procurement Officer for the County of
epresentative duly authorized in writing to act on his behalf.

"Services" mdans, collectively, the services, duties and responsibilities described in
Article 3 of this Agreement, Exhibit 2 SAAS Terms and Conditions and Exhibit 3
Statement of Work, and any and all work necessary to complete them or carry them out
standard of performance required in this Agreement.

and Conditions” means the Software Subscription Terms and Conditions
Agreement as Exhibit 2.

vi) All references to a number of days mean calendar days, unless expressly indicated
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Incorporation of Exhibits
The following attached Exhibits are made a part of this Agreement:

Exhibit 1 Information Technology Special Conditions
Exhibit 2 SAAS Terms and Conditions

Exhibit 3 Statement of Work

Exhibit 4 Schedule of Compensation

Exhibit 5 Business Associate Agreement

Exhibit 6 Minority and Women Owned Business Enterprise Commitment and
Utilization Plan

Exhibit 7 Evidence of Insurance

Exhibit 8 Board Authorization or Board Agenda

Exhibit 9 Economic Disclosure Statement

Order of Precedence

Unless otherwise stated, this Contract shall be interpreted and construed based upon the
following order of precedence of component parts. Such order of precedence shall
govern to resolve all cases of conflict, ambiguity or inconsistency.

Articles 1-12 of this Agreement

Exhibit 2, SAAS Terms and Conditions

Exhibit 1, Information Technology Special Conditions
Exhibit 5, Business Associate Agreement

Exhibit 3, Statement of Work '

Exhibit 4, | Schedule of Compensation ;
Exhibit 6, Minority and Women Owned Business Enterprise Commitment and
Utilization|Plan

8. Exhibit 7, Evidence of Insurance

9. Exhibit 8, Board Authorization or Board Agenda

10. Exhibit 9, Economic Disclosure Statement

Nk w =

ARTICLE 3) DUTIES AND RESPONSIBILITIES OF CONSULTANT

a)

Scope of Services

Consultant must provide the Services in accordance with the standards of performance set
forth in Section 3c. The Services that Consultant must provide include are those
described in Exhibit 2, SAAS Terms and Conditions and Exhibit 3, Statement of Work ,
which are attached to this Agreement and incorporated by reference as if fully set forth
herein. .




d)

Deliverables

In carrying out its Services, Consultant must prepare or provide to the County various
Deliverables. 'Deliverables" include reports and analyses, produced by Consultant for
the County, as specifically set forth in the Statement of Work.

The County may reject Deliverables that do not include relevant information or data, or
do not include all documents or other materials specified in this Agreement or reasonably
necessary for the purpose for which the County made this Agreement or for which the
County intends to use the Deliverables. If the County determines that Consultant has
failed to comply with the foregoing standards, it has 30 days from the discovery to notify
Consultant of its failure. If Consultant does not correct the failure, if it is possible to do
so, within 30 days after receipt of notice from the County specifying the failure, then the
County, by written notice, may treat the failure as a default of this Agreement under
Article 9.

Partial or incomplete Deliverables may be accepted for review only when required for a
specific and well-defined purpose and when consented to in advance by the County.
Such Deliverables will not be considered as satisfying the requirements of this
Agreement and partial or incomplete Deliverables in no way relieve Consultant of its
commitments under this Agreement.

Standard of Performance

Consultant must perform all Services required of it under this Agreement with that degree
of skill, care and diligence normally shown by a consultant performing services of a
scope and purpose and magnitude comparable with the nature of the Services to be
provided under this Agreement. Consultant acknowledges that it is entrusted with or has
access to valuable and confidential information and records of the County and with
respect to that information, Consultant agrees to be held to the standard of care of a
fiduciary.

Consultant must assure that all Services that require the exercise of professional skills or
judgment are accomplished by professionals qualified and competent in the applicable
discipline and |appropriately licensed, if required by law. Consultant must provide copies
of any such licenses. Consultant remains responsible for the professional and technical
accuracy of all Services or Deliverables furnished, whether by Consultant or its
Subconsultants or others on its behalf. All Deliverables must be prepared in a form and
content satisfactory to the Using Agency and delivered in a timely manner consistent
with the requirements of this Agreement.

If Consultant fails to comply with the foregoing standards, County will be entitled to
exercise the remedies set forth in Article 9 of this Agreement.

Personnel



i) Adequate Staffing

Consultant must, upon receiving a fully executed copy of this Agreement, assign and
maintain during the term of this Agreement and any extension of it an adequate staff of
competent personnel that is fully equipped, licensed as appropriate, available as needed,
qualified and assigned exclusively to perform thé Services. Consultant must include
among its staff the Key Personnel and positions as identified below. The level of
staffing may be revised from time to time by notice in writing from Consultant to the
County and with written consent of the County, which consent the County will not
withhold unregsonably. If the County fails to object to the revision within 14 days after
receiving the notice, then the revision will be considered accepted by the County.

i1) Key Personnel

During the implementation stage of the Services (as set forth in the Statement of Work,
Consultant must not reassign or replace Key Personnel without the written consent of the
County, which consent the County will not unreasonably withhold. "Key Personnel"
means those job titles and the persons assigned to those positions in accordance with the
provisions of this Section 3.d(ii). During such implementation stage, the Using Agency
may at any time in writing notify Consultant that the County will no longer accept
performance of Services under this Agreement by one or more Key Personnel listed.
Upon that notice Consultant must immediately suspend the services of the key person or

“persons and must replace him or them in accordance with the terms of this Agreement. A

list of Key Personnel is found in Exhibit 1, Scope of Services.
iii) Salaries and Wages

Consultant and Subconsultants must pay all salaries and wages due all employees
performing Services under this Agreement unconditionally and at least once a month

without deduc

tion or rebate on any account, except only for those payroll deductions that

are mandatory by law or are permitted under applicable law and regulations. If in the
performance of this Agreement Consultant underpays any such salaries or wages, the
Comptroller for the County may withhold, out of payments due to Consultant, an amount
sufficient to pay to employees underpaid the difference between the salaries or wages
required to be paid under this Agreement and the salaries or wages actually paid these

employees fo
disbursed by
employees to
solely for the
rights.

Minority and
In the perform

or equipment,
commitment 1

r the total number of hours worked. The amounts withheld may be
the Comptroller for and on account of Consultant to the respective
whom they are due. The parties acknowledge that this Section 3.d(iii) is
benefit of the County and that it does not grant any third party beneficiary

Women Owned Business Enterprises Commitment
1ance of this Agreement, including the procurement and lease of materials

Consultant must abide by the minority and women's business enterprise
equirements of the Cook County Ordinance, (Article IV, Section 34-267




through 272) e
in Exhibit 6.

compliance wi
- MBE/WBE Ut

xcept to the extent waived by the Compliance Director, which are set forth

Consultant's completed MBE/WBE Utilization Plan evidencing its
th this requirement are a part of this Agreement, in Form_1 of the
ilization Plan, upon acceptance by the Compliance Director. The Office of

Contract Comy
letter is includg

Insurance

Consultant mu
this Agreemen
return and per
insurance cove

this Agreement.

Insurai

D)
(D

bliance has granted a waiver for this Agreement. A copy of the waiver
d in Exhibit 6. :

st provide and maintain at Consultant's own expense, during the term of
t and any time period following expiration if Consultant is required to
form any of the Services or Additional Services under this Agreement, the
rages and requirements specified below, insuring all operations related to

nce To Be Provided

Workers Compensation and Employers Liability

2)

3)

Workers Compensation Insurance, as prescribed by applicable law,.
covering all employees who are to provide a service under this Agreement
and Employers Liability coverage with limits of not less than $500,000
each accident or illness.

Commercial General Liability (Primary and Umbrella)

Commercial General Liability Insurance or equivalent with limits of not
less than $2.000,000 per occurrence for bodily injury, personal injury and
property damage liability. Coverages must include the following: All
premises and operations, products/completed operations, separation of
insureds, defense and contractual liability (with no limitation
endorsement). Cook County is to be named as an additional insured on a
primary, non-contributory basis for any liability arising directly or
indirectly from the Services.

Subconsultants performing Services for Consultant must maintain limits of
not less than $1,000,000 with the same terms in this Section 3.i(2).

Automobile Liability (Primary and Umbrella)

When any motor vehicles (non-owned and hired) are used in connection
with Services to be performed, Consultant must provide Automobile
Liability Insurance with limits of not less than $1,000.000 per occurrence
limit, for bodily injury and property damage. .



(4)

When

Professional Liability

any professional consultants perform Services in connection with this

Agreement, Professional Liability Insurance covering acts, errors or omissions

must b
include

e maintained with limits of not less than $2.000,000. Coverage must
contractual liability. When policies are renewed or replaced, the policy

retroactive date must coincide with, or precede, start of Services on this
Agreement. A claims-made policy which is not renewed or replaced must have

an exte

nded reporting period of 2 years.

Subconsultants performing Services for Consultant must maintain limits of not
less than $1,000,000 with the same terms in this Section 3.i(4).

Additional Requirements

(1

@

Consultant must furnish the County of Cook, Cook County, Office of the
Chief Procurement Officer, 118 N, Clark St., Room 1018, Chicago, IL
60602, original Certificates of Insurance, or such similar evidence, to be in
force on the date of this Agreement, and Renewal Certificates of
Insurance, or such similar evidence, if the coverages have an expiration or
renewal date occurring during the term of this Agreement. Consultant
must submit evidence of insurance on the County Insurance Certificate
Form (copy attached as Exhibit 7) or equivalent prior to the effective date
of the Agreement. The receipt of any certificate does not constitute
agreement by the County that the insurance requirements in this
Agreement have been fully met or that the insurance policies indicated on
the certificate are in compliance with all Agreement requirements. The
failure of the County to obtain certificates or other insurance evidence
from Consultant is not a waiver by the County of any requirements for
Consultant to obtain and maintain the specified coverages. Consultant
must advise all insurers of the provisions in this Agreement regarding
insurance. Non-conforming insurance does not relieve Consultant of the
obligation to provide insurance as specified in this Agreement.
Nonfulfillment of the insurance conditions may constitute a violation of
this Agreement, and the County retains the right to terminate this
Agreement or to suspend this Agreement until proper evidence of
insurance is provided.

The insurance must provide for 30 days prior written notice to be given to
the County in the event coverage is substantially changed, canceled or
non-renewed.  All deductibles or self-insured retentions on referenced
insurance coverages must be borne by Consultant. Consultant agrees that
insurers waive their rights of subrogation against the County of Cook, its
employees, elected officials, agents or representatives.




g)

G)

(4)

()

(6)

he coverages and limits furnished by Consultant in no way limit
onsultant’s liabilities and responsibilities specified within this
greement or by law. Any insurance or self-insurance programs
aintained by the County of Cook apply in excess of and do not
ontribute with insurance provided by Consultant under this Agreement.

he required insurance is not limited by any limitations expressed in the
indemnification language in this Agreement or any limitation placed on
he indemnity in this Agreement given as a matter of law.

onsultant must require all Subconsultants to provide the insurance
equired in this Agreement, or Consultant may provide the coverages for
ubconsultants. All Subconsultants are subject to the same insurance
equirements as Consultant unless otherwise specified in this Agreement.
f Consultant or Subconsultant desires additional coverages, the party
esiring the additional coverages is responsible for its acquisition and cost.

he County’s Risk Management Office maintains the rights to modify,
elete, alter or change these requirements, after prior written notice to
onsultant. "Risk Management Office" means the Risk Management
ffice, which is under the direction of the Director of Risk Management
nd is charged with reviewing and analyzing insurance and related liability
atters for the County. "

Indemnification

i) Gener

I Indemnification

The Consultant covenants and agrees to indemnify and save harmless the County and its

commissioners

officials, employees, agents and representatives, and their respective

heirs, successors and assigns, from and against any and all costs, expenses, attorney's
fees, losses, damages and liabilities incurred or suffered directly or indirectly from or

attributable to
parties arising

any tangible personal property damages or bodily injury claims by third
out of or incident to the intentional, negligent or willful acts or omissions

of the officers, agents, employees, Consultants, subconsultants, licensees or invitees of

the Consultant

The Consultant expressly understands and agrees that any Performance

Bond or insurance protection required of the Consultant, or otherwise provided by the
Consultant, shall in no way limit the responsibility to indemnify the County as

hereinabove pr

ovided.

ii) Intellectual Property Indemnification

Indemnification. Consultant agrees to indemnify, defend, settle, or pay any third party
claim or action against a Client Party (as defined in the SaaS Terms and Conditions) for
infringement of any U.S. patent or copyright arising from County’s use in accordance

with this Agre

ement of the Service. If the Service or any part of the Service is held to

infringe and the use thereof is enjoined or restrained or, if as a result of a settlement or
compromise, such use is materially adversely restricted, Consultant shall, at its own
expense and ag County’s sole remedy therefor, either: (i) procure for County the right to




h)

continue to use|the Service; or (ii) modify the Service to make it non-infringing, provided
that such modification does not materially adversely affect County’s authorized use of the
Service; or (iii) replace the Service with a functionally equivalent non-infringing program
at no additional charge to County; or (iv) if none of the foregoing alternatives is
reasonably available to Consultant, terminate this Agreement and refund to County any
prepaid but unearned Fees paid to Consultant in advance by County prior to the effective
date of the termination.

Exclusions. Consultant’s indemnification obligations shall not apply to the proportionate
extent where the claim is based : (i) modifications to the Service or any component
thereof made by anyone other than Consultant; (ii) use of any Service in combination
with a product not supplied by Consultant; (iii) use of any Service other than in

accordance with this Agreement or the Documentation.

Conduct. Con

sultant shall have the sole right to conduct the defense, provided that it

obtains consent of the Cook County State’s Attorney in accordance with 55 ILCS 5/3-
9005 (2015) of any such infringement claim or action and all negotiations for its

settlement or ¢
cooperate and
County agrees

ompromise, and to settle or compromise any such claim. County agrees to
ensure that each County Party cooperates with Consultant in doing so.
to give Consultant prompt written notice, in no case longer than within

seven days of teceipt or discovery, of any threat, warning, or notice of any such claim or
action, with copies of any and all documents each Client Party may receive relating

thereto.

Conﬁdenﬁality and Ownership of Documents

(@ Each pe
furnished with
party that has 1
obligations und
respect to the
Information to
its own Confid
than a reasonab
Confidential In
including any §

rty acknowledges and agrees that pursuant to the Agreement, it may be
or otherwise have access to Confidential Information of the other party. The
received Confidential Information (the ‘“Receiving Party”), in fulfilling its
er this Section, shall exercise the same degree of care and protection with
Confidential Information of the party that has disclosed Confidential
the Receiving Party (the “Disclosing Party”) that it exercises with respect to
ential Information, but in no event shall the Receiving Party exercise less
le standard of care. The Receiving Party shall only use, access and disclose
iformation as necessary to fulfill its obligations under the Agreement ,
Statement of Work, or in exercise of its rights expressly granted hereunder.

Receiving Party shall not directly or indirectly disclose, sell, copy, distribute, republish,
create derivative works from, demonstrate or allow any third party to have access to any of
Disclosing Party’s Confidential Information; provided that: (i) Receiving Party may
disclose the Disclosing Party’s Confidential Information to its Affiliates who have a need

to know; (ii) C

onsultant shall have a right to disclose County’s Confidential Information to

County’s Affiliates and Service Providers (as defined in the SaaS Terms and Conditions),
and Consultant’s employees and other agents; and (iii) all use of the Disclosing Party’s
Confidential Information shall be subject to all the restrictions set forth in this Exhibit.

Origami’s Con

fidential Information includes the SOC 2 Audit Report and the components,

breakdown and itemized detail regarding the pricing and Fees under this Agreement, which




)

are trade secrets of Contractor; provided that, County may disclose the overall aggregate
price of this Agreement (without any additional detail) to the extent required by applicable
law. Notwithstanding the foregoing, if a person requests Consultant’s Confidential
Information under the Freedom of Information Act, and the requester challenges or objects
to the County’s redaction or withholding of Consultant’s Confidential Information, the
County shall notify Consultant (i) if the requester has filed a request for review by the
Public Access Counselor and/or (ii) if a requester files a lawsuit against the County.

(b)y  Exclusions. The following information shall not be considered Confidential
Information subject to this Section: (i) information that is publicly available or later
becomes available other than through a breach of this Exhibit; (ii) information that is
known to the Receiving Party or its employees, agents or representatives prior to such
disclosure or is independently developed by the Receiving Party or its employees, agents or
representatives | subsequent to such disclosure; (iii) information that is subsequently
lawfully obtained by the Receiving Party or its employees, agents or representatives from a
third party without obligations of confidentiality; or (iv) information that Disclosing Party
is required to provide by law.

(©) Survival. The obligations set forth in this Section shall expire two years after
termination of the Agreement; provided that the confidentiality obligations for Confidential
Information constituting trade secrets shall survive the termination of the Agreement.

(d) All documents, data, studies, or reports, in respect of Client Data (as defined in the
SaaS Terms and Conditions) generated by or for the County’s authorized use of the
Service (the “IDocuments™) shall be included in the Deliverables and shall be the property
of the County of Cook. It shall be a breach of this Contract for the Consultant to reproduce
or use any Client Data obtained from the County of Cook or any Documents created hereby
other than in accordance with the Agreement and its Exhibits, whether such reproduction or
use is for Consultant’s own purposes or for those of any third party. During the term of this
Agreement, Consultant shall, within 30 days of County’s written request, deliver to County
electronic files| containing the then most recent version of Client Data maintained by
Consultant (in the same format maintained by Consultant) (“Client Data Files”), but in
each case on the condition that (i) County is not then in breach of this Agreement and (it)
County has not made a previous request to Consultant for Client Data Files within the
preceding 12 months. '

Patents, Copyrights and Licenses

If applicable, Consultant shall furnish the Chief Procurement Officer with all rights
required for the County to utilize the Services.

Examination of Records and Audits
Subject to the Consultant’s confidentiality, privacy and security policies and procedures, no

more than once per calendar year, upon not less than 30 days prior written notice, with the
County’s resources and during Consultant’s normal business hours, the Consultant agrees

10



k)

that the Cook County Auditor or any of its duly authorized representatives shall, until
expiration of three (3) years after the final payment under the Contract, have the right to
examine any books, documents, papers, canceled checks, bank statements, purveyor's and

other invoices,

and records of the Consultant directly related to the Contract, or to

Consultant's compliance with any term, condition or provision thereof. The Consultant
shall be responsible for establishing and maintaining records sufficient to document the

costs associated

The Consultant
provision to the

with performance under the terms of this Contract.

further agrees that it shall include in all of its subcontracts hereunder a
effect that the Subcontractor agrees that the Cook County Auditor or any of

its duly authorized representatives shall, until expiration of three (3) years after final

payment under
documents, pap
records of such
Subcontractor ¢
Contract.

In the event the

the subcontract, have access and the right to examine any books,
ers, canceled checks, bank statements, purveyor's and other invoices and
Subcontractor involving transactions relating to the subcontract, or to such
ompliance with any term, condition or provision thereunder or under the

Consultant receives payment under the Contract, reimbursement for which

is later disallowed by the County, the Consultant shall promptly refund the disallowed
amount to the County on request, or at the County's option, the County may credit the
amount disallowed from the next payment due or to become due to the Consultant under
any contract with the County.

Subcontracting or Assignment of Contract or Contract Funds

Once awarded,

this Contract shall not be subcontracted or assigned, in whole or in part,

without the advance written approval of the Chief Procurement Officer, which approval
shall be granted or withheld at the sole discretion of the Chief Procurement Officer. In no
case, however, shall such approval relieve the Consultant from its obligations or change the
terms of the Contract. The Consultant shall not transfer or assign any Contract funds or any

" interest therein

due or to become due without the advance written approval of the Chief

Procurement Officer. The unauthorized subcontracting or assignment of the Contract, in
whole or in part, or the unauthorized transfer or assignment of any Contract funds, either in
whole or in part, or any interest therein, which shall be due or are to become due the
Consultant shall have no effect on the County and are null and void.

Prior to the commencement of the Contract, the Consultant shall identify in writing to the
Chief Procurement Officer the names of any and all Subcontractors it intends to use in the
performance of| the Contract by completing the Identification of Subcontractor/Supplier/

Subconsultant Form (“ISF”).

disapprove any
Contract. Cons
Contract which
Chief Procurem

The Consultant

The Chief Procurement Officer shall have the right to
Subcontractor. All Subcontractors shall be subject to the terms of this
sultant shall incorporate into all subcontracts all of the provisions of the
affect such subcontract. Copies of subcontracts shall be provided to the
ent Officer upon request.

must disclose the name and business address of each Subcontractor,
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D

attorney, lobbyist, accountant, consultant and any other person or entity whom the
Consultant has |retained or expects to retain in connection with the Matter, as well as the
nature of the relationship, and the total amount of the fees paid or estimated to be paid. The
Consultant is not required to disclose employees who are paid or estimated to be paid. The
Consultant is not required to disclose employees who are paid solely through the
Consultant’s regular payroll. “Lobbyist” means any person or entity who undertakes to
influence any legislation or administrative action on behalf of any person or entity other
than: (1) a not-for-profit entity, on an unpaid basis, or (2), himself. ,
“Lobbyist” also means any person or entity any part of whose duties as an employee of
another includes undertaking to influence any legislative or administrative action. If the
Consultant is uncertain whether a disclosure is required under this Section, the Consultant
must either ask the County, whether disclosure is required or make the disclosure.

The County reserves the right to prohibit any person from entering any County facility for
any reason. All Consultants and Subcontractor of the Consultant shall be accountable to
the Chief Procurement Officer or his designee while on any County property and shall
abide by all rules and regulations imposed by the County.

Notwithstanding anything in this Agreement to the contrary, the provisions of this
Agreement with respect to subcontracts and subcontractors shall not apply to Contractor’s
(1) vendors, data centers, storage or processing facilities provided by any vendor or other
third party to the Contractor, or (ii) any other vendor or third party that provides goods or
services to the Contractor in connection with the Service in the ordinary course of business,

- including, without limitation, Amazon Web Services.

Professional Social Services
(Intentionally Omitted)

ARTICLE 4) TERM OF PERFORMANCE

b)

Term of Performance

~ This Agreement takes effect when approved by the Cook County Board and its term shall

begin on August 1, 2015 ("Effective Date") and continue until July 31, 2018 or until this
Agreement is terminated in accordance with its terms, whichever occurs first (the “Initial
Term”).

Timeliness of Performance

1) Consultant must provide the Services within the term and within

limits required under this Agreement, pursuant to the provisions of
Section|4.a and Exhibit 3, Statement of Work. Further, Consultant acknowledges
that TIME IS OF THE ESSENCE with respect to the time frames expressly set
forth in|the Statement of Work and that the failure of Consultant to comply with
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the time limits expressly described in the Statement of Work may result in
economic or other losses to the County.

it) Neither Consultant nor Consultant’s agents, employees nor Subcontractors are
entitled | to any damages from the County, nor is any party entitled to be
reimbursed by the County, for damages, charges or other losses or expenses
incurred by Consultant by reason of delays or hindrances in the performance of
the Services, whether or not caused by the County.

Agreement Extension Option
The parties may, upon mutual agreement, at any time before the expiration of the Initial

Term elect to renew this Agreement for up to two (2) additional three-year periods under
such terms and conditions as the parties mutually agree.

ARTICLE 5) COMPENSATION

b)

Basis of Payment

The County will pay Consultant according to the Schedule of Compensation in the attached

Exhibit 4 for the successful completion of services. The total not to exceed fee for this
contract is $338,700.00

Method of Payment

All invoices submitted by the Consultant shall be in accordance with the cost provisions
contained in the Agreement and shall contain a detailed description of the Deliverables,
including the quantity of the Deliverables, for which payment is requested. All amounts
to be paid the Contractor under the Agreement shall be due and payable net 45 days from
the date of invoice. All invoices for services shall include itemized entries indicating the
date or time period in which the services were provided, the amount of time spent
performing the|services, and a detailed description of the services provided during the
period of the invoice. All invoices shall reflect the amounts invoiced by and the amounts
paid to the Consultant as of the date of the invoice. Invoices for new charges shall not
include “past due” amounts, if any, which amounts must be set forth on a separate
invoice. Consultant shall not be entitled to invoice the County for any late fees or other
penalties. :

In accordance with Section 34-177 of the Cook County Procurement Code, the County
shall have a right to set off and subtract from any invoice(s) or Contract price, a sum equal
to any fines and penalties, including interest, for any tax or fee delinquency and any debt or
obligation owed by the Consultant to the County. The Consultant acknowledges its duty to
ensure the accuracy of all invoices submitted to the County for payment. By submitting the
invoices, the Consultant certifies that all itemized entries set forth in the invoices are true

and correct. The Consultant acknowledges that by submitting the invoices, it certifies that -

it has delivered the Deliverables, i.c., the goods, supplies, services or equipment set forth in
the Agreement to the Using Agency, or that it has properly performed the services set forth

13



d)

in the Agreement. The invoice must also reflect the dates and amount of time expended in
the provision of services under the Agreement. The Consultant acknowledges that any
inaccurate statements or negligent or intentional misrepresentations in the invoices shall
result in the County exercising all remedies available to it in law and equity including, but
not limited to, a delay in payment or non-payment to the Consultant, and reporting the
matter to the Cook County Office of the Independent Inspector General.

When a Consultant receives any payment from the County for any supplies, equipment,
goods, or services, it has provided to the County pursuant to its Agreement, the
Consultant must make payment to its Subcontractors within 15 days after receipt of
payment from the County, provided that such Subcontractor has satisfactorily provided
the supplies, equipment, goods or services in accordance with the Contract and provided
the Consultant with all of the documents and information required of the Consultant. The
Consultant may delay or postpone payment to a Subcontractor when the Subcontractor’s
supplies, equipment, goods, or services do not comply with the requirements of the
Contract, the Consultant is acting in good faith, and not in retaliation for a Subcontractor
exercising legal or contractual rights.

Funding

The source of funds for payments under this Agreement is identified in Exhibit 2,
Schedule of Compensation. Payments under this Agreement must not exceed the dollar
amount shown| in Exhibit 2 without a written amendment in accordance with Section

iation

If no funds or insufficient funds are appropriated and budgeted in any fiscal period of the
County for payments to be made under this Agreement, then the County will notify
Consultant in writing of that occurrence, and this Agreement will terminate on the earlier
of the last day of the fiscal period for which sufficient appropriation was made or
whenever the |funds appropriated for payment under this Agreement are exhausted.
Payments for Services completed to the date of notification will be made to Consultant.
No payments will be made or due to Consultant and under this Agreement beyond those
amounts appropriated and budgeted by the County to fund payments under this
Agreement.

Taxes

Federal Excise Tax does not apply to materials purchased by the County by virtue of
Exemption Certificate No. 36-75-0038K. Illinois Retailers' Occupation Tax, Use Tax and
Municipal Retailers' Occupation Tax do not apply to deliverables, materials or services
purchased by the County by virtue of statute. The price or prices quoted herein shall
include any and all other federal and/or state, direct and/or indirect taxes which apply to
this Contract. The County's State of Illinois Sales Tax Exemption Identification No. is E-
9998-2013-07.
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Price Reductio
(Intentionally (

n

Dmitted)
g) Consultant Credits
To the extent t
financial incent
materials or set
and not any spe
and in the amou

he Consultant gives credits toward future purchases of goods or services,
ives, discounts, value points or other benefits based on the purchase of the
vices provided for under this Contract, such credits belong to the County
cific Using Agency. Consultant shall reflect any such credits on its invoices
Ints it invoices the County.

ARTICLE 6) DISPUTES
Except as provided oth
Contract between the (
The complaining party
specific relevant Contr
Chief Procurement Off
within five days of sy
writing and mail or oth
Procurement Officer
administrative review.
dispute resolution as pr
equity. However, unl
additional time is requi

ierwise in the SAAS Terms and Conditions, any dispute arising under the
County and Consultant shall be decided by the Chief Procurement Officer.
shall submit a written statement detailing the dispute and specifying the
ract provision(s) to the Chief Procurement Officer. Upon request of the
icer, the party complained against shall respond to the complaint in writing
ich request. The Chief Procurement Officer will reduce her decision to
lerwise furnish a copy thereof to the Consultant. The decision of the Chief
will be the final and binding and there are no additional levels of
Except as otherwise stated in Exhibit 2, SAAS, Terms and Conditions,
ovided herein shall be a condition precedent to any other action at law or in
ess a notice is issued by the Chief Procurement Officer indicating that
red to review a dispute, the parties may exercise their respective rights and

remedies, if any, if no
Procurement Officer o
time period. No infere
Officer.

If the County disputes
County will provide th
applicable invoice. Th
contends are in dispute
either a justification o
issues presented in the
necessary to develop ¢
resolve any issues pres
the amount(s) actually
Consultant is unable

County’s failure to co
frame set forth in the :
reserves the right to st
the County fails to pay|

Notwithstanding a dis

action plan, the County will remit full payment of the invoice.
ispend delivery of Services, including maintenance and support services, if

decision is made within sixty (60) days following notification to the Chief
f a dispute or if the parties are unable to resolve their dispute within such
nce shall be drawn from the absence of a decision by the Chief Procurement

that the Services or Deliverables does not conform to the Agreement, the
e Consultant with written notice within thirty (30) days of the receipt of the
1e written notice shall contain sufficient detail of the issues that the County
. Consultant shall provide a written response to the County that will include
f the invoice, an adjustment to the invoice, or a proposal addressing the
County’s notice. The County and Consultant will work together as may be

an action plan that outlines reasonable steps to be taken by each party to
ented in the notice. The County agrees that it will only withhold payment of

in dispute until the action items outlined in the action plan are completed. If

to complete the action items outlined in the action plan because of the

mplete the items agreed to be performed by the County, within the time
Consultant

an invoice which is not in dispute.

pute, Consultant shall continue to discharge all its obligations, duties and
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responsibilities set forth in the Contract during any dispute resolution proceeding unless otherwise
agreed to by the County in writing.

ARTICLE 7) COOPERATION WITH INSPECTOR GENERAL AND COMPLIANCE

WITH ALL LAWS

The Consultant, Subcontractor, licensees, grantees or persons or businesses who have a County
contract, grant, license, or certification of eligibility for County contracts shall abide by all of the
applicable provisions of the Office of the Independent Inspector General Ordinance (Section 2-281
et. seq. of the Cook County Code of Ordinances). Failure to cooperate as required may result in
monetary and/or other penalties. '

The Consultant shall opserve and comply with the laws, ordinances, regulations and codes of the
Federal, State, County and other local government agencies that apply to the performance of the
Contract including, but not limited to, those County Ordinances set forth in the Certifications
attached hereto and incorporated herein. Assurance of compliance with this requirement by the
Consultant’s employees, agents or Subcontractor shall be the responsibility of the Consultant.

The Consultant shall secure and pay for all federal, state and local licenses, permits and fees

required hereunder.

ARTICLE 8) SPECIAL CONDITIONS

a)

Warranties an

In connection

D)

iii)

Representations
ith signing and carrying out this Agreement, Consultant:

warrants that Consultant is appropriately licensed under Illinois law to perform
the Services required under this Agreement and will perform no Services for
which a professional license is required by law and for which Consultant is not
appropriately licensed,

warrants it is financially solvent; it and each of its employees, agents and
Subcontractors of any tier are competent to perform the Services required under
this Agreement; and Consultant is legally authorized to execute and perform or
cause to be performed this Agreement under the terms and conditions stated in
this Agreement;

warrants that it will not knowingly use the services of any ineligible consultant or
ractor for any purpose in the performance of its Services under this

Agreement;

warrants that Consultant and its Subcontractors are not in default at the time this
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b)

d)

vi)

vii)

Ethics

)

Agreement is signed, and has not been considered by the Chief Procurement
Officer to have, within 5 years immediately preceding the date of this Agreement,
been found to be in default on any contract awarded by the County;

represents that it has carefully examined and analyzed the provisions and
requirements of this Agreement; it understands the nature of the Services
required; from its own analysis it has satisfied itself as to the nature of all things
needed [for the performance of this Agreement; this Agreement is feasible of
performance in accordance with all of its provisions and requirements, and
Consultant warrants it can and will perform, or cause to be performed, the
Services in strict accordance with the provisions and requirements of this
Agreement;

represents that Consultant and, to the best of its knowledge, its Subcontractors are
not in violation of the provisions of the Illinois Criminal Code, 720 ILCS 5/33E
as amended; and

acknowledges that any certification, affidavit or acknowledgment made under
oath in connection with this Agreement is made under penalty of perjury and, if
false, is|also cause for termination under Sections 9.a and 9.c.

In additjon to the foregoing warranties and representations, Consultant warrants:

(1)  no officer, agent or employee of the County is employed by Consultant or
has a financial interest directly or indirectly in this Agreement or the
compensation to be paid under this Agreement except as may be permitted
in writing by the Board of Ethics.

(2)  no payment, gratuity or offer of employment will be made in connection
with this Agreement by or on behalf of any Subcontractors to the prime
Consultant or higher tier Subcontractors or anyone associated with them,
as an inducement for the award of a subcontract or order.

Joint and Several Liability

If Consultant, or its successors or assigns, if any, is comprised of more than one .

individual or other legal entity (or a combination of them), then under this Agreement,
each and without limitation every obligation or undertaking in this Agreement to be
fulfilled or performed by Consultant is the joint and several obligation or undertaking of
each such individual or other legal entity.

Business Documents

At the

request|of the Cook County, in order to determine the Consultant’s authority to

execute this Agreement and the Consultant’s good standing. Consultant must provide
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copies of its latest articles of incorporation, by-laws and resolutions, or partnership or
joint venture agreement, as applicable.

e) Conflicts of Interest

)

iif)

No member of the governing body of the County or other unit of government and

no other officer, employee or agent of the County or other unit of government
who exercises any functions or responsibilities in connection with the Services to
which this Agreement pertains is permitted to have any personal interest, direct or
indirect, in this Agreement. No member of or delegate to the Congress of the

United

States or the Illinois General Assembly and no Commissioner of the Cook

" County Board or County employee is allowed to be admitted to any share or part

of this Agreement or to any financial benefit to arise from it.

Consultant covenants that it, and to the best of its knowledge, its Subcontractors if
any (collectively, "Consulting Parties"), presently have no direct or indirect
interest |and will not acquire any interest, direct or indirect, in any project or
contract that would conflict in any manner or degree with the performance of its
Services under this Agreement.

Upon the request of the County, Consultant must disclose to the County its past

client list and the names of any clients with whom it has an ongoing relationship.
Consultant is not permitted to perform any Services for the County on
applications or other documents submitted to the County by any of Consultant’s
past or| present clients. If Consultant becomes aware of a conflict, it must
immediately stop work on the assignment causing the conflict and notify the

County

Without limiting the foregoing, if the Consulting Parties assist the County in

determining the advisability or feasibility of a project or in recommending,
researching, preparing, drafting or issuing a request for proposals or bid
specifications for a project, the Consulting Parties must not participate, directly or
indirectly, as a prime, Subcontractor or joint venturer in that project or in the
preparation of a proposal or bid for that project during the term of this Agreement
or afterwards. The Consulting Parties may, however, assist the County in
reviewing the proposals or bids for the project if none of the Consulting Parties

have a

relationship with the persons or entities that submitted the proposals or

bids for that project.

The Consultant further covenants that, in the performance of this Agreement, no

person

having any conflicting interest will be assigned to perform any Services or

have access to any confidential information, as defined in Section 3.h of this
Agreement. If the County, by the Chief Procurement Officer in his reasonable
judgment, determines that any of Consultant's Services for others conflict with the
Services Consultant is to render for the County under this Agreement, Consultant
must terminate such other services immediately upon request of the County.
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f)

vi)

Furthermore, if any federal funds are to be used to compensate or reimburse

Consultant under this Agreement, Consultant represents that it is and will remain
in compliance with federal restrictions on lobbying set forth in Section 319 of the
Department of the Interior and Related Agencies Appropriations Act for Fiscal
year 1990, 31 U.S.C. § 1352, and related rules and regulations set forth at 54 Fed.
Reg. 52,309 ff. (1989), as amended. If federal funds are to be used, Consultant
must execute a Certification Regarding Lobbying, which will be attached as an

exhibit

and incorporated by reference as if fully set forth here.

Non-Liability of Public Officials

Consultant and any assignee or Subcontractor of Consultant must not charge any official,
employee or agent of the County personally with any liability or expenses of defense or hold any
official, employee or agent of the County personally liable to them under any term or provision
of this Agreement or because of the County's execution, attempted execution or any breach of
this Agreement.

ARTICLE 9) EVENTS OF DEFAULT, REMEDIES, TERMINATION, SUSPENSION
AND RIGHT TO OFFSET ‘

a)

Events of Default Defined

The following constitute events of default:

)

ii)

Any material misrepresentation, whether negligent or willful and whether in the
inducement or in the performance, made by Consultant to the County.

Consultant's material failure to perform any of its obligations under this
Agreement, including the following:

(a)

Failure of the software-as-a-service portion of the Services to perform in

all material respects in accordance with the Documentation when used in
accordance with the terms of the SaaS Terms and Conditions on the hardware and
with the third-party software specified by Consultant from time to time.;

(b)

Failure to perform the Services (other than the software-as-a-service

portion|thereof) in a professional and commercially reasonable manner consistent
with the standard of care exercised by Consultant in performing similar services
for other clients.

(©)
filing ft

(d)

Inability to perform the Services satisfactorily as a result of insolvency,
or bankruptey or assignment for the benefit of creditors;

Failure to comply with any other material term of this Agreement,
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b)

- Remedies

including the provisions concerning insurance and nondiscrimination.

® Failure to comply with the terms of the Business Associate Agreement.

1i1) Any change in ownership of more than 5 percent or change of control of
Consultant without sending prior written notice to the Chief Procurement Officer;
provided that, if such change results in the Consultant, under applicable law,
bécoming disqualified or ineligible from doing business with the County, then the
County | may terminate this Agreement if (i) County send notice of intent to
terminate within 15 days to Consultant and (ii) Consultant proceeds with such
change in ownership or control after receiving such notice from the County..

iv) Consultant's default under any other agreement it may presently have or may
enter into with the County during the life of this Agreement. Consultant
acknowledges and agrees that in the event of ‘a default under this Agreement the
County may also declare a default under any such other Agreements.

V) Failure to comply with Article 7 in the performance of the Agreement.

vi) Consultant’s repeated or continued violations of County ordinances unrelated to
performance under the Agreement that in the opinion of the Chief Procurement
Officer|indicate a willful or reckless disregard for County laws and regulations.

The occurrence of any event of default permits the County, at the County’s sole option ,
to declare Consultant in default. The Consultant shall have the opportunity to cure any
default 30 days after receiving notice thereof from the County, unless extended by the
Chief Procurement Officer. Whether to declare Consultant in default is within the sole
discretion of the Chief Procurement Officer and neither that decision nor the factual basis
for it is subject|to review or challenge under the Disputes provision of this Agreement.

The Chief Procurement Officer will give Consultant written notice of the default, either
in the form of |a cure notice ("Cure Notice"), or, if Consultant has not cured the default
within the time period set forth in the Cure Notice, a default notice ("Default Notice").
If the Chief Procurement Officer gives a Default Notice, he will also indicate any present
intent he may have to terminate this Agreement, and the decision to terminate (but not the
decision not to terminate) is final and effective upon giving the notice. The Chief
Procurement Officer may give a Default Notice only if Consultant fails to affect a cure
within the cure period given in a Cure Notice. When a Default Notice with intent to
terminate is given as provided in this Section 9.b and Article 11, Consultant must
discontinue any Services unless otherwise directed in the notice, and deliver all materials
accumulated in the performance of this Agreement, whether completed or in the process,
to the County| After giving a Default Notice, the County may invoke the following
remedies .
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iii)

With respect to an event of default described in Section 9(a)(ii)(a), except as

“stated otherwise in the SLA set forth in the Statement of Work , the County’s sole

and exclusive remedies, and Consultant’s sole liability, shall be as follows: (i)
first, Consultant shall deliver to County a replacement Service, a work-around
and/or an error/bug fix as may be necessary to correct the nonconformity, at
Consultant’s sole expense; and (ii) second, if Consultant is unable or deems it
commercially unreasonable to replace the nonconforming Service within thirty
(30) days of the date that Consultant received notice of such nonconformity from

With respect to an event of default described in Section 9(a)(ii)(b), County’s sole
remedy for breach of this warranty shall be as follows; (i) first, Consultant shall
re-performance of the nonconforming Services in a professional and
commeicially reasonable manner consistent with the standard of care exercised by
Consultant in performing similar services for other clients, and (ii) if such
nonconforming Services cannot be re-performed in accordance with the foregoing
warranty within 30 days, then Consultant shall refund amounts pre-paid by
County [for such portion of the Services that was nonconforming and could not be
successtully re-performed in accordance with the foregoing, provided that
Consultant must have received written notice of the nonconformity from County
no later than 30 days after the original performance of the applicable Service by
Consultant.

Notwithstanding the limited remedies set forth in paragraphs (i) and (ii) above,
nothing|in this Section will prohibit County from (A) seeking recovery of direct
damages under applicable insurance policies for Consultant’s negligent or willful -
acts or omissions or, (B) when and to the extent applicable, exercising its rights to
indemnification under paragraph (g) of Article 3 of this Agreement.

With respect to any other event of default, the County may invoke the following

remedies, if such event of default is not cured by Consultant within 30 days after
receiving written notice of such default from County:

With respect to any other event of default under this Agreement, the County may

exercise the following remedies:

(A)  The right to terminate this Agreement as to any or all of the Services yet to

be performed effective at a time specified by the County;

ii)
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ii1) (B)  The right to money damages, subject to the limitations of liability under
the Agreement (including the SaaS Terms and Conditions);

1v) The right to withhold all or any part of Consultant's compensation under this
Agreement;

The right to consider Consultant non-responsible in future contracts to be awarded by the
County. '

If the Chief Procurement Officer considers it to be in the County’s best interests, he may
elect not to declare default or to terminate this Agreement. The parties acknowledge that
this provision fis solely for the benefit of the County and that if the County permits
Consultant to continue to provide the Services despite one or more events of default,
Consultant is in no way relieved of any of its responsibilities, duties or obligations under
this Agreement, nor does the County waive or relinquish any of its rights.

No delay or omission to exercise any right or power accruing upon any event of default
impairs any such right or power, nor is it a waiver of any event of default nor
acquiescence in it, and every such right and power may be exercised from time to time
and as often as the County considers expedient.

Early Termination

In addition to termination under Sections 9.a and 9.b of this Agreement, the County may
terminate this Agreement, or all or any portion of the Services to be performed under it,
effective at the end of any Contract Year by delivering 90 days prior notice in writing
from the County to Consultant. The term “Contract Year” means (i) the 12-month period
beginning on the Effective Date and ending 12 months thereafter and (ii) each successive
12-month period thereafter during the Initial Term of this Agreement.

The County will give notice to Consultant in accordance with the provisions of Article
11. The effective date of termination will be the date the notice is received by Consultant
or the date stated in the notice, whichever is later. If the County elects to terminate this
Agreement in full, all Services to be provided under it must cease and all materials that
may have been accumulated in performing this Agreement, whether completed or in the
process, must be delivered to the County on or prior to the effective date of termination.

After the notice is received, Consultant must restrict its activities, and those of its
Subcontractors, to winding down any reports, analyses, or other activities previously
begun. No costs incurred after the effective date of the termination are allowed.
Payment for any Services actually and satisfactorily performed before the effective date
of the termination is on the same basis as set forth in Article 5. No amount of
compensation, however, is permitted for anticipated profits on unperformed Services for
periods after the effective date of termination. The County and Consultant must attempt
to agree on the amount of any other compensation to be paid to Consultant, but if not
agreed on, the dispute must be settled in accordance with Article 6 of this Agreement.
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d)

costs incurred:

made to Consultant is in full settlement for all Services satisfactorily
performed under this Agreement.

Consultant must include in its contracts with Subcontractors an early termination
provision in form and substance equivalent to this early termination provision to prevent
claims against|the County arising from termination of subcontracts after the early
termination. Consultant will not be entitled to make any early termination claims against
the County resulting from any Subcontractor’s claims against Consultant or the County to
the extent inconsistent with this provision.

If the County's| election to terminate this Agreement for default under Sections 9.a and
9.b is determined in a court of competent jurisdiction to have been wrongful, then in that
case the termination is to be considered to be an early termination under this Section 9.c.

Suspension

The County may at any time request that Consultant suspend its Services, or any part of
them, by giving 15 days prior written notice to Consultant or upon informal oral, or even
no notice, in the event of emergency. No costs incurred after the effective date of such
suspension are| allowed; except that County shall continue paying all Fees for licenses
and hosting. Consultant must promptly resume its performance of the Services under the
same terms and conditions as stated in this Agreement upon written notice by the Chief
Procurement Officer and such equitable extension of time as may be mutually agreed
upon by the Chief Procurement Officer and Consultant when necessary for continuation
or completion of Services. Any additional costs or expenses actually incurred by
Consultant as a result of recommencing the Services must be treated in accordance with
the compensation provisions under Article 5 of this Agreement.

No suspension of this Agreement is permitted in the aggregate to exceed a period of 45
days within one year of this Agreement. If the total number of days of suspension
exceeds 45 ddys, Consultant by written notice may treat the suspension as an early
termination of this Agreement under Section 9.c.

Right to Offse
In connection

ith performance under this Agreement, the County may offset any excess

1) if the County has any credits due or has made any overpayments under this
Agreement.

Delays
Consultant agrees that no charges or claims for damages shall be made by Consultant for
any delays or hindrances from any cause whatsoever during the progress of any portion of

this Contract; provided that, Consultant shall be entitled to terminate the Agreement upon
30 days prior written notice to County
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g) Prepaid Fees

In the event this Contract is terminated by the County for cause, and the County has
prepaid for any Services, Consultant shall refund to the County, on a prorated basis to the
effective date of termination, all amounts prepaid for Services not actually provided as of
the effective date of the termination. The refund shall be made within 45 days of the
effective date of termination.

(h) Disclaimers

() EXCEPT AS OTHERWISE EXPRESSLY STATED IN THIS AGREEMENT,
CONSULTANT MAKES NO WARRANTY OR REPRESENTATION WHATSOEVER,
EITHER EXBRESS, IMPLIED OR STATUTORY, WITH RESPECT TO THE
SOFTWARE, CUSTOM SOFTWARE, WORK PRODUCT, THE SERVICES OR ANY
OTHER SERVICES PROVIDED HEREUNDER OR THE USE THEREOF BY
COUNTY D ITS USERS, INCLUDING QUALITY, PERFORMANCE,
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-
INFRINGEMENT, AND CONSULTANT HEREBY DISCLAIMS THE SAME.
EXCEPT AS QTHERWISE SET FORTH IN THIS EXHIBIT, CONSULTANT AND ITS
LICENSORS DO NOT REPRESENT OR WARRANT THAT: (a) THE USE OF THE
SERVICE WILL BE UNINTERRUPTED OR ERROR-FREE; OR (b) THE SERVICE
WILL MEET| COUNTY’S REQUIREMENTS OR EXPECTATIONS, EXCEPT AS
OTHERWISE |[EXPRESSLY STATED IN THE SOW ; OR (c) ALL ERRORS OR
DEFECTS IN THE SERVICE WILL BE CORRECTED.

(11) COUNTY ACKNOWLEDGES AND AGREES THAT THE SERVICE IS A
TOOL TO BE USED BY COUNTY IN THE COURSE OF EXERCISING ITS
PROFESSIONAL JUDGMENT. THE SERVICE MAY BE SUBJECT TO
LIMITATIONS, DELAYS, AND OTHER PROBLEMS INHERENT IN THE USE OF
THE INTERNET AND ELECTRONIC COMMUNICATIONS. CONSULTANT IS NOT
RESPONSIBLE FOR ANY DELAYS, DELIVERY FAILURES, OR OTHER DAMAGE
RESULTING | FROM SUCH PROBLEMS OUTSIDE OF ITS REASONABLE
CONTROL. NO CONSULTANT AGENT OR EMPLOYEE IS AUTHORIZED TO
MAKE ANY EXPANSION, MODIFICATION OR ADDITION TO THIS LIMITATION
AND EXCLUSION OF WARRANTIES IN THIS EXHIBIT.

(iii)  Consultant shall not be responsible for: (A) any non-conformities of the Service
with Documentation, omissions, delays, inaccuracies or any other failure caused by a Client
Party’s computer systems, hardware or software (other than the Service), including by
interfaces with such third party software, or any inaccuracies that such systems may cause
within the Service; or (B) any data that Consultant receives from a Client Party or third
party sources |and including the data’s accuracy or completeness, or County’s claim
handling or other decisions. Consultant disclaims any liability for interception of any such
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data or communications, including of encrypted data. County agrees that Consultant shall
have no responsibility or liability for any damages arising in connection with access to or
use of the Service by any Client Party, other than as authorized by the Agreement.

(1) LIMITATION OF LIABILITY.

isclaimer of Damages. EXCEPT FOR DATA BRACHES, AND

BE LIABLE UNDER OR IN CONNECTION WITH THE
AGREEMENT| FOR INDIRECT, SPECIAL, PUNITIVE, INCIDENTAL. OR

SERVICE, LOSS OF USE OF THE SERVICE OR ANY OTHER SOFTWARE OR
OTHER PROPERTY, LOSS OF DATA, THE COSTS OF RECOVERING OR
RECONSTRUCTING SUCH DATA OR THE COST OF SUBSTITUTE SOFTWARE,
SERVICES OR DATA, OR FOR CLAIMS BY THIRD PARTIES, EVEN IF ADVISED
OF THE POSS|BILITY OF SUCH DAMAGES.

(b) imitation of Liability. EXCEPT AS STATED IN THE FOLLOWING
SENTENCE, | UNDER NO CIRCUMSTANCES SHALL CONSULTANT’S
AGGREGATE MAXIMUM LIABILITY UNDER OR IN CONNECTION WITH THE
AGREEMENT EXCEED $500,000. CONSULTANT’S AGGREGATE MAXIMUM
LIABILITY FOR ANY DATA BREACHES OR BREACHES OF CLIENT’S
CONFIDENTIAL INFORMATION UNDER OR IN CONNECTION WITH THE
AGREEMENT SHALL NOT EXCEED $1,000,000.

ARTICLE 10) GENERAL CONDITIONS

a)

Entire Agreement
1) General

This Agreement, and the exhibits attached to it and incorporated in it, constitute
the entire agreement between the parties and no other warranties, inducements,
considerations, promises or interpretations are implied or impressed upon this
Agreement that are not expressly addressed in this Agreement.

i1) No Collateral Agreements

Each party acknowledges that, except only for those representations, statements or

promises expressly contained in this Agreement and any exhibits attached to it
and incorporated by reference in it, no representation, statement or promise, oral
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b)

iif)

Counterparts

or in writing, of any kind whatsoever, by such party, its officials, agents or
employees, has induced the other party to enter into this Agreement or has been
relied upon by the other party, including any with reference to:

(a) he meaning, correctness, suitability or completeness of any provisions or
equirements of this Agreement;

(b) he nature of the Services to be performed;

(©) he nature, quantity, quality or volume of any materials, equipment, labor
ind other facilities needed for the performance of this Agreement;

(d) he general conditions which may in any way affect this Agreement or its
erformance;

(e) he compensation provisions of this Agreement; or

® ny other matters, whether similar to or different from those referred to in

a) through (e) immediately above, affecting or having any connection
ith this Agreement, its negotiation, any discussions of its performance or
hose employed or connected or concerned with it.

No Omissions

Consultant acknowledges that Consultant was given an opportunity to review all
documents forming this Agreement before signing this Agreement in order that it
might request inclusion in this Agreement of any statement, representation,

or provision that it desired or on that it wished to place reliance.
Consultant did so review those documents, and either every such statement,

very such statement, representation, promise or provision has been
included in this Agreement or else, if omitted, County relinquishes the benefit of

any other claim on account of its omission.
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d)

This Agreement is comprised of several identical counterparts, each to be fully signed by
the parties and leach to be considered an original having identical legal effect.

Contract Amendments

The parties may during the term of the Contract make amendments to the Contract but only
as provided in this section. Such amendments shall only be made by mutual agreement in
writing.

In the case of Contracts not approved by the Board, the Chief Procurement Officer may
amend a contract provided that any such amendment does not extend the Contract by more
than one (1) year, and further provided that the total cost of all such amendments does not
increase the total amount of the Contract beyond $150,000. Such action may only be made
with the advance written approval of the Chief Procurement Officer. If the amendment
extends the Contract beyond one (1) year or increases the total award amount beyond
$150,000, then Board approval will be required.

No Using Agency or employee thereof has authority to make any amendments to this
Contract. Any|amendments to this Contract made without the express written approval of
the Chief Procurement Officer is void and unenforceable.

Consultant is hereby notified that, except for amendments which are made in accordance

with this Secti

onl0.c. Contract Amendments, no Using Agency or employee thereof has

authority to make any amendment to this Contract.

Governing La)

This Contract
The Consultant
the contrary,
Contract, or ari
the Contract, s
State of Illinoi
accordance wit

w and Jurisdiction

>ha11 be governed by and construed under the laws of the State of Illinois.
irrevocably agrees that, subject to the County's sole and absolute election to
any action or proceeding in any way, manner or respect arising out of the
sing from any dispute or controversy arising in connection with or related to
hall be litigated only in courts within the Circuit Court of Cook County,
s, and the Consultant consents and submits to the jurisdiction thereof. In
h these provisions, Consultant waives any right it may have to transfer or

change the venue of any litigation brought against it by the County pursuant to this

Contract.

Severability

If any provision of this Agreement is held or considered to be or is in fact invalid, illegal,
inoperative or unenforceable as applied in any particular case in any jurisdiction or in all
cases because it conflicts with any other provision or provisions of this Agreement or of

any constitutio

n, statute, ordinance, rule of law or public policy, or for any other reason,

those circumstances do not have the effect of rendering the provision in question invalid,
illegal, inoperative or unenforceable in any other case or circumstances, or of rendering
any other provision or provisions in this Agreement invalid, illegal, inoperative or

unenforceable

to any extent whatsoever. The invalidity, illegality, inoperativeness or
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g)

h)

unenforceability of any one or more phrases, sentences, clauses or sections in this
Agreement does not affect the remaining portions of this Agreement or any part of it.

Assigns

All of the terms and conditions of this Agreement are binding upon and inure to the
benefit of the parties and their respective legal representatives, successors and assigns.

Cooperation

Upon termination of this Agreement, the parties may agree in writing for the provision by
Consultant of certain transition services at Consultant’s then-prevailing hourly rates. The
term and scope of such transition services shall be as set forth in a written agreement
between Consultant and County.

Waiver

Nothing in this Agreement authorizes the waiver of a requirement or condition contrary
to law or ordinance or that would result in or promote the violation of any federal, state or
local law or ordinance.

Whenever under this Agreement a party by a proper authority waives the other party’s
performance in any. respect or waives a requirement or condition to either party’s
performance, the waiver so granted, whether express or implied, only applies to the
particular instance and is not a waiver forever or for subsequent instances of the
performance, requirement or condition. No such waiver is a modification of this
Agreement regardless of the number of times such party may have waived the
performance, requirement or condition. Such waivers must be provided to the other party
in writing.

Independent Consultant

This Agreement is not intended to and will not constitute, create, give rise to, or
otherwise recognize a joint venture, partnership, corporation or other formal business
association or organization of any kind between Consultant and the County: The rights
and the obligations of the parties are only those expressly set forth in this Agreement.
Consultant must perform under this Agreement as an independent Consultant and not as a
representative, employee, agent, or partner of the County.

This Agreement is between the County and an independent Consultant and, if Consultant
is an individual, nothing provided for under this Agreement constitutes or implies an
employer-employee relationship such that:

1) The County will not be liable under or by reason of this Agreement for the

payment of any compensation award or damages in connection with the
Consultant performing the Services required under this Agreement.
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)

k)

)

it) Consultant is not entitled to membership in the County Pension Fund, Group
Medical Insurance Program, Group Dental Program, Group Vision Care, Group
Life Insurance Program, Deferred Income Program, vacation, sick leave, extended
sick leave, or any other benefits ordinarily provided to individuals employed and
paid through the regular payrolls of the County.

ii) The County is not required to deduct or withhold any taxes, FICA or other
deductions from any compensation provided to the Consultant.

Governmental Joint Purchasing Agreement

Pursuant to Section 4 of the Illinois Governmental Joint Purchasing Act (30 ILCS 525)
and the Joint Purchase Agreement approved by the Cook County Board of
Commissioners (April 9, 1965), other units of government may purchase goods or
services under this contract.

In the event that other agencies participate in a joint procurement, the County reserves the
right to renegotiate the price to accommodate the larger volume.

Comparable Government Procurement

As permitted by the County of Cook, other government entities, if authorized by law,
may wish to purchase the goods, supplies, services or equipment under the same terms
and conditions| contained in this Contract (i.e., comparable government procurement).
Each entity wishing to reference this Contract must have prior authorization from the
County of Cook and the Consultant. If such participation is authorized, all purchase
orders will be issued directly from and shipped directly to the entity requiring the goods,
supplies, equipment or services supplies/services. The County shall not be held
responsible for any orders placed, deliveries made or payment for the goods, supplies,
equipment or services supplies/services ordered by these entities. Each entity reserves the
right to determine the amount of goods, supplies, equipment or services it wishes to
purchase under this Contract.

Neither Consultant nor County shall be liable for failing to fulfill any obligation under
this Contract if such failure is caused by an event beyond such party's reasonable control
and which is not caused by such party's fault or negligence.

ARTICLE 11) NOTICES

All notices required pursuant to this Contract shall be in writing and addressed to the
parties at their respective addresses set forth below. All such notices shall be deemed duly
given if hand delivered or if deposited in the United States mail, postage prepaid, registered
or certified, return receipt requested. Notice as provided herein does not waive service of
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If to the County: Cook County

Department of Risk Management
118 North Clark Street

Room 1072

Chicago, Illinois 60602
Attention: Department Director

and

Cook County Chief Procurement Officer

118 North Clark Street. Room 1018

Chicago, Hlinois 60602

(Include County Contract Number on all notices)
If to Consultant: Origami Risk, LLC

444 N. Orleans, Suite 100
Chicago, IL 60654
Attention: Robert G. Petrie

Changes in these addresses must be in writing and delivered in accordance with the
provisions of this Article 11. Notices delivered by mail are considered received three
days after mailing in accordance with this Article 11. Notices delivered personally are
considered effective upon receipt. Refusal to accept delivery has the same effect as
receipt.

ARTICLE 12) AUTHORITY

Execution of this Agreement by Consultant is authorized by a resolution of its Board of
Directors, if a corporation, or similar governing document, and the signature(s) of each person
signing on behalf of Consultant have been made with complete and full authority to commit
Consultant to all terms and conditions of this Agreement, including each and every
representation, certification and warranty contained in it, including the representations,
certifications and | warranties  collectively  incorporated by  reference in it
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EXHIBIT 1

Information Technology Special Conditions



Contract Number 1425-13183

. Cook County Information Technology Special Conditions (ITSCs)
1. DEFINITIONS FOR SPECIAL CONDITIONS
1.1. “Assets” means Equipment, Software, Intellectual Property, IP Materials and other

assets used in providing

1.2. “Busine.

the Services. Assets are considered in use as of the date of deployment.

ss Associate Agreement’ or “BAA” means an agreement that meets the

requirements of 45 C.F.R. 164.504(e).

1.3. “Business Continuity Plan” means the planned process, and related activities, required

to maintain continuity

of business operations between the period of time following declaration of a

Disaster until such time an IT environment is returned to an acceptable condition of normal business

operation.

1.4. “Cardholder Data” means data that meets the definition of “Cardholder Data” in the

most recent versions of

the Payment Card Industry’s Data Security Standard.

1.5, “Change” means, in an operational context, an addition, modification or deletion to any

Equipment, Software,

IT environment, IT systems, network, device, infrastructure, circuit,

documentation or other items related to Services. Changes may arise reactively in response to
Incidents/Problems or externally imposed requirements (e.g., legislative changes), or proactively from

attempts to {a) seek gre

ater efficiency or effectiveness in the provision or delivery of Services; (b) reflect

business initiatives; or (c) implement programs, projects or Service improvement initiatives.

1.6. “Chang

e Management’ means, in an operational context, the Using Agency approved

processes and procedures necessary to manage Changes with the goal of enabling Using Agency-

approved Changes with

1.7. “Chang

minimum disruption.

e Order” means a document that authorizes a Change to the Services or

Deliverables under the Agreement, whether in time frames, costs, or scope.

1.8. “Chang

e Request” means one Party’s request to the other Party for a Change Order.

1.9. “Contractor” has the same meaning as either: (a) both “Contractor” and “Consultant” as
such terms are defined, and may be interchangeably used in the County’s Professional Services

Agreement, if such doc

ument forms the basis of this Agreement or (b) “Contractor” as defined in the

County’s Instruction to Bidders and General Conditions, if such document forms the basis of this

Agreement.

1.10. “Contractor Confidential Information” means all non-public proprietary information of
Contractor that is marked confidential, restricted, proprietary, or with a similar designation; provided

that Contractor Confide
Agency Data; (c) inform
Act, 5 ILCS 140/1 et seq
Agreement, regardless ¢

1.11. “Contr(

Cook County IT Special Condition
v1.0, rev. April 3, 2015

ntial Information excludes: (a) Using Agency Confidential Information, (b) Using
ation that may be subject to disclosure under lllinois Freedom of Information
or under the Cook County Code of Ordinances; and (d) the terms of this

of whether marked with a confidential designation or not.

nctor Facilities” means locations owned, leased or otherwise utilized by

s, p. 1of 9




Contract Number 1425-13183

Contractor and its Subcontractors from which it or they may provide Services.

1.12.  “Contractor Intellectual Property” means all Intellectual Property owned or licensed by
Contractor.

1.13.  “Contractor IP Materials” means all IP Materials owned or licensed by Contractor.

1.14.  “Contractor Personnel” means any individuals that are employees, representatives,
Subcontractors or agents of Contractor, or of a direct or indirect Subcontractor of Contractor.

1.15.  “Contractor-Provided Equipment’ means Equipment provided by or on behalf of
Contractor.”

1.16.  “Contractor-Provided Software” means Software provided by or on behalf of
Contractor.

1.17.  “Criminal Justice Information” means data that meets the definition of “Criminal Justice
Information” in the mast recent version of FBI’'s CJIS Security Policy and also data that meets the
definition of “Criminal History Record Information” at 28 C.F.R. 20.

1.18.  “Critical Milestone” means those milestones critical to the completion of the Services as
identified in this Agreement, in any work plan, project plan, statement of work, or other document
approved in advance by the Using Agency.

1.19.  “Data Protection Laws” means laws, regulations, regulatory requirements, industry self-
regulatory standards, and codes of practice in connection with the processing of Personal Information,
including those provisions of the Health Insurance Portability and Accountability Act of 1996 (42 U.S.C.
§§ 1320(d) et seq.) as amended by the Health Information Technology for Economic and Clinical Health
Act of 2009 (42 U.S.C. §§ 17921 et seq.) and the Payment Card Industry standards.

1.20. “Data Security Breach” means (a) the loss or misuse (by any means) of any Using
Agency Data or other Using Agency Confidential Information; (b) the unauthorized or unlawful access,
use, or disclosure of any Using Agency Data or other Using Agency Confidential information; or (c) any
other act or omission that compromises the security, confidentiality, integrity or availability of any Using
Agency Data or other Using Agency Confidential Information.

1.21.  "Deliverable" has the same meaning as either: (a) “Deliverable” as defined in the
County’s Professional Services Agreement, if such document forms the basis of this Agreement; or (b)
“Deliverable” as defined in the County’s Instruction to Bidders and General Conditions, if such document
forms the basis of this Agreement. In either case, Deliverables includes without limitation Contractor-
Provided Equipment, Cantractor-Provided Software, Developed Intellectual Property.

1.22. “Developed Intellectual Property’ means Intellectual Property as well as any IP
Materials conceived, developed, authored or reduced to practice in the course of or in connection with
the provision of the Services, including, but not limited to: (a) modifications to, or enhancements
(derivative works) of, the Using Agency Intellectual Property or the Using Agency IP Materials; (b)
Developed Software; (c) documentation, training materials, or other IP Materials that do not modify or
enhance then existing Using Agency IP Materials; and (d) modifications to or enhancements (derivative
works) of, Third Party (Intellectual Property or related IP Materials to the extent not owned by the

Cook County IT Special Conditions, p. 20f 9
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licensor of the Third Party Intellectual Property under the terms of the applicable license.

1.23. “Developed Software” any Software conceived, developed, authored or reduced to
practice in the course off or in connection with the provision of the Services (including any modifications,
enhancements, patches, upgrades or similar developments).

1.24.  “Disaster’ means a sudden, unplanned, calamitous event causing substantial damage or
loss as defined or determined by a risk assessment and business impact analysis, and which creates an
inability or substantial impairment on the organization’s part to provide critical business functions for a
material period of time,| This also includes any period when the Using Agency management decides to
divert resources from narmal production responses and exercises its Disaster Recovery Plan.

1.25.  “Disaster Recovery Plan” means the planned process, and related activities, required to
return an IT environment to an acceptable condition of normal business operation following declaration
of a Disaster.

1.26. “Equipment” means the computer, telecommunications, network, storage, and related
hardware and peripherals owned or leased by the Using Agency or its Third Party Contractors, or by
Contractor or its Subcontractors, and used or supported by Contractor or its Subcontractors, or by the
Using Agency or its agents, in connection with the Services.

1.27.  “Exit Assistance Plan” means a detailed plan for the delivery of the Exit Assistance
Services.

1.28.  “Exit Assistance Period” has the meaning given in Section 9.2.

- 1.29.  “Exit Assistance Services” means such exit assistance services as are reasonably
necessary from Contractor and/or its Subcontractors to enable a complete transition of the affected
Services to the Using Agency or the Using Agency’s designee(s), including, but not limited to, all of the
services, tasks and functions described in Section 9.

1.30.  “lllicit Code” means any hidden files, automatically replicating, transmitting or activating
computer program, virus (or other harmful or malicious computer program) or any Equipment-limiting,
Software-limiting or Services-limiting function (including, but not limited to, any key, node lock, time-out
or similar function), whether implemented by electronic or other means.

1.31.  “Incident’ means any event that is not part of the standard operation of a service in the
Using Agency IT environment (including an event in respect of the Services or any Equipment or
Software) and that causes, or may cause, an interruption to, or a reduction in the quality of, that service.
The Using Agency will determine the severity level of each reported Incident.

1.32.  “Intellectual Property” means any inventions, discoveries, designs, processes, software,
documentation, reports, and works of authorship, drawings, specifications, formulae, databases,
algorithms, models, methods, techniques, technical data, discoveries, know how, trade secrets, and
other technical proprietary information and all patents, copyrights, mask works, trademarks, service
marks, trade names, service names, industrial designs, brand names, brand marks, trade dress rights,
Internet domain name registrations, Internet web sites and corporate names, and applications for the
registration or recordation of any of the foregoing.

Cook County IT Special Conditions, p. 30f 9
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1.33.  “IP Materials’" means works of authorship, software, documentation, processes,
designs, drawings, specifications, formulae, databases, algorithms, models, methods, processes and
techniques, technical data, inventions, discoveries, know how, the general format, organization, or
structure of any report, document or database, and other technical proprietary information.

1.34. “Laws” means all United States federal, state and local laws or foreign laws,
constitutions, statutes, codes, rules, regulations, ordinances, executive orders, decrees, edicts of or by
any governmental autharity having the force of law or any other legal requirement (including common

law), including Data Protection Laws and the Cook County Code of Ordinances.

1.35.  “Open Source Materials” means any Software that: (a) contains, or is derived in any
manner (in whole or in part) from, any Software that is distributed as free Software, open source
Software, shareware (e.g., Linux), or similar licensing or distribution models; and (b} is subject to any
agreement with terms requiring that such Software be (i) disclosed or distributed in source code or
object code form, (ii) licensed for the purpose of making derivative works, and/or (iii) redistributable.
Open Source Materials includes without limitation “open source” code (as defined by the Open Source
Initiative) and “free” code (as defined by the Free Software Foundation).

1.36.  “Party” means either County, on behalf of County and its Using Agencies, or Contractor.

1.37.  “Parties” means both County, on behalf of County and its Using Agencies, and
Contractor. ;

1.38.  “Personal Information” means personal data or information that relates to a specific,
identifiable, individual person, including Using Agency personnel and individuals about whom the Using
Agency, Contractor, Contractor’s Subcontractors or affiliates has or collects financial and other
information. For the avoidance of doubt, Personal Information includes the following: (a) any
government-issued identification numbers (e.g., Social Security, driver’s license, passport); (b) any
financial account information, including account numbers, credit card numbers, debit card numbers, and
other Cardholder Data; (c) Criminal Justice Information; (d) Protected Health Information; (e} user name
or email address, in combination with a password or security question and answer that would permit
access to an account; and (f) any other personal data defined as personally identifiable information
under the breach notification laws of the fifty states.

1.39.  “Proble
cause is unknown or
been identified.

” means the underlying cause of one or more Incidents, including where such
here it is known and a temporary work-around or permanent alternative has

1.40. “Protected Health Information” or PH! shall have the same meaning as the term
“Protected Health Information” in 45 C.F.R. 160.103.

1.41.  “public Record” shall have the same meaning as the term “public record” in the Illinois
Local Records Act, 50 ILCS 205/1 et seq.

1.42. “Required Consent” means that consent required to secure any rights of use of or
access to any of Using Agency-Provided Equipment, Using Agency-Provided Software, Using Agency
Intellectual Property, Using Agency IP Materials, any other Equipment, any other Software whether
Third Party Software or otherwise, any other Intellectual Property whether Third Party Intellectual
Property or otherwise, |any other IP Material, any of which are required by, requested by, used by or
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accessed by Contractor, its Subcontractors, employees or other agents in connection with the Services.

J)

1.43.  “Services” either: (a) has the same meaning as “Services” as defined in Article 3 of the
County’s Professional Services Agreement, if such document forms the basis of this Agreement or (b)
collectively means all of Contractor’s services and other acts required in preparing, developing, and
tendering the Using Agency’s Deliverables as “Deliverables” is defined in the County’s Instruction to
Bidders and General Conditions, if such document forms the basis of this Agreement.

1.44, “Service Level Agreements” or “SLA” means service level requirement and is a standard
for performance of Seryices, which sets Contractor and Using Agency expectations, and specifies the
metrics by which the effectiveness of service activities, functions and processes will be measured,
examined, changed and controlled.

1.45. “Software” means computer software, including source code, object, executable or
binary code, comments, screens, user interfaces, data structures, data libraries, definition libraries,
templates, menus, buttons and icons, and all files, data, materials, manuals, design notes and other
items and documentation related thereto or associated therewith.

1.46.  “Third Rarty” means a legal entity, company or person that is not a Party to the
Agreement and is not a| Using Agency, Subcontractor, affiliate of a Party, or other entity, company or
person controlled by a Party.

1.47.  “Third Party Intellectual Property” means all Intellectual Property owned by a Third
Party, including Third Party Software.

1.48.  “Third Party Contractor” means a Third Party that provides the Using Agency with
products or services that are related to, or in support of, the Services. Subcontractors of Contractor are
not “Third Party Contractors.”

1.49.  “Third Party Software” means a commercial Software product developed by a Third
Party not specifically for or on behalf of the Using Agency. For clarity, custom or proprietary Software,
including customizations to Third Party Software, developed by or on behalf of the Using Agency to the
Using Agency’s specifications shall not be considered Third Party Software.

1.50. “Using Agency”’ has the same meaning as the term “Using Agency” in the Cook County
Procurement Code, located at Chapter 34, Article IV in the Cook County Code of Ordinances as
amended, as applied to each department or agency receiving goods, Services or other Deliverables
under this Agreement and includes Cook County, a body politic and corporate of the State of lllinois, on
behalf of such Using Agancy.

1.51. “Using |Agency Confidential Information” means: (a) all non-public proprietary
information of Using Agency that is marked confidential, restricted, proprietary, or with a similar
designation; (b) Using Agency Data; and (c} any information that is exempt from public disclosure under
the {llinois Freedom of| Information Act, 5 ILCS 140/1 et seq. or under the Cook County Code of
Ordinances. |

1.52. “Using Agency Data” means all data, whether Personal Information or other data,
provided by the Using Agency to Contractor, provided by Third Parties to Contractor for purposes
relating to this Agreement, or otherwise encountered by Contractor for purposes relating to this
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Agreement, including a
any media relating to t
uncertainty as to wheth
as Using Agency Data.
stored by the Using Age
to Contractor or its Sub
partners, and customer
information relating to
Materials; (e) any raw
therein; and (f) Using Ag

1.53.  “Using |
by the Using Agency, ing

1.54.
Agency.

“Using

1.55.
Using Agency.

“Using

1.56.
Agency.

“Using

1.57. “WISP”

2. SERVICES AND [

2.1. Approve
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| data sent to Contractor by the Using Agency and/or stored by Contractor on
he Agreement, including metadata about such data. To the extent there is any
er any data constitutes Using Agency Data, the data in question shall be treated
Using Agency Data further includes information that is: (a) input, processed or
2ncy’s IT systems, including any Using Agency-Provided Software; (b) submitted
contractors by any employees, agents, the Using Agency, Third Parties, business
s in connection with the Services or otherwise; (c) Incident records containing

the Services; (d) Using Agency intellectual Property and Using Agency IP
data used to generate reports under this Agreement and any data included
ency Confidential Information.

Agency Intellectual Property” means all Intellectual Property owned or licensed
luding Developed Intellectual Property.

Agency IP Materials” means all IP Materials owned or licensed by the Using

Agency-Provided Equipment” means Equipment provided by or on behalf of

Agency-Provided Software” means Software provided by or on behalf of Using

means written information security program.

DELIVERABLES

ed Facilities. Contractor will perform Services only within the continental United

States and only from lo
All Using Agency Data sl

2.2 Access 1

ations owned, leased or otherwise utilized by Contractor and its Subcontractors.

hall reside within the continental United States.

o Using Agency Data. Except as provided otherwise in the SaaS Terms and

Conditions, Contractor 1
reasonably fail to allow,
Using Agency’s access t
Agency Data may be Pu
with the intent to defra
conceals any Public Rec

2.3. Viruses
not knowingly provide,
Code. Contractor repre
with generally accepted
to be invoked such lllicit

or termination of this 4
Contractor discovers th

or supported by Contra

(a) immediately undert:
the introduction, and (¢
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epresents and warrants that Contractor has not and will not prevent, or

for any reason including without limitation late payment or otherwise, the

b and retrieval of Using Agency Data. Contractor acknowledges that Using
blic Records and that any person who knowingly, without lawful authority and
ud any party, public officer, or entity, alters, destroys, defaces, removes, or
ord commits a Class 4 felony.

Contractor represents and warrants that it has not knowingly provided, and will
to the Using Agency in connection with the Services, any Software that uses lllicit
sents and warrants that it will use commercially reasonable efforts consistent
standards applicable to Contractor’s industry to not introduce, invoke or cause
t Code in any Using Agency IT environment at any time, including upon expiration
\greement for any reason, without the Using Agency’s prior written consent. If
at Hlicit Code has been introduced into Software residing on Equipment hosted
ctor (excluding any County Equipment), Contractor shall, at no additional charge,
ake to remove such lllicit Code, (b) promptly notify the Using Agency in writing of
) if the introduction of such lilicit Code was the result of Contractor’s breach of
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other of the first two se
repair any damage to |
affected Service, Softwa

Equipment).

2.4,
ILCS 205/1 et seq. and
Contractor shall: (a) stor
time not to exceed the
copies of all Using Agen
SOC 2 Audit Report; (d)
maintain their relation
administrative metadata
Contractor or its Subcon

3. DATA SECURITY

3.1 Contract
Engagements (SSAE) No
2 Audit results (“SOC 2
made available to Coun
plans will be treated ags
Contractor shall mainta
most recent SOC 2 Audit

3.2. Contract

Contract Number 1425-13183

ntences of this paragraph, use commercially reasonable efforts to correct and
Jsing Agency Data or Software caused by such illicit Code and restoring any
are or Equipment hosted or supported by Contractor (excluding any County

Public Records. Contractor will adhere to all Laws governing Public Records located at 50

at 44 lll. Admin. Code 4500.10 et seq. Specifically, and without limitation,
e Using Agency Data in such a way that each record is individually for a period of
erm of the Professional Services Agreement; (b) retain a minimum of two total
cy Data; (c) retain Using Agency Data according to the practices set forth in the
store and access Using Agency Data in a manner allowing individual records to
ships with one another; (e) capture relevant structural, descriptive, and
to Using Agency Data at the time a record is created or enters the control of
tractors.

AND PRIVACY

or agrees to undergo an annual Statement on Standards for Attestation
16 Service Organization Control {SOC) 2 Type Il audit (“SOC 2 Audit”). The SOC
Audit Report”) and Contractor’s plan to correct any negative findings shall be
ty upon County’s prior written request. County agrees that such reports and
Confidential Information of Contractor. During the term of the Agreement,
n at least the same level of security standards as utilized by Contractor in its
Report and “Origami System Security Plan” (“OSSP”).

or Personnel. Contractor will oblige its Contractor Personnel to comply with

applicable Data Protecti
Using Agency Intellectu
received from or on be
Services and not to ma
authorized hereunder. (
Using Agency Data or o
have access to the afore
data/software security ¢

3.3, Protecte

bn Laws and to undertake only to collect, process or use any Using Agency Data,
al Property, Using Agency Confidential Information, or Personal Information
half of the Using Agency for purposes of, and necessary to, performing the
ake the aforementioned available to any Third Parties except as specifically
lontractor shall ensure that, prior to performing any Services or accessing any
ther Using Agency Confidential Information, all Contractor Personnel who may
ementioned shall have executed agreements concerning access protection and
onsistent with this Agreement.

d Health Information. If Contractor will have access to Personal Health

information in connecti
Associate Agreement in

3.4. Contraci

on with the performance of the Services, Contractor shall execute a Business
a form provided by the Using Agency.

[or as a Data Processor. Contractor understands and acknowledges that, to the

extent that performance
information, it shall act ¢

3.5. Advertis

: of its obligations hereunder involves or necessitates the processing of Personal
only on instructions and directions from the Using Agency.

ing and Sale of Using Agency Data. Nothing in this Agreement shall be construed

to limit or prohibit a Usi
permitted by the Cook C

4, DATA SECURITY

Cook County IT Special Condition
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ng Agency’s right to advertise, sell or otherwise distribute Using Agency Data as
ounty Code of Ordinances.

BREACH
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4.1, Notice t¢

Contract Number 1425-13183

» Using Agency. Contractor shall provide to the Using Agency written notice of

such Data Security Breag
the Contractor’s discove
summarize in reasonable
if applicable, any person
Security Breach. Contra
Breach without the Using

4.2, Data Bre

h promptly following, and in no event later than one (1) business day following,
ry or suspicion of the occurrence of a Data Security Breach. Such notice shall
> detail the nature of the Using Agency Data that may have been exposed, and,
s whose Personal Information may have been affected, or exposed by such Data
ctor shall not make any public announcements relating to such Data Security
s Agency’s prior written approval.

sach Responsibilities. If Contractor knows or has reason to know that a Data

Security Breach has occ
with the Using Agency
Breaches; (b) perform a
extent the Data Security
the request and under 1
Using Agency reasonabl
to all persons whose Pe
Breach, to the extent su

4.3.

urred (or potentially has occurred), Contractor shall: (a) reasonably cooperate

in connection with the investigation of known and suspected Data Security
ny corrective actions that are within the scope of the Services; and (c) to the
Breach is the direct result of Contractor’s negligence or willful misconduct, at
he direction of the Using Agency, take any all other remedial actions that the
deems necessary or appropriate, including without limitation, providing notice
rsonal Information may have been affected or exposed by such Data Security
ch notice is required by Law to be sent by Contractor.

Data Breach Exercises. Contractor shall conduct annual Data Breach exercises consistent

with the SOC 2 Audit Re

44.  Costs. T
7 or Using Agency’s obli
whose acts or omissio
limitation, in each case
jegal notices or reports
notices or reports may
been altered or damage
remediation of the Data
reasonably necessary t¢
whose Personal Inform;

port and OSSP,

he costs incurred in connection with Contractor’s obligations set forth in Section
sations under relevant Data Security Laws shall be the responsibility of the Party
ns caused or resulted in the Data Security Beach and may include without
to the extent required by applicable Law: (a) the development and delivery of
required by Law, including research and analysis to determine whether such
be required; (b) examination and repair of Using Agency Data that may have
d in connection with the Data Security Breach, (c) containment, elimination and
Security Breach, and (d) implementation of new or additional security measures

y prevent additional Data Security Breaches; (e) providing notice to all persons
ation may have been affected or exposed by such Data Security Breach; (f) the

establishment of a toli-free telephone number, email address, and staffing of corresponding

communications‘ center
Breach; (g} the prg
restoration/insurance f¢

5. AUDIT RIGHTS
5.1. Genera
audit request to indic
such by the Cook Co
once per calendar ye
resources,_Contractor 3
Service as they relate {
Contractor’s standard
inspectors and regulato
confidentiality of Using
transmits Using Agenc
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where affected persons may receive information relating to the Data Security
vision of one (1) year of credit monitoring/repair and/or identity
r affected persons.

ly. The Contractor agrees upon providing documentation in response to an

ate if documentation is of a confidential nature and should be treated as
unty Auditor or any of its duly authorized representatives. No more than
ar, upon not less than 30 days prior written notice, with the County’s

nd its Subcontractors shall provide access to any records and personnel and the

o the Services to the extent relating to Using Agency Data, at any time during

business hours, to the Using Agency and its internal or external auditors,

rs in order to audit, inspect, examine, and verify: (a) the availability, integrity and

g
D

Agency Data and examine the Service that processes, stores, supports and
Data ; (b) controls placed in operation by Contractor and its Subcontractors
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relating to Using Agenc

procedures; and (d) Con
aforementioned Using A

SOC 2 audits.

5.2

Procedures Manual, and

5.3. Service

Contracf Number 1425-13183

Data; {(c) Contractor’s disaster recovery and backup/recovery processes and
tractor’s performance of the Services in accordance with the Agreement. The
gency audit rights include the Using Agency’s right to verify or conduct its own

Security Audits. Contractor shall perform, at its sole cost and expense, a security audit
no less frequently than ¢
with security standardg

very twelve (12) months. The security audit shall test Contractor’s compliance
and procedures set forth in: (a) this Agreement, (b) the Standards and
(c) any security standards and procedures otherwise agreed to by the Parties.

Organization Control (SOC 2), Type Il Audits. Contractor shall, at least once

annually and at its sole

cost and expense, provide to the Using Agency and its auditors, on a strictly

confidential basis, the SOC 2 Audit Report for all locations at which the Using Agency Data is processed

or stored.

5.4, Audits C

onducted by Contractor. Contractor promptly shall make available to the Using

Agency the results of an

representatives (includ

Contractor’s and its Sub

Services or any of Contr
such audits reveal defic
provide the Using Agenc

5.5. Internal

y reviews or audits conducted by Contractor and its Subcontractors, agents or
ng internal and external auditors), including SOC 2 audits, relating to
contractors’ operating practices and procedures to the extent relevant to the
actor’s obligations under the Agreement. To the extent that the results of any
encies or issues that impact the Using Agency or the Services, Contractor shall
y with such results promptly following completion thereof.

Controls. Contractor shall notify the Using Agency prior to modifying any of its

internal controls that m
Data and shall demonstr

5.6. Subcont

aterially adversely impact the Using Agency, the Services and/or Using Agency
ate compliance with this Agreement.

ractor _Agreements. Contractor shall ensure that all agreements with its

Subcontractors perform
the Using Agency’s audit

5.7. No Wai

ng Services under this Agreement contain terms and conditions consistent with
rights.

er of Tort Immunity. Nothing in this Agreement waives immunity available to

the Using Agency und
Employees Tort Immuni

5.8. No Click

er Law, including under the lllinois Local Governmental and Governmental
ty Act, 745 ILCS 10/1-101 et seq.

-Wrap or Incorporated Terms. The Using Agency is not bound by any content on

the Contractor’s websit
if the Contractor’s docy
into any other commun
expressly agreed to be
Procurement Officer.

Cook County IT Special Condition
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=3

, in any click-wrap, shrink-wrap, browse-wrap or other similar document, even
mentation specifically referenced that content and attempts to incorporate it
ication, unless the Using Agency has actual knowledge of the content and has
bound by it in a writing that has been manually signed by the County’s Chief
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ORIGAMI RISK, LLI.C

CONFIDENTIAL

EXHIBIT 2

'SOFTWARE-AS-A-SERVICE TERMS AND CONDITIONS

This EXHIBIT FOR SOFTWARE-AS-A-SERVICE TERMS AND CONDITIONS (this “Exhibit) is effective as
of August 1, 2015 (the “Effective Date”) by and between ORIGAMI RISK LLC, an Illinois limited liability company
(“Origami”), and Cook County|a public body corporate of the State of Illinois (“Client”). Origami and Client hereby

agree as follows:

Unless otherwise defined herein, all capitalized terms shall have the meaning attributed to them by the

Cook County Information

1. DEFINITIONS.

“Affiliate” means, with respect to a party, its
parent company and subsidiaries and/or controlled

corporations or entities which jare directly or indirectly
controlled.

"Agreement” ontract" - means the
Professional Services Agreement, including all exhibits,
appendices, statements of works, and special conditions
attached to it and incorporated in it by reference, and all
amendments, modifications or revisions made in
accordance with its terms pursuant to the Agreement.

“Client Data” means the data provided or
inputted by or on behalf of Client, any User or Affiliate of
Client or any Third Party User|for use with the Service.

Client Data shall also be understood to mean Using "

Agency Data as defined in Exhibit 1, the Cook County
Information Technology Special| Conditions (“ITSCs).

“Client Party” means Client and each of its
Affiliates and Users.

“Confidential Information”
confidential and proprietary information of a party,
including, without limitation, business plans, strategies,
products, software, source code, object code, clients, data
models, discoveries, inventions, |developments, know-how,
improvements, works of apthorship, concepts, or
expressions thereof, whether or not subject to patents,
copyright, trademark, trade secret protection or other
intellectual property right protection. Client Data and
Using Agency Confidential Information, as defined in
Exhibit 1, the Cook County| Information Technology
Special Conditions, are understood to be the Confidential
Information of Client. Origami’s Confidential Information
includes and all Proprietary Rights with respect to the
Services, Software, Custom Sofiware and Work Product.

means all

“Custom Software” means specifically modified
reports, dashboard panels, or other features or modules of
the Software created by Origami for Client described in a
signed Statement of Work or other written agreement
between the parties.

LP 6160812.4\39079-101001

Technology

Special Conditions (“ITSCs).

“Documentation” means all user guides, videos,
embedded help text, and other reference materials
generally furnished with respect to the Service, whether in
printed or electronic format.

“Downtime” means one or more Service
Interruptions together totaling more than 60 minutes in any
one day (12 a.m. — 11:59 p.m.).

“Fees” means the fees payable pursuant to the
Agreement as set forth in any Statement of Work.

“Non-Origami Events” means any (i) act or
omission of any Client Party, including any delays in their
performance or cooperation with respect to the obligations
set forth in Section 2(j) or any Statement of Work; (ii)
failure of any Client Party’s equipment or software (other
than the Service); or (iii) Force Majeure Event.

“Permissions” means the username and password
provided to Client by Origami or by Client to Users for
each User, as the same may be modified under the Service.

“Proprietary  Rights” means  worldwide
intellectual and proprietary property owned or properly
licensed by a party and all intellectual or proprietary
property rights subsumed therein, including copyright,
patent, trademark (including goodwill), trade dress, trade
secret and know-how rights.

“Service” means the Software and Custom
Software identified in the Statement of Work, together
with any. Updates thereto. The Service is accessible by
Client via https:\\live.OrigamiRisk.com or another
designated web site or IP address, rendered to Client by
Origami.

“Service Interruption” means Client is unable to
access the Service as provided herein, excluding (i)
scheduled maintenance windows of which Client is
notified at least 24 hours in advance and which occur
outside of normal business hours; (ii) scheduled repairs of
not more than two hours duration in any one week period
of which Client is notified at least four hours in advance
and which occur outside of normal business hours; (iit)
critical repairs including security updates where advance
notice cannot be reasonably provided and (iv) interruptions
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caused by transmission errors, Internet service providers,
vandalism, User error or other factors beyond Origami’s or
its direct service providers’ reasonable control.

“Service Provider” means a third-party service
provider of Client and/or its Affiliates.

“SLA” or “Service Level Agreement” means the
Service Level Agreement included in Exhibit 3, Statement
of Work.

“Software” means the object code version of the
software products set forth in the deliverables section of
any applicable Statement of |Work hereto and made
available to Client under the Agreement by Origami.

“Statement of Work” means any statement of
work entered into and mutually approved in writing by the
parties pursuant to the Agreement from time to time and
attached as an Exhibit to the Agreement.

“Third Party Technology” means proprietary
technology of third parties that Origami provides, or
enables access to, as part of the Service.

“Third Party User”| means any customer,
consultant or Service Provider of Client that is using or
accessing the Service on behalf of the Client.

“Third Party User Agreement” means the user
agreement between a Third Party User and Origami, as the
same may be amended from time to time.

“Updates” means |maintenance revisions,
improvements, modifications, bug fixes, patches,
corrections and enhancements | to the Service that are
provided by Origami generally to its customers. The term
“Updates” shall not include custom reports or
enhancements for which Origami charges a separate or
additional fee.

“User” means any single employee, contractor,
agent, customer, investor, consultant or Third Party User
of Client or any of Client’s Affiliates who uses or accesses
the Service.

“Work Product” means software, programming,
tc_)ols, documentation, and materials that are used, created,
developed, or delivered by Origami to Client in connection

with Custom Software, and| all Proprietary Rights
subsumed therein.

2. SERVICE.

(a) Service. Subject to the terms and

conditions of this Exhibit, during the term of the
Agreement, Origami shall grant Client a non-exclusive
right to permit its Users to access the Service, including all
Updates, via the Internet. Client, its Affiliates and Users
may use the Service solely for internal business of Client,

CONFIDENTIAL

its Affiliates and Users. Users shall use the Service in
accordance with this Exhibit and the applicable Statement
of Work or the Third Party User Agreement and
Documentation. If Origami offers Client additional
features (“Premium Features™) that are not Updates or part
of its Service offering, and if Client chooses to accept such
Premium Features, Client and Origami shall enter into an
amended Statement of Work reflecting the Premium
Features and the fees (“Premium Fees”) for such Premium
Features.

®) Storage. Client may store Client Data
through the Service up to the amount set forth on the
Statement of Work. If the amount of storage used exceeds
this limit, Client will be charged, on a monthly basis, the
excess storage fees pursuant to the Statement of Work.
Origami will use commercially reasonable efforts to notify
Client when it has used approximately 80% of its included
storage space; and Client shall not be liable for any excess
storage fees incurred prior to being notified that it has
exceeded the amount of included storage space set forth
above. Origami reserves the right to establish or modify its
general practices and limits relating to storage of Client
Data, provided that the minimum amount of storage
included without additional charge and any security or
privacy measures relating to Client Data may not be
modified without Client’s prior written consent.

© Restrictions. Nothing in this Exhibit shall
be construed as a grant to Client of any right to, and Client
shall not, and shall not permit any Client User or any other
third party to: (i) reproduce, license, sublicense, sell, resell,
transfer, assign, distribute or otherwise commercially
exploit or make available to any third party the Service or
any portion thereof; (ii) distribute, disclose or allow use of
any of the Service, or any portion thereof, in any format,
through any timesharing service, service bureau, network
or by any other means, to or by any third party; (iii)
decompile, disassemble, or otherwise reverse engineer or
attempt to reconstruct or discover any source code or
underlying ideas or algorithms of the Service in any
manner; (iv) create derivative works from, modify or alter
any of the Service in any manner whatsoever; (v) use or
access the Service in a manner that could damage, disable,
overburden, or impair any Origami servers or the networks
connected to any Origami server; (vi) interfere with any
third party’s use and enjoyment of the Service; (vii)
attempt to gain unauthorized access to the Service,
accounts, computer systems, or networks connected to any
Origami server; (viii) use any robot, spider or other
automatic device or manual process to monitor or copy
portions of the Service; (ix) use the Service in a manner
intended to abuse or violate the privacy or property rights
of others; or (x) access the Service in order to (A) build a
competitive product or service, or (B) build a product



Origami Risk LLC

using similar unique and confidential ideas, features,
functions or graphics of the Service.

(d) Users. Client may license the Service to
the number of authorized Users as set forth on the
Statement of Work. Each authorized User shall access and
use the Service (i) in accordance with the terms of this
Exhibit and the applicable Statement of Work, Third Party
User Agreement and Documentation, and, (ii) when
applicable, through a unique| and reasonably secure
username and password as further described in the
applicable Statement of Wark, Third Party User
Agreement or Documentation. The Service allows Client
to grant different levels of agcess to Client Data, to
different Users, as described | in more detail in the
Statement of Work. It is Client’s responsibility to
designate the applicable access to be granted to each User.
Client shall cause all Users to comply with all obligations
of Client hereunder, to the extent applicable to Users.
Except for Client’s and |its Affiliates’ system
administrators ~ where  reasonably  necessary  for
administrative or security purposes, no User may use the
username/user identification or| password of any other
User.

(e) Third Party Access. Client shall also
have the right for Client and its Affiliates to permit Third
Party Users to access or use the Service in accordance with
the terms and conditions of this Exhibit and the applicable
Statement of Work, provided that Third Party User has
agreed in writing in advance to|be bound by at least the
same restrictions with respect tg the Service as Client or
has entered into a Third Party User Agreement with
Origami. Any rights granted hereunder with respect to the
Service to Third Party Users shall expire or terminate
immediately upon the termination of the Agreement in
accordance with its terms. Client shall be fully responsible
for (i) ensuring the compliance pf each Client Party with
the terms and conditions of this Exhibit and the applicable
Statement of Work, Third Pa User - Agreement and
Documentation and (ii) all violations of the terms or
conditions of this Exhibit and the applicable Statement of
Work, Third Party User Agreement and Documentation by
each Client Party.

® Professional Services. During the term of
the Agreement in accordance with this Exhibit, Origami
will make available to Client certain professional services
to the extent set forth on the Statement of Work
(“Professional Services”). Client may also contract for
expanded services for additional days and hours in
accordance with Origami’s then-current policies and
prices, provided that the Agreement is amended in
accordance with Article 10(¢). Notwithstanding the
foregoing, Origami will not be obligated to provide any
support required as a result of, or with respect to, Client’s
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operating systems, networks, hardware, or other related
equipment of Client or Client’s or any of its Users’, use of
the Service other than in accordance with the applicable
Statement of Work and Documentation and as permitted
under this Exhibit. -

(2) Service Level. Downtime and other
Service Interruptions shall not constitute a breach of this
Exhibit.

(h) Security. Origami shall provide Client
with the ability to create, modify and assign Permissions
required for each User to access the Service. Client shall
be solely responsible for safeguarding the Permissions and
otherwise complying with the password and security
procedures that Origami may establish from time to time.
Client assumes full legal and financial responsibility for all
instructions of any nature that are reasonably accepted and
acted upon by Origami in accordance with such
Permissions. Client shall promptly notify Origami if it
becomes aware that the security of its Permissions has
been compromised.

6)) Client Obligations. Client shall: (i)
provide Origami with reasonable access to Client’s
premises as appropriate to enable Origami to perform its
obligations hereunder; (ii) provide adequate resources to
participate in or facilitate the performance of the Service;
(iii) timely participate in meetings relating to the Service;
(iv) assign personnel with relevant training and experience
to work in consultation with Origami; (v) provide the
equipment required
(bttp://www.origamirisk.com/index.php/support/equipment) to operate
the Service; (vi) safeguard the user ID’s, passwords and
other security data, methods and devices furnished to
Client in connection with the Service and prevent
unauthorized access to or use of the Service; (vii) be
responsible for Client networks, equipment and system
security required or appropriate in connection with the
Service; (viii) have sole responsibility for the accuracy,
quality, integrity, legality, reliability and appropriateness
of all Client Data; (ix) transmit Client Data only in an
encrypted format, to be mutually agreed by the parties; and
(x) take such other actions as are required of Client
pursuant to this Exhibit, including any Statement of Work.

)} Client Warranty. The parties
acknowledge and agree that during the term of the
Agreement, pursuant to the terms of the Exhibit a Client
Party or other third parties may disclose certain Client
Data, including personally identifiable data regarding
employees or other individuals, to Origami for the benefit
of a Client Party. Client represents and warrants to
Origami that: (i) each such Client Party, and such other
third parties are authorized to collect, use and disclose the
Client Data to Origami for use and storage pursuant to this
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Exhibit; (ii) such disclosure, use or storage does not and
shall not violate applicable law or, if applicable, such
Client Party’s agreements with or privacy notices to
individuals with respect to whom the Client Data relates;
and (iii) Client shall not request Origami to use, store,
disclose or otherwise process Client Data in any manner
that would not be permissible under applicable law or, if
applicable, such Client Party’s agreements with or privacy
notices to individuals with respect to whom the Client
Data relates, if done by Client. '

&) Non-Origami Events. Client
acknowledges and agrees that Origami shall not be
responsible or liable for any |delay or failure in its
performance of any duties or obligations pursuant to this
Exhibit, including any Statement of Work, if such delays
or failures result or arise from any Non-Origami Events.

3. PROPRIETARY RIGHTS.

(a) Origami Proprietary Rights. As between
Origami and Client, Origami owns all right, title and
interest, including all related Praprietary Rights in and to,
or related to the Software, Custom Software, Work
Product and Service, including all software programs
contained therein. To the extent that any such Proprietary
Rights do not otherwise vest in| Origami or its licensors,
Client hereby agrees to promptly assign such Proprietary
Rights to Origami or its licensors, and to do all other acts
reasonably necessary to perfect Origami’s or its licensors’
ownership thereof, without additjonal consideration of any
kind. The Origami name, the |Origami logos, and the
product names associated with the Service are trademarks
of Origami or third parties, and no right or license is
granted with respect to their use, The Service may contain
intellectual property belonging to third parties. All such
intellectual property is and shall remain the property of its
respective owners. Except for the limited rights expressly
granted herein, all right, title and interest in and to the

Software, Custom Software, Work Product, and Service

are reserved by Origami, and, except as expressly granted
herein, nothing contained in this Exhibit shall be construed
as conferring any right, title, interest or license with
respect to the Software, Custom Software, Work Product
or Service upon Client, by [implication, estoppel or
otherwise. In addition, Client agrees and acknowledges
that Origami shall have an unlimited right to incorporate
into any updates, upgrades, or modifications to the
Software, Custom Software and the Service rendered
through use thereof all suggestions, ideas, enhancement
requests, feedback, recommendations or other information
provided by Client or any User relating to the Service.
Such Software, Custom Software and Service, as updated,
upgraded, or modified, shall be owned by Origami as
provided in this Section. Nothing in this Section shall
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_affect the ownership by Client of all Client Data as

provided below or other Client proprietary information.

(b) Client Data. Client shall own all right,
title and interest in and to the Client Data, which shall
never be deemed to be Software, Custom Software, or
Service, even if delivered or incorporated therewith.
Origami shall have no responsibility, whatsoever, for the
accuracy, quality, integrity, legality, reliability,
appropriateness, and intellectual property ownership of
Client Data, and Origami shall not review, monitor or
check the Client Data except as necessary to provide the
Service to Client. Origami shall not be responsible or
liable, in any way, for the deletion, destruction, damage or
loss of any Client Data through no fault of Origami or its
providers without limiting Origami’s liability to maintain
backup data as set forth in the Statement of Work.

© Custom Software. As between Origami
and Client, Origami shall be the sole and exclusive owner
of all right, title, and interest in and to all Work Product
and all Proprietary Rights subsumed therein. Client
expressly acknowledges and agrees that the Work Product
shall not constitute work made-for-hire under the United
States Copyright Act, and that Origami shall have the
exclusive right to protect the Work Product by patent,
copyright, or any other means. Work Product shall be
made available to Client as part of the Service to the extent
set forth in the Statement of Work, and Client shall have
no other right to use any Work Product.

(d) Notices of Infringement. In the event
Client discovers or is notified of an actual or suspected
infringement of the rights of Origami or its licensors in or
to the Service or any unauthorized access to or use of the
Service (each, an “Infringement”), Client shall
immediately notify Origami of such known or suspected
Infringement and terminate such Infringement to the extent
within Client’s control. Client agrees to reasonably
cooperate with and assist Origami (at Origami’s sole
expense) in protecting, enforcing and defending Origami’s
rights in and to the Service.

4. INTENTIONALLY OMITTED.

5. INTENTIONALLY OMITTED.

6. TERMINATION,

(@ Termination. The Agreement may be
terminated by: (i) Origami if the County breaches a
material term of the Agreement and fails to cure such
breach within thirty days after receiving a written notice to
cure the material breach and (ii) Client in accordance with
Article 9 of the Agreement. If Client terminates the
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Agreement for Origami’s material breach Origami shall

refund to Client, within 45 day
such termination, any prepaid b
Origami in advance by Client.
User to comply with the terms

5 of the effective date of
ut unearned Fees paid to
Client’s failure to cause a
of this Agreement or any

uncured User noncompliance shall constitute a material

breach of this Agreement by Clie

(b) Events Upon
termination of the Agreement: (i

nt.

Termination. Upon the
Origami shall deactivate

the Permissions and cease providing the Service to Client,

and Client and its Users shall ce
Origami shall invoice Client
including the full amount of

ase use of the Service (ii)
for all accrued Fees,
any implementation fees

specified in any Statement of Work or Exhibit B. Client

shall pay the invoiced amounts,

ncluding from previously

issued invoices, within 30 business days of Client’s receipt

of such invoice; and (iii) if req
than 30 days of the termination

uested by Client no later
of the Agreement and not

more often than annually, and if Client has paid all

invoiced fees which are not in d
expense provide electronic files

ispute, Origami will at its
containing Client’s data

for claims, transactions, locations, policies, values, fleet,
contacts, notes, and tasks. Additionally, upon termination
of the Agreement for any reason other than by Origami
pursuant to Section 6(b), the parties may agree in writing

for the provision by Origami of
at Origami’s then-prevailing ho|
scope of such transition services

certain transition services
urly rates. The term and
shall be as set forth in a

written agreement between Origami and Client.

(©

herein, in the event of terminat

Survival. Except as otherwise set forth

on of the Agreement for

any reason, the provisions of Sections 2(i), 2(j), 2(k), 3, 5,

6(b), 6(c), Error! Reference s

purce not found., and 8

through 11, as well as all payment obligations, shall

survive.

7. INTENTIONA

LLY OMITTED.

8. INTENTIONALLY OMITTED.

9. INTENTIONALLY OMITTED.,

10. EXPORT CON

TROL.

(a)  Export. Client

shall not export or re-

export any Software, Custom Software or Services without

the prior written authorization o
required under United States 1

f Origami and, as may be
aws and regulations, the

CONFIDENTIAL

prior written authorization of the United States Department
of Commerce or other relevant agency of the United States
Government. Client also agrees that it will not knowingly
export or re-export, directly or indirectly, any Software,
Custom Software or Services (i) that it knows will directly
assist in the design, development, production, stockpiling
or use of missiles, nuclear weapons or chemical/biological
weapons; (ii) to any entity on the Department of
Commerce Entity List, currently available on the Internet
at http://www.bis.doc.gov; (iii) to any person or entity on
the Department of Commerce Denied Persons List,
currently available on the Internet at
http://www.bis.doc.gov; (iv) to any country subject to
sanctions administered by the Department of the
Treasury’s Office of Foreign Assets Control (currently
Angola (UNITA faction), Burma (Myanmar), Cuba, Iran,
Iraq, Liberia, Libya, North Korea, Sierra Leone, Sudan,
and areas of Afghanistan controlled by Taliban); or (v) to
any entity or individual contained in the lists of prohibited
entities and persons maintained by the Office of Foreign
Assets Control, including the Specially Designated
Nationals and Blocked Persons List and certain individuals
in the former Republic of Yugoslavia listed in the Annex
to Executive Order 13192, currently available on the
Internet at http://www.ustreas.gov/ofac.

(b) Disclaimer. Origami  makes no
representation that the Service is appropriate or available
for use in other locations. If Client uses the Service from
outside the United States of America and/or the European
Union, Client is solely responsible for compliance with all
applicable laws, including export and import regulations of
other countries. Any diversion of the Service contrary to
United States or European Union (including European
Union Member States) law is prohibited.

11.  GENERAL.

(a) Assignment. Client shall not have the
right to assign, transfer, or sublicense any obligations or
benefit under this Exhibit without the prior written consent
of Origami.

(b) Third Party Beneficiaries. This Exhibit
does not and is not intended to confer any rights or
remedies upon any party other than the parties to this
Exhibit.

(©) Publicity. Origami may publicize the fact
that Client has procured a license for the Service. Origami
will not state or imply that Client endorses or recommends
the Service without the written permission of Client.

(d) Certain Remedies. Client acknowledges
and agrees that (i) it would be extremely difficult, if not
impossible, to calculate the actual damages of Origami in
the event of Client’s breach of any provision of the
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Agreement with respect to Origami’s Proprietary Rights or

Confidential Information; and (
such provision would result

i) Client’s breach of any
in ongoing damages to

Origami that could not be adequately compensated by
monetary damages. Accordingly, Client agrees that in the

event of any actual or threatene
of the Agreement with respect

d breach of any provision
to Origami’s Proprietary

Rights or Confidential Information, Origami shall be
entitled, in addition to all other rights and remedies
existing in its favor at law, in equity or otherwise, to obtain

injunctive or other equitable

relief (including without

limitation a temporary restraining order, a preliminary
injunction and a final injunction) against Client to prevent

any actual or threatened breach

of any such provision and

to enforce the Agreement specifically, without the
necessity of posting a bond or other security or of proving

actual damages.

CONFIDENTIAL
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Contract Number 1425-13183

Risk Management Information System Statement of Work

1. OVERVIEW

The Cook County Government County Department of Risk Management, (“County”) has requested
Origami Risk LLC. (“Origami Risk” or “Origami”) provide a Statement of Work for a Risk Management

Information System

The tasks described

solution.

herein outline the tasks required to meet the requirements as defined in the

Risk Management Information System (“RFP”), solicitation 1425-13183 dated June 30, 2014.

THIS STATEMENT OF WORK NO.

(this “SOW”) is dated August 1, 2015, and is

attached to and made a part of that certain Software Subscription Agreement dated August 1, 2015

(the “Subscription A
defined in this SOW,
this Statement of W

greement”), between Origami and County. All capitalized terms used but not
have the meanings given to them in the Subscription Agreement. If any terms of
ork are inconsistent with the terms of the Subscription Agreement, the terms of

the Subscription Agreement shall control.

BACKGROUND

The Risk Management Department is responsible for the development and administration of
programs and procedures relating to safety, insurance, employee benefits, Workers * Compensation,

and liability claims.
in order to meet th
will implement the

Origami Risk is a pri
RMIS industry. We
used by RMIS suppl
insurance software
management team

e business requirements of the Department of Risk Management, Origami staff
Origami Risk RMIS (Risk Management Information System).

vately held company lead by the most experienced management team in the
founded Origami Risk in 2008 as an alternative to the older legacy technology
iers. We started the company because the pace of innovation within the risk and
industry has slowed dramatically in recent years. Each member of Origami

has been providing risk management technology solutions for more than a

decade. Furthermore, Origami Risk employs only highly experienced experts to work with Origami

clients. Each emplg
County’s desired by

yee has the deep understanding of risk management needed to focus on
siness outcome, along with the technology skills required to deliver the best

technical solutions to meet the business need.

Cook County will be

assigned a dedicated Origami Service Professional who will work with County’s

staff throughout the implementation process and as you transition from implementation to
production to ensure that County’s business objectives are met.

The tasks described

herein outline the tasks required to meet the requirements as defined in the

Risk Management Information System (“RFP”), solicitation 1425-13183 dated June 30, 2014.
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BUSINESS GOALS AND OBJECTIVES:

Upon implementation completion of the Origami Risk Management Information System
solution, the County expects to meet the following goals and objectives:

° Automate incident and claim management workflow

. Increase operational visibility-departments able to view their own data
. Automate recording and tracking of reserves and payments
. Improve document and storage management

. Provide for Medicare section 111 query and reporting
. Reduce paper processes and manual steps

U Reduce processing time

. Track and manage work load distribution

. Enable robust statistical analysis and research

L Data Conversion and Migration

3. SCOPE OVERVIEW
Project Scope
Provide and implement Origami Risk Management Information System (RMIS). Origami will install,
configure, and deploy the Origami Risk web Saa$ solution for the Cook County Department of Risk
Management. Origami Risk will combine a single consolidated database of claims and risk data with
dashboard and reporting features and functionality. In addition to the out-of-the-box solution,
Origami will provide|interfaces to the following applications:

HR Interface — JD Edwards Enterprise One
AP Interface — JD Edwards One World
Law Calendar Data Import

Medbill interface (Covel)

CMS Data Submission

Origami Implementation will include, but is not limited to, the following:

Project Initiation

General System Configuration

Forms Configuration

Data Conversion and Migration - Data will be migrated from the David Corporation
Renaissance system

Medical Bill Configuration (import/export)
Interface — JD Edwards One World (Financials)
Interface — State’s Attorney Law Calendar System
CMS Reporting Testing and Configuration
Reports and Dashboards Configuration

Training — End User and Admin

Go Live Deployment

Post Go-Live Support

Application Hosting

3|Page
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This Statement
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4. SYSTEM SOLUTION

Solution Archite
This diagram sh
system. Since Q
may change freg¢
servers within tf

Number of Sites
Origami Risk ope
both available v
product team.
hosted in separa
Front End Requl
A licensed user
RMIS.

User Interface
The Origami RM

Supported Brow
internet Explore
Firefox: Recent ¢
Safari: Recent ay
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f Scope
of Work does not include any services outside of those defined in this Statement

cture Diagram -

ows a high level view of the network topology of the servers in the Origami
rigami operates in a Cloud environment, the number of servers and their details
yuently. Therefore, this shows the general placement of the different types of
ne Origami Risk network used to support the RMIS. '

Internet

FTP Server =
Database Server Farm

External Firewall Web Sery?r Farm

In: HTTP/S,FTP/S,RDP
Qut: HTTP/S, FTP/S

Internal Firewall
In: TCP/IP, Database Traffic
Out: TCP/IP, Database Traffic

Application/File Server Farm

and Environments —

erates in a single Hive production environment with a single testing environment
a the cloud. Development/QA environment is available only to the Origami

Live environment is hosted in Amazon East Region with additional Mirror site

ite physical facility.

rements —

bf Origami Risk requires internet access and a browser to access the Origami Risk

IS application will work on any of the supported browsers listed below.,

ysers

r: Versions 7 and higher
and current versions

nd current versions

4|Page
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Chrome: Recen

Origami Risk is
should also wo

Backend Requi
requirements n

Operating Syst
N/A — No opersz
solution hosted

Number of pro

‘Home: Contain

created for ead
important to th

Tasks: The Task
view tasks assig
module. Projeg

Claims: The Cl3
workflows can
more. Claim an
multiple locatic
phones.

Incidents: The
and workflows
or small numbg
including mobi

Policies: Origar
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t and current versions

written to the HTML 5 standard and other browsers that support this standard
rk, but have not been tested. ’

rements — The Origami Risk solution is a true Saa$ and no back end equipment or
eed to be considered.

em A
1ting system requirement exists for the Users since Origami is a pure web, SAAS
on Amazon’s Cloud services and only a browser is needed to access the system.

UTION AND SPECIFIC SOFTWARE FUNCTIONALITY
posed modules and their descriptions —

s user specific dashboards. The Home module allows for dashboards to be
h user. This allows for custom data viewing to the information and activities
at user.

module allows users to set up tasks specific to that user. Managers can also
zned to others. In addition to tasks, projects can be created within the Task
t may include such activities as renewals, data gathering etc.

im tools of Qrigami are highly intuitive and flexible for users. Forms and

be configured at the County’s direction by Line of Business, Type, Location, and

d Incident tools can be used by large or small numbers of users simultaneously in
ons, and on multiple platforms, including mobile devise such as tables or smart

ncident tools-of Origami offer the same easy interface as claims. Again, forms
can be configured at the County’s direction. Incident tools can be used by large
2rs of users simultaneously in multiple locations, and on multiple platforms,

e devise such as tables or smart phones.

mi includes policy management tools that will allow the County to store details of

each policy and even to link those policies together to view coverage information at a program

level.
Locations: Orig
C.0.P.E. data, ©

integration wit

Contacts: The (

ami Risk includes comprehensive location management functionality including
alues & exposures, inspection recommendations, property details, and true
h claims, policies, TCOR calculations, and Allocation functionality.

Contacts module offers a single area within the system to collect contact

S]Pége
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4.3. DATA MIGRAT

information. The
Insured Certifica

Reports: Report
Risk Fleet modul
engines. In addif
the ability to tra

Fleet: The Origa
compact autos g
gives Origami us

Certificates: Wit
insurance certifi
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Contacts module also offers access to employee information and tracking of
tes.

ng tools are detailed below under reporting functionality/modules: The Origami
e allows for clients to record and track their fleet from compact autos or fire

ion to the fleet record we offer a secondary module that gives Origami users

ck maintenance records without living the system.

mi Risk Fleet module allows for clients to record and track their fleet from
r fire engines. In addition to the fleet record we offer a secondary module that
ers the ability to track maintenance records without living the system

h Origami Risk, County can manage the time-consuming process of tracking
cate compliance across vendors and contractors.

Admin: The Admin module is the control center of Origami Risk where basic user and system

configuration ta

Origami will wor
reports as defing
Reporting tools
library of templz
truly unique opt
into “on the fly.
switch between
they are looking

Mobile technold
can be accessed
applications are

Origami project
will be necessar|
of this documen
templates as ne

Origami project
of the Origami R
Management In
analysts will wo
ensure the accu
conversion prog

sks can be performed.
tionality/modules

k with County Staff to configure Origami Reports and develop additional custom
ed in section 6.3 — System Configuration using Origami Standard reporting tools.
and dashboards are a core part of Origami’s system. We offer a comprehensive
1tes that cross all lines of business, a full featured ad-hoc report designer, and a
ion to use all reportable fields as modifiers turning even template style reports

. what-if” ad-hoc reports. Users can manipulate and copy reports and even
templates without having to save changes until they have exactly the report
for. All Origami Risk reports can be scheduled and distributed via email.

gy modules or proposed functionality — N/A] = While the Origami Risk software
from internet connected mobile devices, no mobile specific modules or
anticipated under this Statement of work.

team will work with County project team to identify critical “day 1” reports that
y when system goes live and will use the hours included as defined in Section 8
t to configure reports using standard templates or to develop new report

eded to meet County’s reporting needs.

ON/DATA CONVERSION

team will utilize its suite of proprietary tools and the experience and knowledge
isk data integration specialist to convert and migrate County’s existing Risk
formation System into the Origami Risk System. Origami project team and data
rk closely with County staff throughout the conversion and migration process to
racy of the conversion and to coordinate all required effort Details of the

ess and specific deliverables are outlined in Section 8 of this document.
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ation for migrated data -

migrate and store data from County’s current Risk Management Information
L Server database dedicated to the County. In the Origami Risk Environment
ated from the David Corporation Renaissance system:

ng 2 databases with 50 tables, and 40,000 individual claims records.

s records will be migrated for both closed and opened records/data.

Migration

Existing RMIS Data (David)

will:
o Arrange for claims data to be sent to Origami from current RMIS system

Provide direction and feedback as needed

will:
Work with County to define acceptable layouts for current RMIS data

team will work with County staff to develop integrations via imports or exports
and PGP encryption to the following systems:

»f Employee information from HR system (JDE EnterpriseOne) Two way interface
system (JD Edwards One World) for check printing and reconciliation
andar Interface for importing important legal information and dates on litigated

Bill Review Interface (Corvel) for exporting claim and vendor details to medical -
>w provider and importing bill adjudication details for the purpose of generating
record .

e with CMS to handle monthly query and quarterly submission to CMS and to
and display responses from CMS

re HR Interface (JD Edwards Enterprise One)

County will:

o Provide, or arrange to provide, data from JDE in a mutually agreed

upon format; initially for interface development and going forward
on a schedule as needed by County RM Staff

Origami will:
o Configure Employee Import based on file provided
o Assist County in scheduling ongoing imports

re AP Interface (JD Edwards One World)

County will:

7|Page
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o Provide, or arrange to provide, format defined by AP for accepting
electronic check requests

o Provide, or arrange to provide, format defined by AP for generating
payment file

Origami will:
o Configure Check Request Extract
o Configure Check Information Import
o Assist County in scheduling ongoing extracts/imports

Law Calendar Data Import

County will:
o Provide, or arrange to provide, format for data to be loaded from
Law Calendar
o Provide feedback as necessary

Origami will:
o Configure claims import/update based on Law Calendar format
o Assist County in scheduling ongoing imports/updates

Medbill Interface (Corvel)

Config

County will:
o Provide, or arrange to provide, format for data files required for
Corvel interface, to include claims and vendor extracts to Corvel
and Bill Details from Corvel

Origami will:
' Provide training and supportﬁo County as needed.
Configure Claim Extract in Corvel defined format

Configure Vendor Extract in Corvel defined format
Configure import of payment detail information from Corvel
Assist County in scheduling ongoing extracts/imports
Provide training and support to County as needed.

0 O O O 0 O

ure CMS Data Submission
County will:

o Generate and review the data reports provided by Origami monthly
and update required claim data to ensure successful eligibility
querying and claim submission.

o Assign Origami Risk as a designee through the COBC website.

o Immediately forward any notifications or emails received from CMS
or their COBC to Origami.

Origami will:
o Configure the CMS eligibility query based upon agreed claim
parameters provided by County. Origami will query the CMS




Setup and config
claims which are

4.5. DATA SECURITY

Security |s Detailed |
that was developed {
describes Origami Se

service. The SSP is al

53/FISMA complianc
System category of N

what is in the SSP an
have to be meton a

NIST controls is perfc
4.6. NETWORK AND

Origami shall host th

shall backup County
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eligibility database monthly and provide notification, through
Origami, of claims meeting CMS eligibility requirements to County.
Configure and transmit actual claim submissions for County once
per quarter during their quarterly filing submission period as
provided by CMS. Origami will make available all required fields
needed for successful submission.

ure advanced searches and views which will provide County a running list of
missing key data elements required for eligibility verification.

AND COMPLIANCE

“or NIST 800, attached is a copy of the Origami Server System Security Plan,

or the USDA/FS project and is required to be NIST compliant. This document
rvice system security, e.g. data and access control etc. for our cloud deployed
so the document that lays the foundation for how we maintain NIST 800-

e. At a high level what this means is that once we were given an Information
Vioderate, specific NIST security controls needed to be met, these controls are

d for each control we had to define how we meet them. All of these controls
continuous basis in order to be NIST compliant and an annual assessment of the
brmed by a 3rd party.

HOSTING

e application and data in a secure internet accessible environment. Origami
data at periodic intervals each day.

PROJECT MANAGEMENT APPROACH AND IMPLEMENTATION METHODOLOGIES

5.1. Overview of Im
Cook County wil
County staff thr
implementation

For the implems¢
practices design
Monitoring, Con
Origami Risk as
track of iterativ
complete, Orig

Project Manage

meeting.

plementation METHODOLOGY

| be assigned a dedicated Origami Service Professional who will work with
pughout the implementation process and as County transition from

to production to ensure that yCounty business objectives are met.

antation,Origami’s project management methodology utilizes many best

ed by the Project Management Institute. We focus on Planning, Execution,
trolling and Closing. Origami project plans will identify responsibilities for

well as Cook County. We will utilize proper change control documents to keep
> decisions made by the team throughout the process. Once the agreement is
ami Risk will assign a Service Director, a Data Integration Specialist, and a

r for the County’s implementation and introduce the team during the kickoff

-QlPage
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Origami Risk was designed to maximize automation and quality within the software. Origami
will avoid the repetitive manuai processes and system tasks that drive up the service costs of
other RMIS vendors. ‘

This attention to automation and ease of use frees our team to focus on collaborating with
your risk management team to insure that the system supports your risk management
objectives (reducing risk and claims related costs, improving claims handling efficiency and
decisions, delivering meaningful management reports, and more).

5.2. Project Methodology
Origami will use [an agile project management methodology utilizing many best practices
designed by the Project Management Institute. We focus on Planning, Execution, Monitoring,
Controlling and Closing. Our project plans will identify responsibilities for Origami Risk as well as
Cook County. We will utilize proper change control documents to keep track of iterative
decisions made by the team throughout the process. We will ask to hold at a minimum, weekly
project status meetings via conference call with key members of the project team.

5.3. Resources
Roles and Responsibitities
] Project Team -
Project Board (Origami and County)
Project Executive (overall responsibility and final decision maker for County))
Origami Service Director (Origami)
System Administrator (SME and final decision maker)
Project Managers (County and Origami)
Data|Integration Specialist (Origami)
Team Members (Origami and County individuals responsible for tasks, deliverables,
UAT, signoff, etc...) '

o 0O 0 O 0O O O

County Roles

County will identify a Project Manager (“County PM”) and a System Administrator
(“Couinty SA”) who will be responsible for working with Origami to implement
Origami and to provide ongoing production support to County Users. The County SA
and, from time to time, other County employees will be available to provide timely
direction and feedback as needed by Origami to complete the Origami tasks in this

. The County SA will also be responsible for setting up, assigning security rights,
aintaining user IDs for all Users.
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= KEY PERSONNEL
o) Role/Title matrix {Origami Team) — The following chart lists the proposed Origami
project team

your profect minagement and
system implerentation.

Lhris Meﬂ

N 3 3
try's top dats the seturity, performance and |

joer expers, Jon scalabiity of Crigami Risk's

i
accurate yet ; systems infrastructare. Origami Susinest solotions that |
| !

v of yorir dats, et Bryour busingss needs. i
ORIGAMIRISK
o) Availability (on-site/off site) - As a cloud based solution, a majority of the

implementation work will be done at the Origami office, but during the course of the
implementation there will be times when we request onsite working meetings with
key members of the Cook County project team.

o Out of state —travel expenses required - Travel, if required, is billed as incurred and
we will follow County procedures for getting approval before any billable travel. The
Cook County Project Owner, Jennifer Pasterick, is based in Chicago and so we will
not heed to bill travel for any time that Jennifer spends onsite with the County team.

o) Subcontracting or teaming MBE/WBE participation — N/A

5.4. Project Management
Origami will:
o Provide a detailed project plan including deliverables and timeframes and update
document as needed throughout life of project.
o Provide weekly status reports including milestones, dependencies, and significant
issues affecting the implementation.
o Designate an implementation project manager who will be responsible for the
implementation.
o Prpvide all documentation.

County will:

11|Page
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Designate a System Administrator (SA) who will be responsible for working with
Origami during the implementation, thrbugh go-live and on-going production.
Designate a project manager for the project who will sign off on key decisions and
milestones.

Provide access to employees and vendors of County as needed to complete the
implementation.

Provide timely responses to requests by Origami as needed to complete the
implementation.

Ensure that County staff and vendors provide information as needed.

5.5. Project Task List and Timeline
The project plan is listed below, starting dates and the associated completion dates, will be
modified upon kickoff of the project. We will work with County project team on a weekly basis
to make any modifications or changes as requested/required through the life of the
implementation project.

12'l Piage
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Origami Implementation for Cook County
0% Signed Btatement of Work 6/3/2015 | 6/3/2015 1 Cook County
0% Kickoff Meeting 6/5/2015 | 6/5/2015 1 Cook County,Origami
0% Working Meeting 6/10/2015 | 6/10/2015 1 Cook County,Origami
0% Establigh recurring meeting schedule 6/10/2015 | 6/10/2015 1 Cook County,Origami

Ger istem S %w
0% Receive list of users and security needs 6/12/2015] 6/12/2015 1 Cook County
0% Receive list of locations and hierarchy 6/12/2015 | 6/12/2015 1 Cook County
0% Receive list of fiscal and policy periods for setup in system 6/12/2015 | 6/12/2015 1 Cook County
0% Receive list of fields forincident entry and claim screens 6/12/2015 | 6/12/2015 1 Cook County
0% Receive policy listing 6/12/2015 | 6/12/2015 1 Cook County
0% Receive list of exposure value types and applicable information 6/12/2015 | 6/12/2015 1 Cook County
0% Receive list of COPE data and applicable information 6/12/2015 | 6/12/2015 1 Cook County

re User Ids for 40 Licensed Users 6/13/2015 { 6/21/2015 s Origami
0% Configlire Security Roles and Other User-specific security 6/13/2015 ] 6/21/2015 5 Origami
0% Configyre fiscal and policy periods 6/13/2015 | 6/18/2015 4 Origami
0% Add and Configure Locations 6/13/2015 | 6/21/2015 5 Origami
0% Configure Policy Module and load Policies 6/13/2015 | 6/19/2015 5 Origami
0% Configure Exposure Values and COPE 7/1/2015 | 7/5/2015 3 Origami
0% Configure Field Labels 7/1/2015 | 7/8/2015 6 Qrigami
0% Add Cades 7/1/2015 | 7/5/2015 3 QOrigami
0% Configlire Forms (screens) 7/1/2015 | 7/15/2015 11 Origami
0% Design|and configure claim intake process 7/1/2015 | 7/15/2015 11 Origami

X S 2 2
Test User Setup 6/22/2015) 7/3/2015 Cook County
Test Sgcurity Configuration 6/22/2015] 7/3/2015 10 Cook County
Test Ldcation Load 6/22/2015| 7/3/2015 10 Cook County
Test Policy Load 6/20/2015} 7/1/2015 8 Cook County
Test Value Type Setup and COPE 7/8/2015 | 7/15/2015 6 Cook County
Test Sqreen Design and Code Setup 7/16/2015 8/9/2015 17 Cook County
Test claim intake process 7/16/2015| 8/9/2015 17 Cook County

Receive copy of Release of Medical Record form

b FormtCo s Desl;

e

6/12/2015

6/12/2015 1

Cook County

Receive copy of Claim approval, denial and termination letters 6/12/2015{ 6/12/2015 Cook County
Receive Claimant Notification letter 6/12/2015| 6/12/2015 1 Cook County

Cook County,Origami

L. Ztt i Y B e S v 2
0% Configure Release of Medical Record form 6/13/2015 | 6/21/2015 5 Origami
0% Configure Claim approval, denial and termination letters 6/13/2015 | 6/21/2015 5 Origami
0% Configure Claimant Notification fetter 6/13/2015 | 6/21/2015 5 Origami
S B o =

0% Test Release of Medical Record form 6/24/2015} 7/2/2015 7
0% Test Claim approval, denial and termination letters 6/24/2015] 7/2/2015 7 Cook County,Origami
0% Test Glaimant Notification letter 6/24/2015 | 7/2/2015 7 Cook County,Origami
= I oRbBrEIc Y : - - :
Send RS David Data Request Letter 6/5/2015 | 6/5/2015 1 Cook County

0% Receiye RS David data layout 6/10/2015 | 6/10/2015 1 David

e RS David data Files /2015 1 David

T > B =

 DatalConvers
S David data conversion

7/8/2015

7/16/2015) 8/9/2015

e

Cook County

i a nversion: B e : 5 & :
igure RS David Master Conversion 6/11/2015{ 7/1/2015 Origami
0% Load RS David data via conversion 7/2/201S | 7/5/2015 Origami
0% Unit Test RS David data 7/15/2015 Origami

0% Test

0% Receive Data Layout and Requirements for Genex import and Export 6/17/2015 6/17/2015 1 Genex

0% Conf@ure Genex Medical Bill Import and Export 8/11/2015| 9/1/2015 16 Origami

0% Receive Genex Test File 9/4/2015 | 9/4/2015 1 Genex

0% Unit Test Med Bill Review with Genex 9/4/2015 | 9/22/2015 13 Origami, Genex

0% Rece|ve Data Layout and Requirements for Import and Export 6/17/2015 | 6/17/2015 1 Cook County

0% Recejve Test File 6/30/2015} 7/1/2015 2 Cook County

0% Configure JD Edwards One World Export/Import 6/30/2015 | 7/18/2015 14 Origami

0% Unit Jest JD Edwards One World Export/import 8/4/2015 | 8/20/2015 13 Origami, Cook County

0% Recejve Data Layout and Requirements for Import and Export 6/17/2015]6/17/2015 1 Cook County 12 s MNP
0% Rece|ve Test File 5/30/2013| 6/30/2013] 0 |Cook County LT e
0% Confgure Law Calendar Export/import 6/30/2015 | 7/18/2015 14 Origami

0% Unit [est Law Calendar Export/import 8/4/2015 | 8/20/2015 13 Origami, Cook County

0% Design CMS Reporting 9/4/2015 {9/15/2015 8 Origami
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5.6. Contract Change Management
Any requests for changes to deliverables not mentioned in this SOW will require a change order
form which will include, at a minimum, the following:
e Requestor (name and job title)
e Date of submission
* Reason for change
e Benefits of the change
Change orders will be reviewed by Origami and Cook County project managers and upon approval,
passed on to the project board for review. The creator of the request will be notified when a change
order has been approved, rejected or additional information has been requested by the project
board. Any change order that is agreed upon by the parties to be out of scope shall be addressed in
a separate contract,.

IMPLEMENTATION APPROACH ACTIVITIES ,DELIVERABLES, ACCEPTANCE
6.1. Discovery and Reengineering Approach
o Organizational (Human) Change Approach ,

e In addition to weekly project review/working meetings via webinar throughout the
duration of the project, Origami will meet with County staff through a series of
onsite working meetings to review the system functionality for each process and
user group as identified. Origami recommend at least two working meetings at a
minimum, but may adjust to add additional days based on outcome and feedback
from both the Origami and County project teams. Origami’s goal in revising County
processes will be to separate the underlying business objectives from the currently
implemented business and system process since the current process may have been
driven by the technology available and in use at the time the process was set up.
Origami can then propose alternatives to meeting the same underlying business
objective in a more streamlined and automated fashion.. Since change is disruptive,
the goal is to introduce efficiency gains in each process so that users recognize a
benefit and not just a change for change sake.

6.2. Requirements Validation and System Design
o) Requirements Analysis and Design

During working meetings and weekly project meetings, the Origami project team will
work with appropriate county staff to review screens, underlying data elements, and
current workflows as well as to identify pain points and inefficiencies in the usage of
the existing Risk Management information system.  Through collaboration of the
praject teams, we will define the ‘critical path’ for a system configuration that
includes all of the functionality required to transition with enhanced workflow and
efficiencies.

e Origami will use an engaged, iterative approach, including at a minimum weekly
hour fong project meetings via webinar, with the County for the implementation.
Origami recommend at least two working meetings for requirements validation and
system design at a minimum, but may adjust to add additional days based on
outcome and feedback from both the Origami and County project teams. We have
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found that Origami’s method not only serves to shorten the time of the
implementation, but alsc better ensures that the business user needs are met at the
end of the system configuration.

e Members of the County project team will be given access to their test environment
in the system and work will begins immediately following the kickoff meeting on
some of the basic configuration.

o Weekly meetings will be held to review changes made the previous week and to
define and discuss the work for the upcoming week. Decisions made by the group
will be documented along the way. By engaging with the system during the
analysis and design phase, decisions can be made that best resolve the business
issue using the technology in Origami.

6.3. System Configuration
Configurations

Based on

the analysis of the existing Risk Management Information System and outcome

of working meetings, Origami staff will configure the system to meet client requirements.

Configura
County, V
security g

tions will include data capture and entry screens, location hierarchy for the
Vorkflow events and notifications, forms and letter templates and system
s detailed in Section 8 of this Statement of Work

County will:

o Provide specifications, direction, and review/feedback in a timely
manner as needed/requested by Origami during the project.

o Provide any Loss Development Factors in a spreadsheet format that
county staff wish to use for the purpose of forecast reporting.

o Provide access to appropriate technical staff for the purpose of
implementing Single Sign On using the SAML 2.0 protocol via
Microsoft AD FS.

o With training and guidance provided by Origami, configure
additional default dashboards, fields, forms, user roles, distribution
lists, reports and other features as needed by County beyond what
is anticipated/described in this Statement of Work.

Origami will:

o Configure codes, fields and field labels for claims and incidents for
Worker’s Compensation and up to 2 additional coverages.

o Develop the claim forms for up to 3 coverages.

o Develop the incident form for up to 3 coverages.

o Configure up to 36 workflow events and corresponding actions
using Origami Data Entry Events

o Configure Zip Code Lookup to automatically populate City and State
fields

klslﬁage




6.4. Quality Assurg

ance
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Configure Litigation Calendar to allow for appointment tracking and
scheduling

Configure color coded alert when identified special drugs are
flagged on a claim

Configure Duplicate Incident Checking

Configure up to 16 Claim Forms and Letter Templates

Configure up to 2 dashboards using standard Origami dashboard
panels. '

Assist client in loading Loss Development Factors for use in forecast
reporting using standard forecasting report templates

Work with County technical staff to configure Single Sign On using
SAML 2.0 protocol via Microsoft AD FS.

Configure up to 6 custom report templates to replicate existing
Cook County reports.

Configure up to 12 reports using standard Origami RMIS templates.
Configure up to 2 report distribution lists.

Origami will:

Develop test plan to cover interface/integration testing and data
migration testing. Each section of testing shall contain specific
test cases.

Include in the test plan the scope and overall approach of the
testing, a reference to any associated documents, and a definition
of how defects will be tracked/managed for purposes of the
project.

Include in the test plan the schedule of when testing is to occur.
Include in the test plan the environment(s) in which testing is to
occur.

Jointly review the test plan with the Cook County to confirm that
it meets the County’s needs. This process may be

iterative. Origami will update the test plan based on feedback
from the iterations.

For interface Data Exports, work with Cook County staff to
develop test cases that include a list of records expected to be
pulled for export and a definition of the file layout to be
produced

For interface Data imports, work with Cook County staff to
develop test cases that include a list of records to be imported,
the expected field mappings for the import and a method for
validating that the data was imported successfully.

For Data Migration, work with Cook County staff to develop test
cases that include file summary level control totals for aggregate
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6.5. Knowledge Tr

County will:

¢]

@]

County will:

Origami will:

Contract Number 1425-13183

validation, the expected field mappings for the migration, and a
list of specific records to do line by line data validation.

Execute the tests in its test plan. Test execution is to be
observable by County staff. (If jointly agreed, some tests may be
run without direct observation as long as test results are
documented and reviewed with County staff.)

Enable exploratory testing by the County to look for potential
issues.

Correct issues identified in Origami or County testing.

Assist the County in the execution of the acceptance test plan as
needed.

Do exploratory testing against the system and provide results to
Origami.

Work with Origami Risk staff, when appropriate, to assist in
development of test plans for interfaces and migration.

Provide a user acceptance test plan. The UAT plan shall contain
specific test cases. These are likely to be a subset of those
defined in the functional test plan.

Jointly review the Origami test plan to determine if it meets the
County’s needs. ‘

Execute the user acceptance test plan.

ansfer and Training

Provide Origami with a list of identified employees to be trained,
and provide training requirements and preferred approach.

if training is to be provided in County office, provide appropriate
meeting place and internet access so Origami can perform the
training and also provide for transportation and other expenses
for County employees who attend training.

Provide 24 hours of on-site training to County Users
Training will be provided at County offices
Training can be provided in several sessions with exact number of
sessions to be determined by mutual agreement between County
and Origami.
Documentation — including operations and technical manuals

and help available online
Training documentation and follow-up material will serve as a
user reference after training has been completed. Asa recently
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designed pure web application, Origami Risk is much more
intuitive than most RMIS systems. County Staff will be able to
access OrigamiTV which provides how-to video demonstrations
for most key features of the system. '

6.6. Transition/Cutover Approach
o Support and Maintenance
After the implementation is completed and the County officially completes go-live,
this|section of the SOW will describe Origami services through the remainder of the
term of this SOW.

6.7. Professional Services

o This Statement of Work (SOW) includes up to 32 hours of Professional Services in
the first year, up to 48 hours in the second year, and up to 48 hours in the third
year. Professional Services include any work performed by Origami professionals on
behalf of Client. Examples include:

6.8. New version

From time to

o - Helpdesk support for users

o - UserTraining

o - General assistance utilizing the System

o - Configuration of new features for Client’s use

o - Maintenance of screens and system configurations as
workflows evolve

o - Configuration of customized reports
o - Maintenance or modification of any import or export scripts
o - Project management tasks and administration

release schedule

time Origami makes plans to release updated software to our customers (on

average a new release has been deployed every 8 weeks over the last 2 years). Once the
development of the upgrade has been completed and tested by developers, the Origami

development

team initiates quality assurance testing including unit testing, integration testing,

and feature testing. When the development team is satisfied that the software is ready, the

build is deplo
of the softwa
with the qual
environment
release.

ved to the staging environment. The staging deployment will include the upgrade
re as well as copies of some client data. When Origami management is satisfied
ty of the deployed release, we set a schedule for the release to our production
and notify our clients. Clients are informed at least one week in advance of
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wRw

ata Ba
All data maintained
multiple levels to p

Database level back

intervals and includ
backups occur wee
nightly basis. Full b
taken on disk voiu

Backup media is ba
weekly basis. This
providing an added
All backups are mo
to assure constant

6.10. DataR
Origami recognizes
Unless you can rec
database failures,

Origami personnel

Please see Exhibit
requests, security,

6.11. Contra
Origami considers ¢
will ask the County
implementation pr
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Origami Licens
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capa
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Full |
Origa
party
Light
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covery Procedures —

within the Origami database goes through a backup process. Backups occur on
rovide for redundancy, reliability and multiple recovery paths.

ups are taken incrementally for Client data. These backups occur at 15 minute
e all database transactions. Incremental backups also occur nightly. Full

kly for client data. Origami shared, support and common data is backed up on a
ackups are taken weekly for this data set as well. All incremental backups are
es separate from where the original data resides.

ked up to separate physical media within the Amazon S3 environment on a
edia is in turn mirrored and backup up within the Amazon infrastructure,

level of redundancy.

itored by Origami personnel. Backup failures are acted upon in a timely fashion
overage of client data.

covery

that database backup processes go hand in hand with recovery processes.

ver Client data from backups and minimize business interruption due to

ven the most robust backup procedures can be proven useless. For this reason,
xercise database recovery procedures no less frequently than semi-annually.

Service Level Agreement for system availability, backup and recovery, service
nd data updates.

t Performance Review and Acceptance

acceptance to be when Client is using Origami in a Live Environment. Origami

to complete an implementation questionnaire to provide feedback on the

ocess after the implementation is complete.

ation

es Included for County

s Administration Licenses: 20. These licenses have access to all the features and

hilities of Origami Risk except those features that require a third party agreement,
ified below.
Jser Licenses: 20. These licenses have access to all the capabilities and features of

mi Risk except for check writing, CMS 111, and those features that require a third
agreement, identified below.

User Licenses: 0. These licenses have access only to the dashboard, incidents,
only access to claims, transactions, tasks, and notes, and running reports.
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. Enterprise Incident Entry Licenses: Up to 2,000 incidents annually. These licenses
have data access only to the incident module of Origami.
. Features that require a third party agreement, usually for an additional fee, to be
enabled in Origami include:
© [CMS 111 using a third party provider.
o Advise policy benchmarking.
O EDI state compliance reporting Predictive analytics

CRITICAL SUCCESS FACTORS

Prior to embarking on the definition work for all in scope processes, Origami will set expectations
and objectives through the creation of a Project Definition Document. The Project Definition
Document will identify the direction and scope of the project, to ensure the goals are achieved.

Critical Success Factors are closely aligned to the County’s business goals to ensure
we are obtaihing success and driving the strategy forward. These are discovered
during the project initiation phase and will be monitored closely throughout the
project. The initial factors have been identified as:

1. Review of Cook County Risk Management current processes and make
recommendations which can be adopted in order to streamline/reengineer the
current processes.

2. Installation of Risk Management tool for providing process refinement and
gain vijsibility into incidents and claims management.

3. Configuration of the Risk Management Information System to automate
processes and streamline workloads.

4. Increase operational visibility providing department the ability to view their
own data

5. Utilization of automation in recording and tracking of reserves and payments

6. Reduction of paper processes, manual steps, and processing time

7. Enable robust statistical analysis and research

8. Improved reporting through the use of canned reports, dashboards, Ad Hoc

reporting, and scheduled reports.

Origami will create the Project Definition Document where the following will be defined:

e Business Case
¢ | Project Objectives
e | Project Scope
e | Project Deliverables
e | Project Constraints
¢ | Project Assumptions
Estimated Costs and Budget
Quality Plan and Acceptance Criteria
Communication Plan
Initial Project Plan with timelines
Initial Risk Log
Critical Success Factors and Key Performance Indicators
e | Create working meeting agendas and attendee lists
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e In addition, any specific County standard, policies or requirements with
regard to system testing, user acceptance testing, documentation or review
should| be discussed at this time.

8. PRICING

The first year fee for Origami licenses and services listed above in this statement of work is
$183,940 '

50% of the payment for year one is due on the signing of this SOW and 50% is due after the
implementation is completed and the County officially completes go-live.

The Fee in ongoing years for the licenses and services listed above in this Statement of Work is
$77,380

Payments for year 2 and 3 are due by the anniversary date of the contract.

8.1. If needed, addjtional services can be purchased through an addendum to this contract.
Rates for Additional Services
Licensing:

. Claims Administration Licenses: $1300 per additional license

. Full User Licenses: $900 per additional license

. Light User Licenses: $400 per additional license

] Enterprise Incident Entry Licenses: $10,000 for up to 5000 incidents annually,
$15,000 for up to 10,000 incidents annually

Data Hosting;:

. Claims Storage: $20,000 for up to 75,000 claims and associated information
. Binary File Attachment Storage: $2000 per additional 100 Gigabyte of storage

When added, services will be billed as defined above or ,for any other services, at the current
rate charged by Origami at the time the additional services are requested.
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Not to Exceed Amount: $338,700.00



ATTACH EXHIBITS

FOR THE FOLLOWING:

System Requirements Response Matrix

Origami Syste

m Security Plan

Origami Risk Qperating Procedures
Project Methadology and Templates

Project Repor
Service Level 4
Sign off Docuy

t (status report, meeting reports, Budget, etc.)
\greement — Exhibit C
nent (Work acceptance Form)

Contract Number 1425-13183
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STATEMENT OF WORK APPROVAL

The undersigned agree to this Statement of Work.

ORIGAMI RISK LLC Cook County
By: By:
Name: Name:
(Print Name) (Print Name)
Title: Title:
444 N. Orleans [CLIENT ADDRESS]
Chicago, IL 60654
Email: Email:
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EXHIBITC

SERVICE LEVEL AGREEMENT (SLA)

SYSTEM AVAILABILITY

Origami Risk application [and user access will be available 99.5% of the time. This includes holidays,
weekends, and non-busihess hours. It does not include planned downtime. In normal circumstances,
Origami Risk will schedule downtime between 8:00 PM CT and 7:00 AM CT. Origami Risk will post
system availability statistics quarterly.

BACKUP AND RECOVERY

Origami currently backs up transactions every 15 minutes. An incremental database backup is
performed nightly and a/full backup is performed weekly. Backups are stored off site via Amazon S3,

* which has multiple redundancy and 99.999999999% durability and 99.99% availability of objects overa
given year. Periodic database restore tests are performed to validate that backups are valid.

~ NOTICES

Two email subscription options are available to each Origami Risk user. These determine the type of
communication that they will receive from Origami Risk.

- Emergency: Receive emails concerning outages and other system problems
- Maintenance: Receive emails concerning scheduled maintenance on the system.

SERVICE REQUESTS

Origami Risk will respond to service related incidents or issues within the following time frames:

Urgent Requests

An urgent request for service concerns a new development that significantly affects a major business
task with no workaround. Client will request urgent support by sending an email to
support@origamirisk.com with the word “Urgent” in the subject line. An urgent request made between
7:00 AM CT and 8:00 PM CT will typically be responded to immediately but in no case in more than 2
hours from notice. The target resolution time for an urgent issue is as soon as possible.

Client may also call any member of the Origami Risk support team directly.
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Normal Reguests

A normal request for ser|

typically be responded t
support@origamirisk.co

Contract Number 1425-13183

vice is any service request that is not urgent. A normal service request will
H within one business day. Client will request support by sending an email to
m. Client may also call or email any member of the Origami Risk support team

directly.

SECURITY

Any access to Origami Ri

password security rules

security model. Client ig

for users. Client System

rights, edit the user prof

database using a one-wg

System locks out user af
then reset the user’s pat

Origami Risk uses SSLw
databases are fully encr

Claim, Transaction, and
128 bits. Origami uses Q
client. Origami Risk will
import proceés. When t
system.

DATA UPDATES

Claim data updates con
server will be uploaded
be in a consistent and a

Y

sk requires a unique user id and password. Passwords must adhere to standard
ncluding minimum length and complexity. Origami Risk uses a role-based
responsible for assigning and maintaining role, location, and coverage security
Administers can use the tools in Origami Risk to review and change security

ile, and reset the password. User passwords are encrypted in the Origami

1y SHA-1 hash algorithm.

ter 5 login attempts with an incorrect password. An administrative user must
ssword and unlock the user account.

th 128 bit encryption for all communications over http. Production Origami
pted using 256 bit AES encryption.

Notes data sent to the Origami Risk FTP site must be encrypted using at least
pen PGP for file encryption and can provide an encryption key to be used by the
keep the files on a secured files system in encrypted format except during the
he import process is completed, unencrypted files are removed from the

figured for straight through processing and are received by the Origami Risk FTP

converted and available for exception handling within 8 hours. Claim data must

greed upon format, encrypted, and named properly.
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EXHIBIT 5
BUSINESS ASSOCIATE AGREEMENT

This Agreement is made effective August 1, 2015, by and between the County of Cook , hereinafter referred to as
"Covered Entity", and Origami Risk LLC hereinafter referred to as "Business Associate", (individually, a "Party" and
collectively, the "Parties").

Business Associate may have access to Protected Health Information ("PHI") from or on behalf of Covered Entity. To
the extent applicable, the Parties desire to meet their respective obligations under the Health Insurance Portability
and Accountability Act of 1996, as amended (the "Act"). The HIPAA Rules shall mean the Privacy, Security, Breach
Notification, and Enforcement Rules codified in the Code of Federal Regulations ("C.F.R.") at 45 C.F.R. parts 160
and 164, Pub. Law No. 104-191 (collectively, "HIPAA") and the Health Information Technology for Economic and
Clinical Health Act provisions of the American Recovery and Reinvestment Act of 2009, Pub. Law No. 111-5 and its
implementing regulations (collectively, "HITECH").

Business Associate agrees that as of the effective date this Agreement it shall abide by the provisions of this
Agreement with respect to|any Protected Health Information or Electronic Protected Health Information (as defined
below).

1. DEFINITIONS

Terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms in
the Privacy Rule, Security Rule, Breach Notification Rule, and Enforcement Rule.

(a). Breach. "Breach" shall mean the unauthorized acquisition, access, use, or disclosure of Protected
Health Information which compromises the security or privacy of such information subject to the
exceptions set forth in 45 C.F.R. 164.402.

(b). Business Associate. “Business Associate” shall generally have the same meaning as the term
“Business Associate” at 45 C.F.R. 160.103, and in reference to the party to this agreement, shall
mean the entity named above.

ity. “Covered Entity” shall generally have the same meaning as the term “Covered
Entity” at 45 C.F.R. 160.103, and in reference to the party to this agreement, shall mean Cook
County.

(d). Electronic Protected Health Information. "Electronic Protected Health Information” or "EPHI" shall
have the same meaning as the term "Electronic Protected Health Information” in 45 C.F.R.
160.103, limited to the information created, received, maintained, or transmitted by Business
Associate from or on behalf of Covered Entity.

(e). Individual. "Individual" shall have the same meaning as the term "Individual" in 45 C.F.R. 160.103
and shall include a person who qualifies as a personal representative in accordance with 45 C.F.R.
164.502(g).

0. Privacy Rule. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
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formation at 45 C.F.R. part 160 and part 164.

in

(9). Protected Health Information. "Protected Health Information” or PHI shall have the same meaning
as the tarm "Protected Health Information" in 45 C.F.R. 106.103, limited to the information created,
received, maintained, or transmitted by Business Associate from or on behalf of Covered Entity.

(h). Required By Law. "Required By Law" shall have the same meaning as the term "Required By Law"
in45 C.F.R. 164.103.

(i)- Secretary. "Secretary” shall mean the Secretary of the U.S Department of Health and Human
Services or his designee.

(). Security Rule. "Security Rule” shall mean the Security Standards at 45 C.F.R. parts 160, and 164.
(k). Unsecured Protected Health Information. "Unsecured Protected Health Information“ shall mean

Protected Health Information is not rendered unusable, unreadable, or indecipherable to
unauthorized persons through the use of a technology or methodology specified by the Secretary.

2. OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE

(a). For purposes of this Part 2, Business Associate shall ensure that any obligations set forth herein
shall apply to any of its employees, agents, consultants, contractors or subcontractors or assigns
who creates, receives, maintains or transmits Covered Entity's Protected Health Information.

(b). Business Associate shall not use or disclose Protected Health Information other than as permitted
or required by this Agreement or as Required By Law.

(c). Business Associate shall maintain such administrative, physical, and technical safeguards that
reasonably and appropriately protect the confidentiality, integrity, and availability of EPHI that
Business Associate creates, receives, maintains, or transmits on behalf of Covered Entity as
required by the Privacy Rule, Security Rule, and the HITECH Act.

(d). Business Associate shall report to Covered Entity any use or disclosure of the Protected Health
Information not provided for by this Agreement of which it becomes aware.

(e). Business Associate must, following the discovery by Business Associate of any appearance of a
Breach, non-permitted use or disclosure, security incident, or other incident affecting unsecured
Protected Health Information notify the Cook County Department of Risk Management and the
Office of the Chief Procurement Officer without unreasonable delay, and no later than 10 days from
the date that the Business Associate discovers such Breach, non-permitted use or disclosure,
security incident, or other incident Business Associate shall provide any reports or notices required
by HIPAA as a result of Business Associate's discovery. On behalf of Cook County, Business
Associate will provide such reports or notices to any party or entity (including but not limited to
media, Secretary, and individuals affected by the Breach) to which Business Associate is required
by law to send. Business Associate agrees to pay the costs associated with notifying individuals
affected by the Breach, which may include, but are not limited to, paper, printing, and mailing costs,
but only if such breach was directly caused by Business Associate’s breach of the PSA. -

(. If applicable, Business Associate shall provide access, at the request of Covered Entity, and in a
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reasonable time and manner, to Protected Heaith information in a Designated Record Set, {0
Covered Entity or, as directed by Covered Entity, to an Individual or an individual's designee in
order to meet the requirements under 45 C.F.R. 164.524.

(9). Business| Associate shall, when directed by Covered Entity, make amendment(s) to Protected
Health Information in a Designated Record Set in a reasonable time and manner, or take other
measures as necessary, as required by 45 C.F.R. 164.526.

(h). Business| Associate shall make internal practices, books, and records relating to the use and
disclosure of Protected Health Information received from, or created or received by Business
Associate on behalf of, Covered Entity available to the Secretary, in a reasonable time and manner
or as designated by the Secretary, for purposes of the Secretary determining Covered Entity's
compliance with HIPAA and the HITECH Act. ’

(i). Business| Associate shall restrict disclosure of an Individual's Protected Health Information as
directed by Covered Entity.

(- Business| Associate shall provide to Covered Entity when requested for a specific individual, in a
reasonable time and manner, an accounting of disclosures of Protected Health Information in
accordance with 45 C.F.R. 164.528.

(k). To the extent Business Associate is to carry out one or more of Covered Entity's obligations under

the Privacy Rule, Business Associate shall comply with the requirements of the Privacy Rule that
apply to Covered Entity in the performance of such obligations.

3. PERMITTED USES AND DISCLOSURES BY BUSINESS ASSOCIATE

3.1 For puer‘mses of this Part 3, Business Associate shall ensure that any of its employees, agents,
consultants, contractors or subcontractors or assigns who creates, receives, maintains or transmits
Covered Entity's Protected Health Information shall comply with the provisions set for herein.

(a). Except as otherwise limited in this Agreement, Business Associate may use or disclose
Protected Health Information to perform functions, activities, or services for, or on behalf
of Covered Entity as set forth in this Agreement and in the PSA.’

(b). Business Associate may use or disclose Protected Health Information as Required by
Law.

(c). Business Associate agrees to make uses and disclosures and requests for Protected
Health Information consistent with Covered Entity's minimum necessary policies and
procedures.

(d). Business Associate may not use or disclose Protected Health Information in a manner

that would violate the Privacy Rule if done by Covered Entity, except for the specific uses
and disclosures set forth below in Section 3.2.

(e). Business Associate may use Protected Health Information to report violations of law to '
appropriate Federal and State authorities, consistent with 45 C.F.R. 164.502()(1).

(. Except as otherwise limited in this Agreement, Business Associate may use Protected
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Health information for the proper management and adminisiration of the Business
Associate or to carry out the legal responsibilities of the Business Associate.

(9). Except as otherwise limited in this Agreement, Business Associate may disclose
Protected Health Information for the proper management and administration of the
Business Associate or to carry out the legal responsibilities of the Business Associate,
provided that disclosures are Required By Law, or Business Associate obtains reasonable
assurances from the person to whom the information is disclosed that it will remain
confidential and used or further disclosed only as Required By Law or for the purpose for
which it was disclosed to the person, and the person notifies the Business Associate of
any instances of which it is aware in which the confidentiality of the information has been
breached. ‘

(h). Except as otherwise limited in this Agreement, Business Associate may use Protected
Health Information to provide Data Aggregation services to Covered Entity as permitted by
45 C.F.R. 164.504(e)(2)(i)(B).

Data Ownership

Business Associate acknowledges and agrees that Covered Entity owns all right, title, and interest
in and to all Protected Health Information of Covered Entity that Business Associate creates,
receives, maintains or transmits and that such all such right, title, and interest is vested in Covered
Entity; nor shall Business Associate nor any of its employees, agents, consultants or assigns have
any right, title or interest to any of the Protected Health Information. Business Associate shall not
use the Protected Health Information in any form including, but not limited to, stripped, de-
identified, or aggregated information, or statistical information derived from or in connection with
the Profected Health Information, except as expressly set forth in this Agreement and in the PSA.
Business Associate represents, warrants, and covenants that it will not compile and/or distribute
analyses to third parties using any Protected Health Information without Covered Entity's express
written consent, except as otherwise set forth in the PSA or in connection with Covered Entity's use
of the Services (as defined in the PSA).

4. OBLIGATIONS OF COVERED ENTITY

4.1

* Provisions for Covered Entity to Inform Business Associate of Privacy Practices and

Restrictions

(a). Covered Entity shall notify Business Associate itself of any limitation(s) in the Notice of
Privacy Practices of Covered Entity, to the extent that such limitation may affect Business
Associate's use or disclosure of Protected Health Information.

(b). Covered Entity shall notify Business Associate itself of any changes in, or revocation of,

- | permission by Individual to use or disclose Protected Health Information, to the extent

that such changes may affect Business Associate's use or disclosure of Protected Heaith
Information.

(c): Covered Entity shall notify Business Associate itself of any restriction on the use or
disclosure of Protected Health Information that Covered Entity has agreed to as provided
in 45 C.F.R. 164.522, to the extent that such restriction may affect Business Associate's
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use or disclosure of Protected Heailth Information.

Covered Entity shall obtain any consent, authorization or permission that may be required
by the Privacy Rule or applicable state law and/or regulations prior to furnishing Business
Associate Protected Health Information.

4.2 Permissible Requests by Covered Entity

Covered Entity shall not request Business Associate to use or disclose Protected Health
Information in any manner that would not be permissible under the Privacy Rule if done by Covered :
Entity except for uses and disclosures under Section 3.2.

5. TERMINATION

(a). Term. T
terminat

(b). Effect of

his Agreement shall be effective as of the Effective Date, and shall either terminate upon
on of the PSA.

Termination.

1.

LP 6160811.2\39079-101001

Except as provided in paragraph {(2) of this Section, upon termination of this
Agreement, for any reason, Business Associate shall return or destroy all Protected
Health Information received from Covered Entity, or created, received, or maintained
by Business Associate on behalf of Covered Entity. This provision shall apply to
Protected Health Information that is in the possession of consultants, contractors,
subcontractors, employees or agents of Business Associate. Business Associate
shall retain no copies of the Protected Health Information.

In the event that Business Associate determines that returning or destroying the
Protected Health Information is infeasible, Business Associate shall provide to
Covered Entity nofification of the conditions that make returning or destroying it
infeasible. If Covered Entity agrees that such return or destruction is infeasible,
Business Associate shall extend the protections of this Agreement to such Protected
Health Information and limit further uses and disclosures of such Protected Health
Information to those purposes that make the retumn or destruction infeasible, for so
long as Business Associate maintains such Protected Health Information.

The provisions of this Section 5(b), Effect of Termination, shall survive the termination
of this Agreement.




MiTIGATION

(a).

(a).

(b).
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Mitigation. To the extent known or reasonably foreseeable, Business Associate agrees to use
commercially reasonable efforts to mitigate, to the extent practicable, any harmful effect resulting
from a use or disclosure of Protected Health Information by Business Associate or its agents in

violation

of the terms of this Agreement.

MISCELLANEOUS

Regulatory References. A reference in this Agreement to a Section in HIPAA or the HITECH Act

means t

he Section as in effect or as amended.

Amendment. The Parties agree to. meet and confer regarding amendment of this Agreement from

time to

ime as is necessary for either Party or both Parties to comply with the requirements of

HIPAA and the HITECH Act. Any amendment, however, must be mutually agreed upon by the
Parties in writing. In the event the Parties are, for any reason, unable to agree on an acceptable
amendment, either Party may terminate this Agreement on written notice to the other Party.

Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Parties to comply

with the

Constru

HIPAA and the HITECH Act as may be amended from time to time.

ction of Terms. The terms of this Agreement shall be construed in light of any applicable

interpretation or guidance on HIPAA and/or the HITECH Act issued by HHS or the Office for Civil

Rights (

No Thir

'OCR") from time to time.

d Party Beneficiaries. Nothing in this Agreement shall confer upon any person other than

the Parties and their respective successors or assigns, any rights, remedies, obligations, or

liabilities

5 whatsoever.

SIGNATURE PAGE FOLLOWS
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IN WITNESS WHEREOF, the Parties have executed this Agreement as of the day and year written above.
BUSINESS ASSOCIATE COVERED ENTITY

TYPE OR PRINT YOUR NAME TYPE OR PRINT YOUR NAME

TITLE TITLE

SIGNATURE
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DATE SIGNATURE DATE
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POLICY AND GOALS

Contract Type

Goods and Services
Construction
Professional Services

B.

It is the policy of the County of Cook to prevent discrimination in the award of or
participation in County Contracts and to eliminate arbitrary barriers for participation in
such Contracts| by local businesses certified as a Minority Business Enterprise (MBE) and
Women-owned Business Enterprise (WBE) as both prime and sub-contractors. In
furtherance of| this policy, the Cook County Board of Commissioners has adopted a

Minority- and

Women-owned Business Enterprise Ordinance (the "Ordinance") which

establishes annual goals for MBE and WBE participation as outlined below:

Goals

MBE WBE

25% 10%

24% 10%
35% Overall

The County shall set contract-specific goals, based on the availability of MBEs and
WBEs that are certified to provide commodities or services specified in this
solicitation document. The Office of Contract Compliance The MBE/WBE
participation |goals for this Agreement is zero (0) percent A Bid, Quotation, or
Proposal shall| be rejected if the County determines that it fails to comply with this
General Condition in any way, including but not limited to: (i) failing to state an
enforceable commitment to achieve for this contract the identified MBE/WBE Contract
goals; or (ii) failing to include a Petition for Reduction/Waiver, which states that the
goals for MBE/WBE participation are not attainable despite the Bidder or Proposer Good
Faith Efforts, and explains why. If a Bid, Quotation, or Proposal is rejected, then a new
Bid, Quotation, or Proposal may be solicited if the public interest is served thereby.

To the extent that a Bid, Quotation, or Proposal includes a Petition for Reduction/Waiver
that is approved by the Office of Contract Compliance, the Contract specific MBE and
WBE participation goals may be achieved by the proposed Bidder or Proposer’s status as
an MBE or WBE; by the Bidder or Proposer’s enforceable joint-venture agreement with

one or more
enforceable s
or Proposer es

BEs and/or WBEs; by the Bidder or Proposer entering into one or more
contracting agreements with one or more MBE and WBE; by the Bidder
tablishing and carrying out an enforceable mentor/protégé agreement with

one or more MBE and WBE; by the Bidder or Proposer actively engaging the Indirect
Participation of one or more MBE and WBE in other aspects of its business; or by any

combination o
meet the MBEH
of Contract Cq

A single Perst
MBE and a \
supplier.

f the foregoing, so long as the Utilization Plan evidences a commitment to
and WBE Contract goals set forth in (B) above, as approved by the Office
mpliance.

on, as defined in the Procurement Code, may not be utilized as both an
WBE on the same Contract, whether as a Consultant, Subcontractor or




s

Unless specifically waived in the Bid or Proposai Documents, this Exhibit; the
Ordinance; and the policies and procedures promulgated thereunder shall govern. If there
is a conflict between this Exhibit and the Ordinance or the policies and procedures, the

Ordinance shall control.

A Consultant
participation in
of the Contrac
payments unde
provided for in

s failure to carry out its commitment regarding MBE and WBE
1 the course of the Contract’s performance may constitute a material breach
t. If such breach i<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>